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Abstract— The implementation of potentiostats as portable and
communicated devices has reached significant progress to
benefit research, industry, and education. The Internet of
Things (IoT) is a good opportunity to interconnect devices such
as the potentiostats together with electronics, communication
technologies, and chemistry into a single system. This work
proposes a network for potentiostats using machine-to-
machine (M2M) protocols, modifying its functioning
mechanism in the broker to check the payload of the message
that passes through it and synchronize the sensors depending
on its content. Although one sensor can be synchronized
directly to another, the broker decides which sensor to pair.
This modification was made in the M2M protocol algorithm,
both in the Broker and in the Client (sensor). In addition to
this, the network uses an interconnection architecture of IoT
smart networks of proximity with centralized management.
The results of the tests carried out showed that the use of a
modified M2M such as the one proposed in the architecture
allows synchronization and comparison of the measurements
of several sensors in real-time.

Keywords- Internet of Things, Artificial Intelligence,
Potentiostats, M2M Protocol, Mobile App, IoT-WLAN, MQTT.

L INTRODUCTION

Potentiostats are electronic devices that are used to
control a three-electrode cell and to perform electroanalytical
measurements (mainly electrochemical). A potentiostat
works by maintaining the potential of the working electrode
at a constant value concerning the reference electrode by
adjusting the current at an auxiliary electrode, also, requires
adjustments depending on the measurement is doing and
therefore, has two working parameters, voltage (V) and
current (I) [1].

However, it is also possible to include pressure (P),
temperature (T), humidity (H), location (L), and other
parameters that can help with the precision of the
measurements. Moreover, since its functions are integrated
with IoT technologies, more parameters are transmitted than
usual. A potentiostat can be converted into a portable and
mobile device thanks to its new communication capabilities.
In the past, they used to be large devices that laboratories
used for electroanalytical experiments and required large
spaces. However, they have gradually has adapted to
advances in electronics and computing. Nowadays, it is can

found very interesting proposals of its miniaturization. Some
of these versions are connecting to smartphones through
wireless technologies, such as Bluetooth and WiFi.

In other words, the evolution of these devices has been
notorious, and a completely flexible and programmable IoT
architecture could increase the possibilities of achieving
many more applications. The following work shows a
network proposal with a mobile application (App) based on
this architecture, with potentiostats as sensors over wireless
modules. The general idea is to measure a substance through
the sensor and create its footprint (mainly parameters V and
I), and then transmit the information to the Broker and
visualize it in the App. The sensor implementation can be
made using low-cost boards of Arduino [2] and Adafruit [3]
since they allow fast and easy hardware development.
Nevertheless, there is a large number of open-source boards
available for people to develop their software. The objective
is to build a prototype node and focus the work on the
communication network. This way, each sensor can build the
footprint (voltammograms) of a substance and share it
through the network throughout the broker.

The rest of the paper is structured as follows. Related
works to potentiostat devices, such as small connected
sensors, are explained in Section 2. In Section 3, the problem
and the proposal, complemented by two sections: the
architecture and the mobile application, are indicated.
Section 4 presents the performance of the tests and results in
the discussion. Finally, Section 5 shows the conclusions and
future work.

II.  RELATED WORK

Currently, the potentiostat has landed be a small and
portable device, but its ability to communicate is still
relatively new. The following works show the integration of
communications technologies with electroanalytical systems.

A. Ainla et al. [4], present the design and characterization
of an open-source Universal Wireless Electrochemical
Detector (UWED). This device can be connected to mobile
devices (smartphones or tablets), via a Bluetooth Low
Energy (BLE) connection. The authors developed an App to
receive the experimental parameters and visualize the result
in real-time. They also added a proxy to store, process, and
transmit data and experimental protocols. This design
simplifies and reduces the size of the device. The software is



flexible and allows adaptation to different types of analyses.
The parameters (V) and (I) performing the tests are similar to
those used by commercial desktop devices and sufficient to
perform electrochemical analyses in aqueous solutions. In
summary, the UWED is presented as a small low-cost
wearable and wireless open-source device.

T. Dobbelaere et al. [5], showing the design of a low-cost
potentiostat connected by USB. This device measures an
applied (V) of £8V, and (I) from nanoamps up to £25mA. It
has a 20-bit Digital to Analog (D/A) and a 22-bit analog to
digital (A/D) converters. The authors commented that the
precision of the converters (the ranges of (V) and (1)) and the
dual control modes make it especially suitable for battery
characterization. For this reason, they presented a use case
on a lithium-ion test battery using thin-film anatase (TiO2)
as the working electrode. The software was developed with
open source tools and implemented in open hardware. The
user interface was developed in Python language and
everything is freely available for the public. The authors
provide all the necessary materials, such as the schematics,
PCB design, microcontroller firmware, and software, so that
the device can be modified and customized.

In [6] an ABE-Stat is presented as an open-source project
about a battery-powered potentiostat device with wireless
WiFi connection. This device is capable of performing
electrochemical analyses such as Cyclic Voltammetry (CV),
Differential Pulse Voltammetry (DPV) and high impedance
potentiometric measurements. Its interface was developed on
Android and allows its connection to the internet through
Wi-Fi. The authors emphasize that it is the first potentiostat
capable of Evaluating Electrochemical Impedance
Spectroscopy (EIS). It handles a user-selectable wide
frequency spectrum (0.1 Hz to 100 kHz). In this work, the
authors also provide extensive information about its
development including hardware design and source code.

V. Bianchi et al. [7], present a low-cost portable system
with a Wi-Fi connection. The device was developed on a
board that integrates a microcontroller and a Wi-Fi network
processor. The wireless module allows the transmission of
protocols directly to a cloud service and so that data can be
shared with multiple users. It also stores the data in case the
connection is lost and then retransmits it. Since the device
was designed to work with a battery to improve portability, a
study was conducted on the battery's life. Finally, the authors
compared the data acquired with an electrochemical desktop
device (Autolab PGSTAT-204) with the results of the device
developed to validate it. To do this, ferri/ferrocyanide was
selected as a redox test, obtaining the calibration curves for
both devices. The results are feasible and reproducible.

In 8], a potentiostat for electrochemical monitoring of 64
channels is presented. The most modern small potentiostat
has few parallel channels with limited flexibility due to their
architecture. This device is not only new but innovative
because it uses a Howland current pump and a digital
potential controller. It was manufactured with a matrix of
CMOS potentiostats of 64 channels. Each channel has a
current range of 120dB with an accuracy of 1.1pA and
100kHz of bandwidth. The applications of this potentiostat

as a monitoring device include industry, microbial
electrolysis, corrosion monitoring, health, and biosensors.

J. Dieffenderfer et al. [9], present a wearable potentiostat
device with a wireless connection to smartphones. This
device works as an electrochemical sensor for the analysis of
biomarkers within sweat. For this reason, the authors
depicted it as a non-invasive device that can deliver valuable
physiological information. This work presents an electronic
interface that can be used as a biosensor attached to the skin.
In this case, the system is calibrated using cyclic
voltammetry and measures lactate concentrations in sweat.

III. PROPOSAL DESCRIPTION

A. Problem

Potentiostats are devices used to make an electrochemical
analysis of different substances and determine its
composition. Nevertheless, it requires continuous monitoring
and data collection to control the reference voltage and
observe the changes. Some of the current systems store the
different measurements represented in voltammograms that
have already been characterized. However, these results
cannot be compared in real-time with another device
measuring along at the same time. Although the potentiostats
are smaller and more portable, they have appeared recently
and are not yet networked. Nevertheless, potentiostats are
increasingly been used as biosensors, though it is still not
possible to have several measurements at the same time in
different locations. Therefore, it is not possible to correlate
the distance between them and the external factors that may
affect the sensor measurements.

Another problem is that most sensors only send
information of its measurements, although the potentiostat
requires sending and receiving information to adjust its
operation. That is, some potentiostats developments operate
in client-server configuration but not in a network, which
makes automatic synchronization difficult between several
clients. Moreover, these configurations do not offer long-
distance communications with the device that processes the
information.

B. Proposal

Taking advantage of IoT technologies and protocols, we
propose a wireless local area network for potentiostats (IoT-
WLAN) that will be monitored through an App. This
potentiostat network design follows a proposed architecture
of the Interconnection of an [oT smart network of proximity
with centralized management.

To explain this proposal, we will start presenting the
mechanics of the interactions between the defined nodes
through Figure 1 and explain the architecture on which the
network was designed. Finally, we will present a mobile
application. The network measures different substances of an
area, identifies them, and reports them to the broker.
Whenever the system needs to know whether the same
substance is present in all the areas or its distribution; the
sensor takes data more precisely and synchronizes it one by
one with the other sensors.
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Figure 1. M2M protocol over Potentiostats Network

The Broker M(0) can be an IoT gateway or a mobile
device, depending on the topology and network
configuration. Nodes M(1, 2, 3, 4) of Figure 1 represent
wireless transmission modules connected to a sensor (Sn). In
Figure 1, the sensors S (0, 1, 2, ..., n) are potentiostats (e.g.,
SO and S1 concerning its current (I) and voltage (V)
parameters). In this example, M(1) measures the current of
S0, because these values are a function of the voltage V(t).
This voltage is a reference value that controls the
measurements through a V(t) ramp function signal. That is,
M(1) injects V(t) into SO to obtain the values of (I).

Through an M2M protocol, a sensor can establish a
relation with another sensor to synchronize the same
measurement on both sensors. If M(1) obtains measurements
in expected or minimum acceptable ranges with Vx, then it is
possible to change the values of other sensors making Vx =
Vy. This way, if Ix # Iy we can conclude that some
additional element is interfering or altering the measurement.
Therefore, Sn{l, V} will be the set of measurements of node
M. However, if more parameters are obtained from Sn, then
Sn{l, V,P, T, H, L}.

Let S; and S; be the set of measurements of two nodes so
that S; and S; are the measurements of all possible Sn sensor
that meets the condition of the precision factor (f,).

Then (r) in equation 1 represents the set of all M2M
relations established by the Broker in an ordered pair (Si, Sj).

r(S,S) Vi 1 Lji=0ALj<n A £,(S) =90% (1)

Let M be a set of sensor-nodes and R the set of all
relations established by Broker M(0). The sensor-node is the
union of two disjoint sets between the node in the Things
layer and the sensor in the Sensors layer.

M(n) = M(n) + Sn {parameters} 2)

Then the relation between M(i)-to-M(j) will be shown as
in equation 3.

R(M@), M())) 3)

This proposal is an application of a network model based
on workgroup theory [10]. In this case, each Sn is a directed
graph that maintains a reference to its parent node M(n),
according to the graph theory [11] and data structure [12],
merging both architecture layers into one.

C. Architecture with centralized management

This article presents the proposed architecture in [13] and
[14], where the IoT network is organized in five layers
called: Internet, Management, Assistants, Things, and
Sensors in an ascending hierarchy and tree structure. The
network model of this architecture allows grouping things
based on M2M protocols, at the level of the management
layer and by groups of parameters in the Internet layer.

Moreover, this architecture is flexible and was designed
to allow interaction with artificial intelligence (Al)
algorithms. The broker device is the node of the management
layer that hosts the Al and manages Internet access.

In this network design, the client nodes M(n) are the
transmitting devices in the Things layer of the architecture,
while the broker node M(0) is in the Management layer. The
potentiostats (Sn) are located in the Sensors layer, and its
parent node, the wireless modules M(n) are in the Things
layer. In any network configuration, any device can assume
the role of the broker (a smartphone or a PC or an IoT
gateway). It is important to state that the connection is
performed in a star topology and routed through the device
of layer 3. Therefore, the ideal way to fulfill this condition is
to do it on an IoT gateway device located on layer 3 of this
architecture.

In this case, the supervision and control of the network
are done locally. However, it is possible to do it from the
Internet by adding an [oT platform to the Internet layer.

D. Mobile Application (App)

This application was developed in Android Studio so that
it can be installed on an android mobile device (smartphone
or tablet). The app has two functions. Its main function is to
monitor the footprints based on voltammograms sent from
the sensors to the broker and visualize them. Its second
function is to act as a backup whenever the broker in layer 3,
running in the background is not available. Although the
M2M protocol passes through the broker with the collected
data from a client node to another client node, the algorithm
checks the payload every time it passes through. With this
information, the modified algorithm of the broker intervenes
and decides the most appropriate network sensor. Once
selected, it is matched with the source sensor and
synchronized with the same parameters (Vx=Vy and Ix=ly).

The flowchart in Figure 2 shows how the sensors are
synchronized to assess whether the measurements are the
same or not. Each time a sensor finds a measurement that
corresponds to the previous characterization of some
substances or materials, it sends the information of its
Voltage parameters to the entire network. The broker
compares the voltammograms of the measurements of each
sensor and evaluates its precision percentage (fp). If any of
these percentages is fp > 90%, it saves the location of the
sensor and evaluates other variables. This way, the algorithm
can establish the distance (d) between the nodes and create a
map, which could be a contamination map if that was the
case.

The algorithms developed for the Broker App or IoT
Gateway (Broker) [10], are based on equations 1, 2, and 3.
The algorithm comparing the previously stored typical



voltammograms with those obtained from the potentiostats
has been developed with equation 1. This comparator is
shown in the flowchart and evaluates the factor of precision
of each sensor-node as fp(Sn). The algorithm responsible for
collecting the parameters sent from each sensor-node was
based on equation 2. This algorithm reviews the payloads of
the protocol and identifies its source address. The Broker's
pairing algorithm based on Equation 3 establishes machine-
to-machine relations for sensor pairs to synchronize. Once
the acceptable fp values of each sensor are established, this
algorithm performs synchronization by sending the
parameters (V and I) to the selected destination sensor.

The Broker App has a user interface from which the
different voltammograms are been, monitor. Each
voltammogram is built with (V) and (I) parameters using a
cyclic voltammetry technique [15]. That is, the node applies
a ramp voltage signal V(t) between two voltage values to the
sensor and reads its current (I) answer. Therefore, the
voltammogram will be the footprint of the substance or
material that has been analyzed. The sensor-node sends this
information through the network on an M2M protocol for the
App Broker to process it.

Start
Algorithm App

Android Smart Phone
* Set an event listener
(Connection request from Clients)
« Initialize Broker
* Classify Machine ID
* Check parameters within the payload

MQTT [ LV,P,T,H,L |/ WiFi

Access Point
Local Area Network
« Provides ip addressing
* Wireless connection medium

M(ID, Sn (V, T))

Voltamograms YES NO

* The resulting data can be represented

in a graphic of current as a function
of voltage.

Synchronize
If fp(Si) > fp(Sj)
- YES: Vx 2 Si
-NO : Vx> §j

Current (uA)

pa
Voltage (mV)

INTERNET

Pairing
M2M relation

YES £(Si, Sj)

Typical
Substance footprint

footprint
Figure 2. Flowchart of the App

The typical substance footprint (TSF) is stored in the
cloud and the Broker App or loT-Gateway, and the query via

the Internet whenever it needs to compare it with the one
obtained by a sensor. The footprint is also temporarily stored
in the internal memory of the wireless module (node).

IV. PERFORMANCE TEST

In this section, the tests of the proposed system are
explained. These tests seek to demonstrate that the broker
algorithm can create new M2M relations so that the sensors
synchronize with the most precise measurement given by
another sensor. Following the relational condition explained
in Figure 1 and the flowchart of Figure 2, an IoT-WLAN
network was implemented. This network has three parts. The
first part is the set of hardware devices used on the
implementation. The second one is the design of the wireless
network on Wi-Fi technology in a star topology and with
MQTT protocol. The third one is the resulting analysis of the
operating network.

Although the architecture supports any M2M protocol to
perform these tests, MQTT was selected because of its
adaptability and extensive documentation.

A. Implementation of the devices

The development of this proposal involves the use of
ESP8266-01 board [2] with a Programmable System-on-
Chip (PSoC), integrated with a microcontroller and a Wi-Fi
network module. The transmitter module of the Things layer
sends the parameters (V) and (I) from the sensor to the
broker. These parameters are obtained from the LMP91000
potentiostat [16] and its 3-Lead Electrochemical Cell. The
rest of the parameters (P, T, H, L) were added to the test and
demonstrated the versatility and scalability of the system.
The program in the ESP8266-01 microcontroller provides a
ramp signal in voltage to the potentiostat while recording the
currents produced during the reaction. The resulting data is
sent to the mobile application and is represented by a plot
current vs. voltage called voltammogram.

The ADS1115 module is an ADC with four channels of
15-bits + 1-bit of precision. Therefore, each port can be used
to collect more parameters. The port A0 of the ADC
measures (I) on the potentiostat and the module MCP4725
12-Bits DAC applies V(t). The modules BME280 measure
(P, T, H), and the Ultimate GPS Breakout v3 measures (L).
Figure 3 shows the sensor node circuit and the set of
parameters of each module as a single sensor.

Sensor-Node circuit (M(1) + Sp)

Figure 3.

The Wi-Fi transmission module is the node M(n), and the
potentiostat and the other measuring circuits are the sensors
Sn{l, V, P, T, H, L}. Both sets are a sensor-node. The entire
circuit is shown in Figure 3 and was performed with the
fritzing tool [17].



The ESP8266 was programmed to collect all sensor
information using the Inter-Integrated Circuit (I12C) protocol.
Then the ESP8266 puts this data on a PUBLISH message of
the MQTT-Client protocol and sends it to the network with
the Broker's destination address.

B. Testbed

The technical implementation of this proposal was
possible through the mentioned modules. The target was
using a low cost, fast and easy implementation to focus the
tests on the communication system.

The network design was adapted to this architecture to
convert a conventional network into an IoT network. The
idea with this architecture is to take advantage of the access
points of a home network and reuse it. Therefore, Figure 4
presents an loT network design using a conventional Wi-Fi
Access Point (AP) and a mobile device such as a Broker.

loT GATEWAY

APPMQTT-BROKER |
IF; §72.30.0.100 i

MQTT-Client 1

MQTT-Client 2

MQTT-Client 3

Figure 4. IoT-WLAN proximity network design

For the MQTT-Broker protocol to work on the Mobile
App, it was necessary to install Mosquitto on the smartphone
[18]. The Arduino code of the ESP8266 uses a library called
<PubSubClient.h> to implement the MQTT-Client protocol.
The Arduino code of the ESP8266 uses a library called
<PubSubClient.h> to implement the MQTT-Client protocol.
In both cases, the Broker and the Client are connected to the
network through the AP with Service Set Identifier (SSID:
[oT-WLAN). MQTT is an open-source M2M protocol [19],
and therefore, it is possible to modify its operation
mechanics. This advantage allows new proposals by
modifying the already developed code that has been shared
through communities of programmers.

The tests were performed following the design of
Figure 4. Additionally, a personal computer (PC) connected
by Ethernet cable to the AP was included. On the PC, the
Wireshark tool was used to capture the sent data from the
sensor nodes to the Broker.

The captured data is used to analyze the Broker's
performance after modifying the protocol algorithm of its
usual operation. That is, the speed of the data may be
affected by the intervention of the Broker in the processing
of MQTT payloads. Therefore, the following measures were
made: first with standard MQTT packages to have a
reference and observe the system changes, and then, the
MQTT packets were measured with the algorithm proposed
one-to-one to know how the transmission speed was affected
when the number of sensor-nodes increased.

Figure 5 represents a reference information flow of a
M2M synchronization. The test was performed by initially
transmitting a standard MQTT establishment process,
including TCP sessions of connection initiation and
termination (filter: tcp.stream eq 0). The transmission was
made from the source address 172.30.0.101 with the
messages Connect, Subscribe, Publish, Unsubscribe, and
Disconnect with destination 172.30.0.102. Where the
Connect Message is IP-Broker: 172.30.0.100, the Subscribe
Message is Topic:/S1, and Publish Message is Topic:/S1,
Payload: V, 1. Figure 5 shows the number of packets per
second TCP between a M2M synchronization after the
broker pairs it. The filter used in the test to capture the
packets was as follows: (ip.addr eq 172.30.0.101 and ip.addr
eq 172.30.0.102) and (tcp.port eq 52620 and tcp.port eq
1883). The maximum peak value was 83 Bytes, while the
minimum value was 54 Bytes, which belongs to an
Unsubscribe Message. The average number of Bytes
transferred was 63 Bytes.

In Figure 6, the broker intervention process is more
evident. The values sent of V and I are longer data strings.
This Figure shows the relation between the numbers of
packets transmitted per second. The average duration of each
packet sent through the network was 77s.
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Figure 5. Machine-to-Machine synchronization M(S0)-M(S1)
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Figure 6. Datastream M(S0)-M(S1) with values payload of V and I
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In Figure 7, the maximum values are peaks of 1392
Bytes, while the minimum values were 42 Bytes and the
average values were 266 Bytes.

V. CONCLUSION

Currently, there are some experimental implementations
of potentiostats on small boards that are very efficient in
comparison to the traditional desktop stations used in
laboratories. However, its connectivity is limited to the
monitoring of information. With this contribution, the
possibility of using the IoT concept to configure proximity
wireless networks and transmit its information in a
collaborative environment is feasible.

The architecture on which the network was designed
allows flexibility in adapting existing networks to the IoT.
Therefore, it can be used in any application such as the
electrochemical measurement and analysis system
(potentiostats) of this work.

The algorithms of the App Broker, built from the
deduced equations from the architecture, improve the
information processing. As a result, the tests showed that the
MQTT packages are not affected in its speed due to the
intervention of the Broker in the payloads.

In the network tests a conventional Wi-Fi AP was used
and, although outdoor distance reaches an approximate
coverage of 100 to 150 meters, it is possible to use GPS as an
optional parameter (L). There are many applications and
where this solution may be necessary such as, for example,
whenever the coverage is extended with repeaters or a low-
power wide-area network (LPWAN) is used.

We expect to do the same experiment with more client
sessions (at least 10 to 15 clients) to see the performance. In
the same way, we would like to try other M2M protocols
such as CoAP and HTTP Restful. Moreover, it would be
interesting to implement the Broker on an ESP8266 or
replace the AP with an IoT Gateway (Broker) based on a
single-board computer (SBC) such as the Raspberry Pi 3
Model B + (RPi3).

In future works, we will perform more tests that measure
the bandwidth based on the size of the parameters, including
not only transmitted parameters such as (V, 1), but also the
rest of parameters (P, T, H, L).
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