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The social Internet of Things (SIoT) shares large amounts of data that are then processed by other Internet 
of Thing (IoT) devices, which results in the generation, collection, and treatment of databases to be 
analyzed afterwards with Big Data techniques. This paradigm has given rise to users’ concerns about 
their privacy, particularly with regard to whether users have to use a smart handling (self-establishment 
and self-management) in order to correctly install the SIoT, ensuring the privacy of the SIot-generated 
content and data. In this context, the present study aims to identify and explore the main perspectives 
that define user privacy in the SIoT; our ultimate goal is to accumulate new knowledge on the adoption 
and use of the concept of privacy “by default” in the scientific literature. To this end, we undertake 
a literature review of the main contributions on the topic of privacy in SIoT and Big Data processing. 
Based on the results, we formulate the following five areas of application of SIoT, including 29 key points 
relative to the concept of privacy “by default”: (i) SIoT data collection and privacy; (ii) SIoT security; 
(iii) threats for SIoT devices; (iv) SIoT devices mandatory functions; and (v) SIoT and Big Data processing 
and analytics. In addition, we outline six research propositions and discuss six challenges for the SIoT 
industry. The results are theorized for the future development of research on SIoT privacy by “default” 
and Big Data processing.

© 2021 The Authors. Published by Elsevier Inc. This is an open access article under the CC BY license 
(http://creativecommons.org/licenses/by/4.0/).
1. Introduction

In recent years, considerable advances in technology have led to 
the rapid growth of the Internet-of-Everything (IoE) industry [1]. 
Accordingly, the collection, analysis and storage of data by com-
panies are becoming an important part of their strategical and 
technological development [2,3]. The development of Internet, and 
specially the data transmission speed of the connected devices, has 
enabled sharing the data in real time and improved people’s ev-
eryday lives [5]. These progresses boosted an exponential growth 
of the Big Data industry [6].

In this paradigm of interconnectivity afforded by the Internet 
of Things (IoT) industry [7], due to the capacity to data trans-
fer by mobile and other connected devices in the smart homes 
[8], users have been encouraged to apply these devices to address 
their consumption needs and for their behavioral habits [9]. This 
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increase in the use of mart devices has led companies to develop 
new strategies based on Big Data processing to improve their prod-
ucts, services, as well as functionalities of their connected devices 
[3]. Owing to these advances, companies now have the opportunity 
to collect more and more data from connected devices in terms 
of use, behavior and habits of users [4]. At this point, however, a 
question emerges: Do these opportunities impose privacy risks for 
SIot users?

In this context, there emerged the concept of Social IoT (SIoT), 
which has the characteristic of sharing the data processed by other 
IoT connected devices [11]. Therefore, SIoT links objects with their 
own social networks. SIoT can perform some specific interactions 
between the connected devices—such as, for instance, to ask a de-
vice like Google Home or Amazon Echo to connect the TV in a 
specific channel (the TV is also connected and collecting data), or 
command a smart coffeemaker to make a coffee next morning at a 
specific time. In both cases, there are two connected devices that 
interact to perform a specific action, one as the sender of the mes-
sage, and the other as the receiver [8].
 under the CC BY license (http://creativecommons.org/licenses/by/4.0/).
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Thereby, SIot can boost the generation, collection, and treat-
ment of data created due to the collective use of these devices 
[12]. However, many previous studies have highlighted privacy 
concerns of users of those devices [13,14]. For instance, it has been 
argued that, if one of these devices is hacked, its security is en-
gaged due to its connection to other SIoT devices [15]. Therefore, 
in the smart ecosystems where these data are used, all processed 
information can suffer from breaches of both privacy and security 
[16].

Both on the personal and industry levels, in the event of an 
attack, the SIoT devices put the entire system at risk, since the de-
vices are connected to the same network [17]. Accordingly, it is in-
teresting to understand whether these SIoT devices require a smart 
handling (self-establishment and self-management by users) so 
that these devices can be installed in a way that ensure its privacy 
[18]. This makes further research on the SIoT privacy relevant and 
important in terms of preventing situations when user location or 
even behavior, among other data, can be leaked to other devices.

According to several previous studies [19,20], to avoid such sit-
uations, these privacy settings should be established “by default”, 
since big enterprises collect and analyze the maximum amount of 
data generated by SIoT devices to improve their products with arti-
ficial intelligence (AI). To this end, the standard settings to achieve 
business and development’s aims, rather than high user-privacy 
standards, are employed [21]. This approach also boosts the pro-
cessing and storage of data.

The users who install SIoT devices become, without being aware 
of it, administrators of systems [22]; in fact, any user who in-
stalls a SIoT device is in charge of data storing, its functions and, 
sometimes, its transfer to third parties [23]. However, if users who 
become administrators of the SIoT systems are unable to appro-
priately manage this function due to the lack of knowledge of 
data privacy management, their privacy can be jeopardized [24]. 
The analysis of user data with Big Data techniques can provide 
enterprises with meaningful patterns, associations, and significant 
correlations, or even help predict how users will behave and use 
their SIoT devices. Therefore, these applications can directly violate 
user privacy [25].

To address these concerns, the present study aims to identify 
and explore the main aspects that characterize the privacy of the 
devices connected to a SIoT. The specific goals of the present in-
vestigation are as follows:

• To identify the perspectives on user privacy in SIot and Big 
Data

• To explore the uses of the SIot and Big Data regarding user 
privacy

• To create knowledge regarding the use of Big Data and SIot 
taking into account the concept of “privacy by default”

• To define future research directions, challenges and proposi-
tions for the use of SIot and its Big Data analysis techniques to 
ensure user privacy

To achieve the aforementioned objectives, in the present study, 
we undertook a comprehensive review of the main contributions 
published to date in this field. The remainder of this paper is struc-
tured as follows. The theoretical framework of the present study 
is outlined in Section 2. Section 3 presents the methodology. The 
results are reported in Section 4. In Section 5, we discuss the find-
ings and outline future research directions and research challenges. 
Conclusions are drawn in Section 6.

2. Theoretical framework

According to Afzal et al. [11], the SIoT is an emergent paradigm 
where the devices interact with each other to reach their com-
2

mon objectives. As a result, the SIoT has changed the paradigm 
where these connected devices are structured [26]. Today, the SIoT 
has come to be understood as a service oriented to heterogeneous 
devices that can offer services and actions based on the data ob-
tained from those devices [27]. However, this ability to intercon-
nect processes through connected devices increases the concerns 
about both data security and user privacy [28].

These types of devices are connected to the same network or 
IP and work under the theoretical definitions of the SIot concept; 
accordingly, these devices sacrifice their individual interest [29] to 
collective services [30]. In parallel, the industry and manufacturers 
of these devices open new ways of cooperation and collaboration 
in terms of sharing data policies to offer their services [31].

These initiatives allow the SIot industry to develop new prod-
ucts and services based on technological communications among 
the devices [32]. This leads to the collection, analysis, processing, 
visualization, and selling of massive amounts of data (Big Data), as 
well increases the efficiency and scalability of those data to help to 
predict user behavior [28]. Therefore, the social IoT makes it pos-
sible to generate a global architecture where the connectivity and 
the platforms that manage these data become relevant to the Big 
Data industry [33]. Following Afzal et al. [11], in the present study, 
we focus on four characteristics of the SIoT that will be reviewed 
in Sections 2.1–2.4.

2.1. Service discovery of the SIoT

The development and systematic application of the SIot to in-
dustries facilitates the discovery of new services and the creation 
of new analysis offers based on the treatment and use of the col-
lected data [34]. Accordingly, not only the IoT industry, but also the 
Big Data industry can be enriched by the application and exponen-
tial use of these novel technologies [10]. New business strategies 
for the creation of data-centric products are proposed by compa-
nies that collect data on the daily basis [31].

Using many connected devices that transfer information among 
them in real time makes it possible to not only connect the devices 
that previously worked individually, but also to add the newly con-
nected devices [34] for a joint analysis and treatment of the data 
and, based on that, to offer an overview of the agreed targets in 
the SIoT industry.

In recent years, the creation and development of new SIot ser-
vices has been exponential, and the higher becomes the number 
of the SIoT devices in smart homes and the industrial/professional 
field, the larger amount of applications will become available to 
discover new products and services linked to Big Data manage-
ment, strategies, and innovation processes [35].

2.2. Network size in SIoT

Furthermore, the SIoT enables increasing the signal and the 
browsing network of the devices and the corresponding structure 
[36]. The joint work of the connected devices leads to the genera-
tion of data and the subsequent emergence and expansion of dif-
ferent networks, which increases connectivity of the devices [37]. 
In this way, the global coverage of the network expands, which fa-
cilitates access to the information in terms of data management 
and storage [38]. This expansion of networks definitely benefits 
companies and individuals, since large areas can be connected by 
sharing information between connected devices. This makes it pos-
sible to cover large industries or geographic areas for massive data 
acquisition and collection [39].

In this context, it becomes possible, on both the industrial and 
individual levels, to collect large amounts of data [40]. The analy-
sis of these data can help to improve industrial processes, discover 
new ways of product development, and to offer new services of 
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optimization and information processing from the SIoT [41]. On 
the individual level, numerous SIoT devices, such as smart cups, 
refrigerators, smart coffee machines, thermostats or vacuum clean-
ers, are currently used in smart homes. These devices offer a wide 
range of functionalities [42] and increase the signal and the net-
work to which the devices are connected.

2.3. Relation management in SIoT

As mentioned previously, whenever professionals or ordinary 
users install their new devices at either smart factories or in smart 
homes, these individuals become the administrators of the SIoT 
network system [42]. Accordingly, these users should be aware of 
risk, vulnerabilities and possible privacy threats when connecting 
different devices that share the data collectively [43].

The numerous devices that work at the same time in the same 
place can give rise to new business relations among companies in-
terested in comprehending new market niches [40]. Thus, the SIoT 
can be used for the development of business analysis and behav-
ioral prediction tool of the users of these devices [44]. It is widely 
known that, in the Big Data ecosystem, the collection, analysis, and 
use of large databases from the SIot devices can change the privacy 
paradigm, make behavioral predictions, and even lead to online be-
havior modifications [45].

Accordingly, selling these data to third parties or their use to 
improve products or to provide sales forecasts is a promising pos-
sibility that remains open for the companies that use the same 
physical ecosystem of connected devices and the SIoT [32].

Therefore, owing to the SIoT use, the Big Data industry has 
expanded. Of note, many SIoT devices are bought with privacy 
clauses that enable data transfer to third parties. Due to these 
transfers, companies can create new business models focused on 
the management of data collected by SIoT devices [45].

2.4. Trustworthiness, establishment, and management of SIoT devices

Trustworthiness of connected systems and appropriate estab-
lishment and management should be key priorities for the compa-
nies that use Big Data and the SIoT devices [28]. The SIot makes 
possible to greatly increase the number of data-based strategies 
for decision making, product improvement, or behavioral action 
prediction [39]. As all of the above depend on management and 
trustworthiness of the SIoT devices [46], users can have data pri-
vacy concerns. Accordingly, companies should agree on facilitating 
users to correctly understand the privacy policy of their devices. In 
addition, if companies use the data created through the use these 
devices, users should be informed about such use of their data 
[47].

In summary, the management of the SIoT devices requires abil-
ity and knowledge of both their performance and network mainte-
nance [48]. On the professional or industrial levels, the ecosystems 
are usually strengthened with firewalls that increase user privacy. 
However, when the management and installation of the networks 
is linked to smart homes where the system administrator lacks 
appropriate knowledge, the management and maintenance of the 
processed information by the SIot devices should be carefully an-
alyzed from the perspective of privacy [49]. Therefore, trust in the 
implementation of these devices and privacy is the key aspect of 
management strategies of companies working with SIoT devices 
[28].

2.5. Social IoT influence on Big Data

As indicated in many previous studies, the SIoT adds new 
sources of information and data generation to the Big Data struc-
tures [50]. The multitude of interconnected devices allows for the 
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installation of data sensors and transfer sensors, thereby increas-
ing the databases generated as a result of the use of these devices 
[34].

The interconnectedness of different SIoT devices greatly im-
proves their ability to collect and analyze data [9]. Therefore, Big 
Data takes advantage from the ability of collection to create repos-
itories where the generated databases can be structured or non-
structures, and that could be analyzed to share their data and 
make correlations and predictions to identify new patterns [28]. 
In addition, analytical techniques based on Big Data facilitate cre-
ating reports, charts, and other outputs generated as result of the 
use of platforms based on AI [50].

Furthermore, the use of Big Data contributes to extending the 
analyzed metrics, settings, preferences, calendars, metadata, logs, 
transfer and social communications, as well as any other data from 
a SIot database [49]. Since the Big Data techniques work with sys-
tems improved with AI and perform the decision-making process, 
there is a direct relationship between Big Data and the SIot [41].

In this context, the increase of the data storage through the 
use of the SIoT allows Big Data to keep improving with the use 
of the systems boosted by machine learning, as well as to identify 
patterns, make predictions, or structure non-structured databases 
[6]. Therefore, the more SIoT devices are used and connected, the 
larger the expansion of the Big Data analytics industry will be-
come, thus driving both the development of new techniques for 
data collection/analysis and user behavior forecasting [34].

2.6. Privacy “by default” in SIoT and Big Data

The new General Data Protection Regulation of the European 
Commission—which went into effect on May 25, 2018, replacing 
the Data Protection Directive 95/46/EC—defines the concept of pri-
vacy as follows: “Data protection by default is the principle according 
to which an organization (the data controller) ensures that only data 
strictly necessary for each specific purpose of the processing are pro-
cessed by default (without the intervention of the user)” [51].

The terms of privacy “by default” and “by design” are growing 
in the SIot and Big Data industry [52]. In this way, the SIoT users, 
or the companies that manage connected gadgets on an industrial 
level, become system managers, even if they lack knowledge on 
how to correctly set privacy settings. These settings are predefined 
by companies that develop the connected devices based on com-
mercial and legal terms [53,54].

The concept of privacy by default presupposes that the con-
nected devices, particularly the SIoT ones, should be predeter-
mined with the settings that ensure user privacy. This sort of 
privacy and the concerns of both users and industry about these 
actions cause doubts about who is responsible for accessing the 
servers storing the data [29]. For the industry, intelligence services, 
governments, and third parties interested in the access to these 
SIoT servers are quite relevant with regard to improving strategies 
in the market and predicting any potential hazardous events [39].

Understood from the point of view of professional users and 
consumers, this constitutes not only an ethical challenge, but also 
an economic one, since both user and business data have an eco-
nomic value [39]. When these data are filtered or accessed, their 
economic value disappears, which benefits interested third parties 
[45]. Similarly, from a moral and ethical point of view, consumer 
and professional associations require improvements of regulations 
in this area; however, in contrast to fast technological advances, 
regulations evolve slowly, causing a loophole in the legislation in 
different industries (such as digital marketing user’s privacy based 
on cookies data, electric scooters riding in cities, etc.).

However, several authors argued that the privacy of these de-
vices is compromised because individual users and companies who 
work with SIoT devices do not correctly inspect the instructions 
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of the devices [43,46]. Said differently, many users of connected 
devices lack appropriate knowledge to understand the technical 
details related to the collection, extraction, and treatment of their 
data [52].

However, Michota and Katsikas [52] argued that the data pri-
vacy of the SIot devices is predefined for commercial and product 
development reasons, so there is neither priority on user privacy, 
nor to their information about it. This has to change, and privacy 
by default should be prioritized over business purposes. Regulatory 
institutions should require companies engaged in the development 
of SIoT devices to create privacy protocols that ensure privacy “by 
default” and not commercial purposes “by default”. Therefore, the 
present study aims to identify and explore the main perspectives 
that define user privacy in the SIoT. Our ultimate goal is to accu-
mulate new knowledge on the adoption and use of the concept of 
privacy “by default” in the literature.

3. Methodology

The concept of SIoT is relatively recent in the academic litera-
ture. Accordingly, relevant investigations on user privacy, SIoT, and 
its link to Big Data remain scarce. To fill this gap in the literature, 
the present study discusses the challenges and directions in this 
field. As argued by Milani and Navimipour [55] and Neilson et al. 
(2019) [56], a systematic literature review should take into account 
the nature of the study concepts. Accordingly, in the present study, 
the novelty and the emergent topic of SIoT with regard to privacy 
and Big Data should be linked and established both theoretically 
and empirically.

In order to accumulate knowledge on a new emergent topic 
on which no considerable research has been performed, a litera-
ture review has been argued to be an ideal approach (e.g., [56]). 
Likewise, authors such as [45] highlighted that a literature review 
is an appropriate methodological approach compared to other ap-
proaches. Overall, literature reviews allow researchers to employ 
previous scientific contributions or investigation propositions in 
their subsequent research [57]. Accordingly, literature reviews pro-
vide a theoretical conceptualization of the concepts under study, 
lines of research, and theoretical propositions for the future of the 
industry under study. Other methodological approaches empirically 
test the results, seek relationships of statistical significance, or link 
variables and indicators with the assistance of machine learning 
algorithms to test hypotheses. In a review, objectives or research 
questions are theorized and then the corresponding variables or 
constructs of statistical models can be for empirical significance 
[27].

In the present review, following the considerations proposed by 
Neilson et al. [56], Martinez et al. [58], Saura et al. [45], we aimed 
to accumulate knowledge of SIoT and privacy “by default”, explore 
the main risks of connected devices, and outline future research 
directions for further research.

Our literature review unfolded in several steps. First, we fo-
cused on the theoretical foundations of the analyzed concepts. Our 
three main concepts were user privacy, SIoT, and Big Data. Sec-
ond, we examined the scientific literature to find the most relevant 
contributions in this area [57]. This allowed us to prioritize the re-
search questions, concepts, and definitions. Upon selection of the 
concepts to be used to obtain relevant results, the results were 
classified and filtered based on selection criteria. We focused on 
original papers, reviews, congress contributions, and book chapters 
[27].

Thirdly, we examined the identified articles to identify inad-
equate or non-inclusive terms. At this stage, the irrelevant de-
scriptions and specifications were excluded [58]. In the present 
study, the searches were performed based on the following five 
databases: Web of Sciences (WOS), ScienceDirect, IEEExplore, ACM 
4

digital Library, and AIS electronic library. These databases were se-
lected following several previous studies [39,59].

The concepts used in the search were selected to obtain the 
maximum number of relevant studies [58]. First of all, we used 
the search word “Social IoT” AND “Big data” AND “Privacy”. The 
obtained results were then filtered with respect to their relevance 
for the present study. Following Ribeiro-Navarrete et al. [39], we 
also used the following combinations of the search terms: “Social 
IoT” AND “Big Data”; “Social IoT” AND “Privacy”; and finally, “Social 
IoT”. This allowed us to identify all potentially relevant studies.

Filtering the obtained studies included the following three 
steps. First, based on the analysis of the tittle, abstract, and key-
words, the most suitable articles were identified. Second, upon an 
in-depth analysis, several studies that were not related to the topic 
of the present study were excluded from the dataset. Thirdly and 
finally, we established a new filter for an in-depth analysis of the 
articles in order to find inadequate or non-inclusive terms.

The results of the article filtering process were as follows. First, 
in the WOS database, we found a total of 170 articles. For the four 
searches discussed above (“Social IoT AND Big data AND Privacy”, 
“Social IoT AND Big Data”, “Social IoT AND Privacy”, and “Social 
IoT”), we obtained 2, 13, 19, and 126 papers, respectively. In the 
fourth group, 8 studies were selected as relevant for the present 
study.

Second, in the ScienceDirect databased, we found a total of 329 
articles. For the four searches (“Social IoT AND Big data AND Priva-
cy”, “Social IoT AND Big Data”, “Social IoT AND Privacy”, and “Social 
IoT”), we obtained 51, 63, 89, and 126 studies, respectively. In the 
fourth group, 7 studies were selected as relevant for the present 
study.

Third, in the IEEExplore, we found a total of 111 articles. For 
the four searches (“Social IoT AND Big data AND Privacy”, “Social 
IoT AND Big Data”, “Social IoT AND Privacy”, and “Social IoT”), we 
found 1, 7, 7, and 96 studies, respectively. In the fourth group, 7 
studies were included in the final dataset. Forth, in the ACM Dig-
ital Library database, we found a total of 60 articles. For the four 
searches (“Social IoT AND Big data AND Privacy”, “Social IoT AND 
Big Data”, “Social IoT AND Privacy”), we found 5, 6, 12, and 31 
studies, respectively. In the fourth group, 4 studies were included 
in the final dataset. Finally, in the AIS electronic library, we found a 
total of 14 articles. For the four searches (“Social IoT AND Big data 
AND Privacy”, “Social IoT AND Big Data”, “Social IoT AND Privacy”, 
and “Social IoT”), we found 1, 3, 3, and 7 studies, respectively. In 
the last group, 2 were included in the final dataset.

In summary, the final sample of studies to review included a to-
tal of 26 studies of which 17 were examined from the SIoT privacy 
perspective, and 10 from the perspective of the link between IoT 
and Big Data. The searches were performed on April 8-12, 2021. 
The search criteria were as follows: (1) scientific journals, books, 
chapters, communications or prestigious conferences; (2) publica-
tions in English (see Table 3).

Then the results were classified based on their risk bias, fol-
lowing the PRISMA method indications. Specifically, we considered 
the following differentiating factors: (i) study design; (ii) random 
sequence generation; (iii) blinding of outcome assessment; (iv) 
withdraw and drop out; (v) inclusion-exclusion criterion; and (vi) 
reporting adverse event. In this way, if the selected studies met 
each characteristic, this was marked with + (with - otherwise, and 
with ? in questionable cases) (see Tables 1–2).

With regard to (i) study design, we evaluated the quality of the 
study, whether it respects the scientific values, and whether the 
rigor is high. As to (ii) random sequence generation, we checked 
whether the authors correctly assigned the participants to the 
sample. We also assessed if the analyzed sample was random, and 
whether these values were indicated. With regard to (iii) blinded 
outcome assessment, we checked whether the study reported a 
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Table 1
Risk bias for articles included from social Iot privacy classification.

Description Afzal 
et al. 
[11]

Gan 
et al. 
[13]

Gao 
et al. 
[14]

Baccarelli 
et al.
[36]

Bi et 
al. 
[60]

Sun 
et al. 
[61]

Romdhani 
et al.
[62]

Nitschke 
et al. 
[63]

Savaglio 
et al. 
[64]

Riahi Sfar
et al.
[65]

Zhang 
et al. 
[66]

Lee 
et al. 
[67]

Chang 
et al. 
[68]

Narang 
et al. 
[69]

Thangavel 
et al.
[70]

Iqbal 
et al. 
[71]

(i) Whether the 
study and its 
methodology 
were correctly 
presented and 
linkage with the 
research 
objectives

- + + + + + ? + + + + ? + + + +

(ii) Inspected 
whether 
researchers ran-
domly assigned 
partici-
pants/sample 
into groups

? ? + ? - + ? ? ? - ? ? ? + ? +

(iii) Assessed 
whether the 
study reported a 
blinded 
outcome 
assessment or 
who assessed 
the outcome

? + + + + + ? - + - ? ? + + + +

(iv) Inspected 
the articles for 
potential errors 
in the 
systematic 
attribution

+ ? + ? + + ? ? + + + + + - - +

(v) Checked 
whether the 
inclusion/exclu-
sion criteria 
used in re-
viewed studies 
were valid and 
justified

+ ? + ‘ ? + ? - + + ? + + - + +

(vi) Reviewed 
whether the 
reviewed 
studies have 
significant 
limitations that 
compromised 
the reliability

+ + + ? + + ? + + + + + + - + +
blinded outcome assessment or whether the study identified who 
was in charge of performing the processes of creating the out-
comes. Next, concerning (iv) withdraw and drop out, we checked 
whether a test was carried out to make sure that the articles do 
not have potential mistakes on the theoretical, developmental, and 
sampling levels. As to (v) inclusion-exclusion criterion, we exam-
ined if the study performed quality processes in terms of the inclu-
sion or exclusion of variables making up the study sample and its 
justification. Finally, as concerns (vi) reporting adverse event, we 
checked whether the study had any limitations that could jeopar-
dize its contributions.

4. Results

Based on the results of the reviewing process, we identified 
five categories of perspectives and SIoT uses that must be taken 
into account to preserve user privacy “by default” in terms of Big 
Data analysis and processes: SIoT data collection and privacy, SIoT-
generated content security, Threats for SIoT devices, SIoT devices 
required features and SIoT and Big Data processing and analytics. 
These categories are discussed further in Sections 4.1–4.5.
5

4.1. SIoT data collection and privacy

One of the main issues found in the review of main scien-
tific contributions was the relationship between the data collection 
processes and user privacy [29]. There are concerns about how 
data will be used or whether these databases will be transferred 
to third parties for commercial purposes or behavioral prediction 
aims by default [45]. In addition, the nature and type of data col-
lected with SIoT devices were found to be diverse and applied in 
the processes of different industries [16]. Accordingly, it is neces-
sary to establish the parameters that would allow for the identi-
fication of which data users share and how these data should be 
anonymized [82,83] to guarantee user privacy rights. In this re-
spect, the following conditions linked to SIoT, data collection, and 
privacy were identified:

1. Identification of the data requested by SIoT devices at instal-
lation: How will these data be used? How long and where 
will they be stored? Will users know which information is col-
lected?
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Table 2
Risk bias for articles included from social Iot Big Data classification.

Description Goad et 
al. [72]

Santos et 
al. [73]

Mendhurwar 
et al. [74]

Ahmed et 
al. [75]

Tavana et 
al. [76]

Kinesis et 
al. [77]

Sheridan 
et al. [78]

Kumaran 
et al. [79]

Bansal et 
al. [80]

Babar et 
al. [81]

(i) Whether the study and its 
methodology were correctly 
presented and linkage with 
the research objectives

+ + + + + + + + + +

(ii) Inspected whether 
researchers randomly 
assigned participants/sample 
into groups

? ? ? ? ? + ? ? + +

(iii) Assessed whether the 
study reported a blinded 
outcome assessment or who 
assessed the outcome

+ + + ? + + + + + +

(iv) Inspected the articles for 
potential errors in the 
systematic attribution

+ + + + + + - + + +

(v) Checked whether the 
inclusion/exclusion criteria 
used in reviewed studies 
were valid and justified

+ + - + + + - + + +

(vi) Reviewed whether the 
reviewed studies have 
significant limitations that 
compromised the reliability

+ + + + + + + + + +
2. Definition of the explicit and non-explicit data, which results 
from the correlation analysis with other SIoT devices that 
these devices have access to.

3. Information about data property rights should be indicated, 
along with a specification whether these rights will change in 
the future.

4. Reporting any risk of sharing the collected data with third par-
ties and the purposes of such sharing.

5. Guarantees of confidentiality, integrity, and availability of the 
devices linked to user data collection when requested.

4.2. SIoT-generated content security

Furthermore, other interest areas for the experts are SIoT pri-
vacy and security of devices with regard to possible attacks to 
collect SIoT-generated content [46]. In this respect it is necessary 
to implement protocols that increase security of digital signatures 
or cryptography [84]. Likewise, in order to avoid frauds, it is neces-
sary to complement “default” settings by role-based access control 
and intrusion detection systems, as well as other technologies that 
increase the SIoT devices’ security [31]. The algorithms that work 
with Big Data analysis and that control the analysis processes and 
data collection must be examined to increase the devices’ secu-
rity [48]. There is a direct relationship between devices’ security 
and privacy of the SIoT-generated content. Accordingly, the follow-
ing points should be considered with regard to SIoT device security 
and user privacy:

1. Adding cryptography and digital signatures to SIoT devices.
2. Adding role-based or mandatory access control to prevent in-

truders in SIot devices.
3. Increasing protocols for device authentication (e.g., biometrics, 

facial recognition, intrusion detection systems, gateways, net-
work address translators, among others).

4. Mandatory use of firewalls and IPS systems in professional en-
vironments or in smart homes.

5. Use of encryption algorithms to improve the secure transmis-
sion of information among the SIot devices.
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4.3. Threats for SIoT devices

As argued by Abdul-Ghani and Konstantas [21], when the SIoT 
devices are installed in different ecosystems, such as factories, 
smart homes, or smart cities [85], various risks can emerge, rang-
ing social engineering risks to attacks on the networks that the 
devices are connected to [86,87]. In connected networks, privacy 
“by default” must strictly respect the protocols of both security 
and possible attack to protect user information and strategical 
processes of companies [39]. Accordingly, internal dashboards and 
data monitoring panels should be created to track the information 
and identify threats in SIoT devices. With regard to the threats for 
SIoT devices, the following issues were identified:

1. Attacks known as DoS (Denial of services) where the attackers’ 
aim is to spoil/violate the availability of varied services.

2. Malicious codes in software that work in smartphones and 
that can carry out XSS attacks, remote code execution, and 
Trojan deployments to steal information or to disrupt func-
tioning.

3. Identification of social engineering threats in order to get in-
formation from users.

4. The physical capture threats that put at risk user information.
5. Attacks to collective networks of the SIoT devices.

4.4. SIoT devices required features

With respect to maintaining privacy by default in the devices, 
as well as preserving user security over the years [11], diverse 
actions to be taken by manufacturers were identified [88]. Specif-
ically, manufacturers should develop products with minimum data 
protection characteristics. In this way, if there is an intention to 
propose actions or protocols focused on respecting the concepts 
of “privacy by default”, the quality of the products and the mon-
itoring of the responsible manufacturers and companies will not 
allow the SIoT to be compromised by attacks to illegally obtain in-
formation from the devices. Moreover, when the data collected by 
the SIoT devices is further analyzed and processed using Big Data 
analytics [6], the following protocols to preserve data privacy and 
protect user information should be followed:
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1. Checking software updates
2. Continuous installing of security patches
3. Frequent requests of password changes
4. Information about how user data will be shared with others
5. Rules to show how to turn down previously taken actions
6. Full adjustable settings, allowing for changes in the settings by 

default
7. Obligation to inform about any change in the user data man-

agement, storage, and transfer

4.5. SIoT and Big Data processing and analytics

Regarding the process and analysis through algorithms and 
platforms based on Big Data [89] and cloud analysis and pro-
cessing [90], as well as the databases of SIoT-generated content, 
there remain challenges and issues about data sources, data struc-
tures, as well as their processing and analysis [34]. In some cases, 
there are incompatibilities [28] due to the fact that platforms and 
sources of information work with different management software 
(e.g., Apache Hadoop, Cloudera Data Hub, SAP-Hana, HP-HAVEn, 
1010data, Hortonworks, Pivotal big data suite, Infobright or MapR, 
etc.). Another issue is that different data management systems can 
be developed by the companies themselves, or rented to third par-
ties, which, as users of these management systems, can also have 
access to the processed and analyzed data. Accordingly, the fol-
lowing indications to maintain data privacy and to properly and 
securely collect, process, and analyze information from the SIoT 
devices were formulated:

1. Data format challenges as the Big Data can be in shape of se-
mantic, type, and representation.

2. Creating protocols to separate valuable and helpful data from 
noisy data and to increase data security

3. Controlling the SIoT devices that may be loosely controlled to 
prevent out-of-range values and impractical data collection

4. Avoiding missing data and ensuring timely processing of data
5. Creating protocols to ensure decision making and improve ef-

ficiency
6. Measuring the value-added applications of the SIoT in Big Data 

when privacy is set by default
7. Check the incompatibilities and possible management breaches 

in the different Big Data systems used by companies working 
with SIoT data.

5. Discussion

As argued by Gupta and Quamara [91] and Martinez et al. [58], 
the SIoT has different applications in a wide range of industries. 
For instance, the SIoT can be used to monitor the environment, 
run industrial plants, in 4.0 Industry such as city or smart homes 
management, or in gamification. In all these processes and devel-
opment actions, the privacy of users and professionals who use 
these devices is a central priority on both the industrial and per-
sonal levels [43].

According to Patil and Seshadri (2014) [47], these processes 
produce large amounts of live data that are communicated among 
different devices using the SIoT technology [10]. This bidirectional 
interconnection among data generates large databases that, after-
wards, are analyzed with Big Data to establish correlations, analyze 
trends, and identify patterns [92]. However, as indicated by Yu et 
al. [16], when these actions are not correctly developed, user pri-
vacy and database security, as well as the protocols to solution of 
breaches and attacks, can be jeopardized [19].

As argued by Foukia et al. [20], privacy by default in the SIoT 
is one of the main issues in the development of strategies that 
compromise decision making, data processing, user behavior pre-
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dictions [13]. While the management of privacy settings is the 
responsibility of users, companies are responsible for strengthen-
ing the privacy by default in their devices [44].

Since companies work under business competition and always 
try to reduce the costs of their devices [42], the entire industry 
should agree on a standard to correctly manage and process data, 
as well as define security and privacy by default actions [26]. Also, 
in industries such as telemedicine or e-health, issues related to the 
behavior users if privacy by default is not guaranteed, as it could 
put at risk the information of users and companies when products 
and services are used [1].

Therefore, as argued by Milani and Navimipour [54], the au-
tomation and connection between the devices must be trustworthy 
and it should be obvious who will be the proprietary of the data 
[24] and how these data will be used [23]. Taking these consider-
ations into account and based on our results, in the next section, 
we formulate relevant research propositions [58].

5.1. Research propositions

As argued by Jin et al. [2] and Saura et al. [93], open-source 
solutions to develop improvements in the security of connected 
devices are a relevant option for the SIoT sector [53]. Through 
creating a feedback between developers and the industry, the solu-
tions can be strengthened, shared, and globally implemented [48]. 
Accordingly, we formulate the following research proposition:

Proposition 1. Open-source security solutions can prevent attacks and 
privacy violations on global collective levels.

As argued by Ding et al. [94], the consent and legitimization 
of user data lacks appropriate regulations and collective security 
protocols [8,95]. Furthermore, the treatment, processing, and trans-
fer of data from these databases analyzed with Big Data tech-
niques lack common procedures and protocols for manufacturers 
and companies [7,33]. Based on the above, we put forward the fol-
lowing research proposition:

Proposition 2. New procedures for the establishment of consent/legiti-
macy of user data can be globally applied to the SIoT and the treatment 
of Big Data databases generated by these devices.

In the present-day global market were the SIoT devices are dis-
tributed and commercialized, a global self-regulation to boost the 
privacy by default protocols should be in place [27]. Therefore, 
propositions concerning global regulations’ frameworks are needed 
to avoid conflicts in privacy policies [5]. Nowadays, each manufac-
turer has its own regulation, which leads to conflicts in terms of 
data treatment [56], application of Big Data analytics techniques 
[50], or data transfer. Accordingly, we formulate the following re-
search proposition:

Proposition 3. A privacy “by default” protocol that would prevent the 
self-regulation in the SIoT privacy globally and that would generate anal-
ysis, processing, and management of data incompatibilities should be set 
and discussed.

As indicated by Baccarelli et al. [36] and Rehman et al. [38], ef-
forts should be made towards making consensual the definition, 
responsibilities and security in both data analysis and data pro-
cessing of the SIoT-generated content [96]. Doing so will enhance 
user knowledge about the management of the data and their trans-
fer to third parties [97]. Accordingly, we put forward the following 
research proposition:
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Proposition 4. In defining trust and security responsibilities when using 
SIoT devices based on privacy protection, the notions of privacy aware-
ness, data association, and data utility of the SIoT-generated content 
should be priorities for researchers and law regulators.

As indicated by Michota and Katsikas [51], it is necessary to es-
tablish protocols to develop standard models in the SIoT devices 
based on the concept of privacy “by default” and solutions linked 
to interoperability, scalability, analysis of Big Data, and data secu-
rity [20]. The protocols linked to the development of new devices 
based on privacy by default must be a request for the manufactur-
ers [25]. Therefore, our proposition is as follows:

Proposition 5. SIoT models providing “by default/design” solutions for 
interoperability, security/privacy, and scalability in Big Data should be 
set internationally.

Since Big Data processing and analytics platforms can be used 
to measure large amounts of SIoT-generated data, in the SIoT, pro-
cessing and analytics can be performed closer to data sources 
using the services of different systems of data processing [28]. 
However, a scientific framework should be defined that would help 
to understand how the processing of the privacy of SIoT-generated 
data with Big Data platforms ensures the information’s privacy 
without the risks of data leaks, incompatibilities, and other issues 
[57]. In this respect, our proposition is as follows:

Proposition 6. An internationally recognized compliance standard to 
evaluate Social IoT privacy protection should be proposed and discussed.

5.2. Future research challenges for the SIoT privacy and Big Data

Following previous studies that analyzed the current state of 
SIoT technology and its link to similar industries [50,54], we identi-
fied the challenges where the SIoT industry and researchers should 
cooperate on improving privacy and security of data collected from 
connected devices, as well as their treatment, processing and pre-
diction with Big Data techniques and platforms [57,86]. The chal-
lenges are summarized in Table 4.

6. Conclusions

In this study, we reviewed major scientific contributions in the 
SIoT industry up to date. Specifically, upon reviewing a large num-
ber of relevant publications and upon selecting the best publica-
tions using a set of filters, we focused on the review of a total of 
26 studies of which 17 were conducted from the SIoT perspective, 
and 10 focused on the link between the SIoT and with Big Data.

Our specific focus was on the following five areas composed by 
29 key points: (i) SIoT data collection and privacy (5 key points); 
(ii) SIoT security (5); (iii) Threats for SIoT devices (5 key points); 
(iv) SIoT devices mandatory functions (7 key points); and (v) SIoT 
and Big Data processing and analytics (7 key points). These areas 
or analysis perspectives for the SIoT have common features related 
to security, functionality, and risk of use and configuration of SIoT 
devices if they are not correctly configured under the proposed 
parameters of privacy by default concept.

Furthermore, based on the results and upon identification of 
six challenges for the industry about privacy by default in SIoT 
and data processing that researchers and practitioners should take 
into account in the future developed actions, we formulated six re-
search proposals to develop SIoT and privacy “by default” and its 
link to Big Data analysis.

To conclude, the direction of setting privacy ‘by default’ in SioT 
should seek to achieve a satisfactory balance between: (i) quality 
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of service and protection of user data privacy; (ii) agreements be-
tween software and products that share information for security 
protocols focused on privacy by default; (iii) regulations aimed at 
avoiding conflicts between companies in terms of the interests of 
data owners; (iv) the obligation of providing SIoT device users with 
explicit information on privacy by default characteristics. In addi-
tion, the following aspects should be carefully considered: (v) the 
development of action protocols in relation to Big Data processing 
technologies and their adaptation to privacy by default; (vi) the 
implementation of specific regulations for the collection of SIoT 
data, processing with Big Data technologies, and (vii) the use of 
data by companies, governments and other intelligence services or 
companies that could use this type of data to fraudulently obtain 
insights.

6.1. Theoretical implications

The results of the present study contribute to available knowl-
edge about the SIoT, privacy by default in the connected devices 
in this industry, and the processing and analysis with Big Data. 
Our results offer several important theoretical implications about 
the main uses, industries, social challenges, and research propos-
als identified in the literature [104,106], some of them different 
currently due pandemic [105].

First, the results of the present study can be used to criticize 
and discuss other proposed models, protocols or technologies that 
do not respect privacy “by default”. Similarly, the challenges and 
research propositions should be used as a basis for further research 
in this industry.

Second, the theoretical challenges addressed in the present 
study should be taken into account in the development of new 
scientific contributions identified as propositions and challenges, 
that should be tested in experimental or empirical studies as their 
main aim is to maintain privacy “by default” in the SIoT devices or 
similar ones.

6.2. Practical implications

With regard to practical implications of our results, the main 
contributions are as follows. First, the results of the present study 
can be used by developers, manufacturers, and public agents in 
charge of legislation in this field. Our results provide meaningful 
insights into how the SIoT industry has raised concerns about pri-
vacy of the SIoT-generated content and data, and how the scientific 
industry has worked to address these issues.

Second, based on our results, new methodologies that consider 
Big Data analysis and data collection from the SIoT devices can be 
developed, which can assist in promotion of new products linked 
to the SIoT industry.

Third, manufacturers can use our discussion of challenges as 
point of reference to reduce their costs or to appropriately main-
tain the privacy “by default” in their devices [51]. The challenges 
highlighted in the present study put at risk security and privacy 
of the SIoT devices and should be taken into account by manufac-
tures, policy makers and interested third parties.

6.3. Limitations

The present study has several limitations. First, the data ana-
lyzed in the present study were also used in similar investigations 
[45]. The second limitation of the present study is a possible link-
age to the exponential development of the analyzed technology 
and Big Data actions applied to this industry. Third, the present 
study proposes only theoretical propositions that should be empir-
ically validated in future research.
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Table 3
Articles identification in social IoT, privacy and Big Data.

Research studies Journal/Conference Main contributions Key concepts Privacy Big 
Data

Afzal et al. [11] Future Generation 
Computer Systems

This paper identifies performance metrics to select suitable 
operation systems for specific hardware platforms in SIoT 
applications.

Social IoT, Operating systems, 
Microcontroller architecture, 
Embedded systems, 
Resource-constrained devices

�

Gan et al. [13] IEEE Internet of Things 
Journal

This study proposes a design of a multi-hop routing 
incentive mechanism that can also preserve task requester’s 
privacy considering both user privacy and budget.

Crowdsourcing, incentive 
mechanism, privacy preserving, 
social Internet of Things (IoT)

� �

Gao et al. [14] Security Communication 
Networks

This paper outlined a framework to preserve user privacy 
against inference attacks on social network data in social 
IoT.

Social Internet of Things, 
Security, Privacy, Polymorphic 
Value Set

�

Baccarelli et al. 
[35]

IEEE Network This study discusses Integration of the Social Internet of 
Things and Fog Computing through use cases in order to 
describe the architecture and the main 
resource-management functions of the SoIT technological 
platform.

SIoT, Fog Computing, �

Bi et al. [60] Wireless Communications 
and Mobile Computing

This paper proposes a privacy-preserving personalized 
service framework to provide privacy protection to users in 
the social IoT is proposed.

Privacy-Preserving Personalized 
Service Framework, Bayesian 
Model, Social IoT, User’s privacy

�

Sun et al. [61] Security Communication 
Networks

This study presents an online Service Function Chaining 
deployment algorithm that can support security and 
privacy of social IoT applications is outlined.

Network function virtualization, 
IoT application, Service Function 
Chaining, Security, Privacy

�

Romdhani [62] Securing the Internet of 
Things

In this paper, it is argued that SIoT must enforce additional 
security mechanisms to preserve the amount of data 
generated and used by these devices.

SIoT, Data privacy, Security 
mechanisms

� �

Nitschke and 
Williams [63]

Procedia Computer 
Science

This study identifies the characteristics and challenges of 
data supply in the IoT.

IoT, Data Supply, Value 
Capturing, Shallow Data, 
Provenance Data

� �

Savaglio et al. 
[64]

Future Generation 
Computer Systems

This paper highlights the synergy of Agent-based 
Computing paradigm and other IoT-related paradigms and 
technologies.

IoT, Agent-based Computing 
paradigm, Software agents

�

Riahi Sfar et al. 
[65]

Digital Communications 
and Networks

This study presents an overview of the IoT security 
roadmap where role of each component of the approach, 
its interactions with the other main components, and their 
impact are explained.

IoT, Systemic and cognitive 
approach, Security, Privacy, Trust, 
Identification, Access control

�

Zhang et al. [66] 11th International 
Conference on Wireless 
Communications and 
Signal Processing

This paper proposes a novel approach to monitor various 
parameters of the entire site from the IoT devices as well 
as to provide guidance for privacy protection in this 
environment.

Internet of Things, Data Privacy, 
Social network sites, Smart 
devices

�

Lee and Kwon 
[67]

International Conference 
on Disaster Recovery and 
Business Continuity 
(DRBC)

This study develops an architecture of the system for 
information sharing in the environment of IoT.

SIoT, IoT, Information sharing, 
Social networks, 
Self-configuration wireless 
sensor networks

� �

Chang et al. [68] ACM Computing Surveys This paper analyzes the Business Process Management 
Systems of IoT and their limitations in their drawbacks 
based on a Mobile Cloud Computing perspective.

Mobile Cloud Business Process, 
IoT, Information systems

�

Narang and Kar 
[69]

Proc. of the 24th Annual 
Inter. Conference on 
Mobile Computing and 
Networking

This study evaluates accuracy of using tie information from 
Facebook Friend Graph in order to establish a method for 
ranking the strength of ties in a SIoT network.

Social Networks, Internet of 
Things, Social IoT, Trust 
Management

�

Thangavel et al. 
[70]

AMCIS 2019 Proceedings This paper performs a differentiation of Social IoT into 
devices that part of human social loop and have a role in 
human social network, and objects from social networks.

Social IoT, Social Web of Things, 
IoT, Social Network

�

Iqbal et al. [71] Enabling the IoT: 
Fundamentals, Design and 
Applications

This study argues that the SIoT provides an emergent 
paradigm of Internet of Things (IoT), where devices are 
able to interact with other smart things due to Big Data.

Internet of Things, Computer 
architecture, Social networking

�

Goad and Gal 
[72]

AMCIS 2017 This paper identifies IoT design challenges and establishes 
solutions in SIoT that can be used as standards in IoT 
designs to reduce Architectural Heterogeneity.

SIoT, IoT, Architectural 
Heterogeneity

�

Santos et al. 
[73]

Ad Hoc Networks In this study, a routing protocol where the device mobility 
favors the IoMT and SIoT implementation is designed.

IoT, Mobility, Routing protocol �

Mendhurwar 
and Mishra [74]

Enterprise Information 
Systems

This study identifies the synergies between the Internet of 
Things and the SIoT l in order to detect interactions and 
key challenges with the focus on cybersecurity and privacy.

SIoT, Cybersecurity, Digital 
Transformation, Artificial 
Intelligence, Cyber Physical 
Social Systems

�

Ahmed et al. 
[75]

Computer Networks This paper discusses opportunities resulting from the 
convergence of Big Data, analytics, and SIoT in order to 
show the key requirements for enabling analytics in an IoT 
environment.

IoT, Big Data, Distributed 
computing, Smart city

� �

Tavana et al. 
[76]

Internet of Things This study reviews the challenges, open issues, 
applications, and architecture of the IoT-based ERP to show 
that sensors and devices connected to the Internet can 
manage the stored data processed in the cloud through 
ERP due to Big Data.

IoT, Enterprise resource planning 
(ERP), Cloud computing

�

(continued on next page)
9



J.R. Saura, D. Ribeiro-Soriano and D. Palacios-Marqués Big Data Research 25 (2021) 100245

Table 3 (continued)

Research studies Journal/Conference Main contributions Key concepts Privacy Big 
Data

Kasnesis et al. 
[77]

Computers & Elect. 
Engineering

In this study, a combination of semantic web technologies 
and smart software agents using Big Data techniques is 
sued to achieve cognitive friendship and goal management.

Cognitive IoT, SIoT, Decision 
making, Machine learning

�

Sheridan et al. 
[78]

2019 Inter. Confe. on 
Sensing and Instrum. in 
IoT Era

This paper offers a solution for interconnecting users and 
devices through the use of Twitter that allows 
human-to-machine connection through IoT protocols.

Human-to-machine connection, 
Social networks, IoT, SIoT

� �

Kumaran and 
Sridhar [79]

2020 4th Inter. Conf. on 
Trends in Elect. and 
Informatics

This study presents different modeling approaches in terms 
of social-instance connections and communication in the 
SIoT linked to Big Data, as well as methods, models and 
techniques involved in the SIoT.

SIoT techniques, SIoT 
applications, IoT

�

Bansal et al. 
[80]

ACM Computing Surveys This paper summarizes the state of the art in IoT and Big 
Data management in various domains in order to propose 
a taxonomy for IoT Big Data management.

IoT, Big Data, Smart cities, IoTBD 
management, IoTBD challenges

� �

Babar and Arif 
[81]

Proc. of the 2017 ACM 
Inter. Joint Conf. on 
Pervasive and Ubiq. Comp.

This study proposes an IoT-based smart urban architecture 
using Big Data analytics to improve real-time data 
processing and decision making.

Smart City, IoT, Big Data 
Analytics

� �

Table 4
Future research challenges for SIoT privacy and Big Data.

Authors Challenges Description

Ausloos et al. [53]
Bahirat et al. [19]

1. Achieving a satisfactory balance between 
quality of service and privacy protection.

Achieving a balance in the cost-effective strategies to reduce the SIoT devices’ costs and 
maintaining user privacy.

Amato et al. [98]
Tewari and Gupta 
[99]

2. Agreement on the use of a unique 
software/platform that manages all SIoT devices 
in the connected ecosystems.

Manufacturers should allow the use of one single management device to avoid using 
their own management software in a device/manufacturer level instead of allowing to 
collectively manage these devices.

Foukia et al. [20]
Finch et al. [23]

3. Avoid conflicting (corporate) interests to share 
a standard framework about quality of the 
devices regarding privacy by default, as well as 
the data storage time and its transfer to third 
parties.

The quality of the Internet-of-Thing devices and the privacy “by default” should be 
standardized on the industrial level. This will help to avoid conflicts and preserve the 
quality of privacy protocols in these devices.

Geneiatakis et al. 
[44]
Tao et al. [100]
Quamara et al. [97]

4. To drive and promote the integration of 
computing paradigms for SIoT in different 
applications and contexts (e.g., smart homes and 
smart factories) through guidelines, best 
practices, protocols, technologies, and white 
books

Quality and security regulations for the SIoT should be developed. There is also need for 
guidelines and propositions of best practices, as well as protocols that would allow for 
the integration of new computational paradigms in different SIoT applications

Gahi et al. [101]
Perrot et al. [102]

5. Boost the diversity issues when working with 
SIoT and Big Data

The actual SIoT protocols usually have several initiatives, such as CoAP, MQTT, XMPP, 
DDS, STOMP, HTTP, and AMQP. However, the IoT paradigms do not have a universal 
protocol, which leads to diversity that arises from several SIoT requests. Accordingly, SIoT 
systems may be unable to support multiple protocols. While the standardization of 
several organizations (ITU-T, IETF, ISO/IEC, IEEE, ETSI, and 3GPP) has boosted some 
efforts, this challenge still has to be addressed.

Ribeiro-Navarrete 
et al. [39]
Saura et al. [39]
Kerber [103]

6. Development of the regulation of the data 
collection with SIoT from governance and 
intelligences services

The use of SIoT in governance, regulation, and intelligences services remains a challenge. 
While this industry can be relevant to governments, listening and surveillance actions 
must be regulated considering it as a challenge for privacy “by default” strategies and 
concepts, not only in the surveillance industry but also in smart cities or industries, 
among others.
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