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/etc/passwd

/

etc/passwd

user1:$1$ZtoHwEykKW/eCLHzSUigg5KAEy:1002:2000:User 1:/home/user1:/bin/bash

Element Description

user1 User name (or login name)

$1$ZtoHwEykKW/eCL
HzSUigg5KAEy

Encrypted password

1002 User IDentifier (UID)

2000 Group IDentifier. This is the identifier of the primary
group of the user

User 1 Description of the user

/home/user1 User's home (private) directory

/bin/bash User's shell (initial program)

root

mail

news nobody



/etc/shadow

/etc/passwd

user1:$1$ZtoHwEykKW/eCLHzSUigg5KAEy:10989:0:99999:7:-1:-1:134538436

Element Description

user1 User name (or login name)

$1$ZtoHwEykK/eCLH
zSUigg5KAEy

Encrypted password

10989:0:99999:7:-
1:-1:134538436

Information about the password age

/etc/passwd

/etc/shadow /etc/passwd

x /etc/passwd

/etc/shadow root

/etc/shadow

/etc/group

:

proj1::65534:user1,user2,user3



Element Description

proj1 Group name

Encrypted password (empty in the example). The use
of this password allows a user to change his/her
primary group. However, this functionality is no longer
in use in modern systems

65534 Group IDentifier (GID)

user1,user2,user3 Comma-separated list of users belonging to that group

/etc/passwd



SETUID

SETGID

/

etc/passwd

/etc/group

OwnerUID

OwnerGID



Bit Meaning

11 SETUID

10 SETGID

9 Sticky

8, 7, 6 Read, write and execute for the owner.

5, 4, 3 Read, write and execute for the group.

2, 1, 0 Read, write and execute for other (i.e., the rest of)
users.

sticky

SETUID

SETGID

ownerUID

ownerGID



eUID

root

eUID ownerUID

eGID

ownerGID

eUID 0 root

eUID ownerUID

eUID 0 root

eUID ownerUID

ownerGID



SETUID eUID

ownerUID

SETGID eGID

ownerGID

SETGID

D SETGID

D ownerGID own-

erGID D

D ownerGID

ownerGID D SETGID

SETGID

ownerGID eGID

SETGID

ownerGID

rw-rw-rw-

rwxrwxrwx



/etc/profile

/etc/bashrc

SETGID

00X

http://docs.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/index.html
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