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Abstract: Supply chains are complex networks that receive assiduous attention in the literature. Like 

any complex network, a supply chain is subject to a wide variety of risks that can result in significant 

economic losses and negative impacts in terms of image and prestige for companies. In 

circumstances of aggressive competition among companies, effective management of supply chain 

risks (SCRs) is crucial, and is currently a very active field of research. Failure Mode, Effects and 

Criticality Analysis (FMECA) has been recently extended to SCR identification and prioritization, 

aiming at reducing potential losses caused by lack of risk control. This article has a twofold objective. 

First, SCR assessment is investigated, and a comprehensive list of specific risks related to the 

automotive industry is compiled to extend the set of most commonly considered risks. Second, an 

alternative way of calculating the Risk Priority Number (RPN) is proposed within the FMECA 

framework by means of an integrated Multi-Criteria Decision-Making (MCDM) approach. We give 

a new calculation procedure by making use of the Analytic Hierarchy Process (AHP) to derive 

factors weights, and then the fuzzy Decision-Making Trial and Evaluation Laboratory (DEMATEL) 

to evaluate the new factor of “dependence” among the risks. The developed joint analysis 

constitutes a risk analysis support tool for criticality in systems engineering. The approach also deals 

with uncertainty and vagueness associated with input data through the use of fuzzy numbers. The 

results obtained from a relevant case study in the automotive industry showcase the effectiveness 

of this approach, which brings important value to those companies: When planning interventions 

of prevention/mitigation, primary importance should be given to (1) supply chain disruptions due 

to natural disasters; (2) manufacturing facilities, human resources, policies and breakdown 

processes; and (3) inefficient transport. 

Keywords: supply chain; criticality and risk analysis; systems engineering; FMECA; AHP; fuzzy 

DEMATEL 

 

1. Introduction 

Nowadays competition among enterprises is evolving from a classical mere production-oriented 

task towards a more complex concept involving supply chain (SC) management. The first study about 

the need of enhancing competitiveness was led by Porter in 1985 [1]. In this context, companies’ 

efforts often tend to focus on improving supply chain efficiency without paying due attention to the 

possible occurrence of significant risks of supply chain disruption, whose magnitude may be reduced 

by making effective decisions on reconfiguration of manufacturing systems and supply chains [2]. 
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If, on the one hand, this condition aims to reduce operational costs and improve profitability, on 

the other hand, vulnerability of enterprises may considerably increase under the point of view of 

supply chain security. Munir et al. [3] claim that organizations are increasingly subjected to 

unpredictable events of disruptions, globally affecting supply chains. In this respect, the authors 

provide as examples the fire that occurred at the Philips plant in 2000 that affected both the companies 

Nokia and Ericsson, disrupting their supply chains, as well as the quadruple disasters that affected 

Japan in 2011, leading to disruptions in global supply chains. 

Despite their existence, many risks may be prevented just by better structuring the decision-

making processes and by adopting models of supply chain management to enhance service levels [4]. 

Specifically, as underlined by Garvey and Carnovale [5], apart from the potential risks strictly related 

to supply chains, the effects of their propagation throughout the whole networks should be 

considered. Kern et al. [6] affirm that failures involving supply chains cause a loss of around USD$ 

100 million per day in the field of automotive industry. It is then clear the importance of taking into 

proper consideration the risks in supply chain management, with a special focus on the complexity 

of the structure of the supply chain network, which, according to [7], is one of the main reasons 

leading to supply chain interruption risks. 

The research developed in this paper is aimed at 1) investigating the field of supply chain risk 

(SCR) assessment to elaborate a comprehensive list of risks related to the automotive industry, as a 

contribution to the current state of the art; and 2) proposing a novel calculation method instead of the 

Risk Priority Number (RPN) used by traditional methodologies, such as Failure Modes, Effects and 

Criticality Analysis (FMECA), for estimating the criticality of the risks. Specifically, such a novel 

calculation makes use of four factors (in contrast with the traditional three of severity, occurrence and 

detectability) to improve FMECA analyses in the SC field by means of an integrated Multi-Criteria 

Decision-Making (MCDM) approach. This approach proposes the use of the application of the 

Analytic Hierarchy Process (AHP) to evaluate the mutual importance of the chosen factors, and the 

fuzzy Decision-Making Trial and Evaluation Laboratory (DEMATEL) to numerically evaluate one of 

the new introduced factors, called “dependence”, characterizing each risk as a partial expression of 

severity. We claim that such a hybrid MCDM-based approach is a useful risk assessment tool for 

criticality and risk analysis in systems engineering and, in particular, is suitable to tackle SCR 

management since it is capable of managing the uncertainty and vagueness affecting the input 

evaluations provided by the experts. A case study in the automotive industry, a paradigmatic 

industry in systems engineering, is eventually implemented to elaborate the final ranking of the SCRs 

affecting this field, and to test the applicability and effectiveness of the approach. 

The paper is organized as follows. Section 2 presents a literature review about SCR assessment 

and MCDM approaches, and proposes a new list of risks related to the automotive industry. Section 

3 describes the modification implemented within the FMECA framework and the methodologies 

used in the present research. A practical application, together with a suitable sensitivity analysis, is 

developed in Section 4. Lastly, the conclusions in Section 5 close the work. 

2. Literature Review and New Contribution to the Automotive Industry 

2.1. FMECA-Based Assessment of Supply Chain Risks 

Regarding SCR assessment, the existing literature started to face this problem first in terms of 

risks categorization. For instance, Ghoshal [8] identifies four main categories of risk, namely, 

macroeconomic risk, policy risk, competitive risk and resource risk. Schoenherr et al. [9] identify 

other nine categories: demand risk, delay risk, disruption risk, inventory risk, manufacturing 

(process) breakdown risk, physical plant (capacity) risk, supply (procurement) risk, system risk, 

sovereignty risk and transportation risk. Apart from the mentioned categories, sustainability risks 

should be considered as well, since they are progressively becoming increasingly relevant for many 

industries [10]. 

Curkovic et al. [11] underline that analyses performed by methodologies such as Failure Mode 

and Effect Analysis (FMEA) and Failure Modes, Effects and Criticality Analysis (FMECA) [12], 
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provide substantial benefits in evaluating risks, globally improving the performance level of a supply 

chain. Tang and Tomlin [13] analyzed supply chain risks by means of a FMEA-based approach in 

order to contribute to a collaborative environment, integrating an adapted action plan for risk 

prevention. According to Ghadge et al. [14], FMEA helps improve product quality and delivery 

performance by proactively identifying and mitigating risks. The authors also affirm that 

incorporating elements of fuzzy theory within the FMEA framework provides a robust preventive 

method of supply chain risk (SCR) assessment. 

Given the usefulness of the FMEA-based approach, the first objective of the present paper will 

be pursued by assuming a FMEA/FMECA perspective to provide a state-of-the-art contribution in 

the field of the automotive industry and produce a new comprehensive list of the main related SCRs. 

To the best of the authors’ knowledge, such an analysis has not been led so far in the literature. 

Once we have compiled the list of SCRs, the second objective of the paper will be achieved by 

proposing a modified calculation of the traditional Risk Priority Number (RPN)—the typical 

parameter used in FMECA analyses—for ranking the identified risks, leading to establish priorities 

of intervention. Specifically, we make use of various calculation factors, which differ from the 

traditional ones, through the support of a Multi-Criteria Decision-Making (MCDM) approach. 

2.2. Multi-Criteria Decision-Making Methods 

A wide variety of MCDM methods with important applications can be found in the literature. 

Among them, the most commonly used [15] is certainly the Analytic Hierarchy Process (AHP), 

originally developed by Saaty [16], which calculates criteria priority vectors and rank alternatives. 

AHP can be applied to virtually any field, such as water supply [17] and environment management 

[18], among many others. Moreover, the literature [19,20] supports the integration of AHP with other 

MCDM techniques to make the final results more trustworthy. A straightforward application of AHP, 

as done in this paper, can easily weight the various factors involved in the calculation of the modified 

RPN. 

Regarding the choice of the criteria involved in the RPN calculation, we are mainly interested in 

evaluating risks by studying their degree of interdependence, since the occurrence of one or more of 

them may cause the occurrence of others. According to Govindan [21], the complexity of analyzing 

the logistics field is often due to the presence of various risks with multiple interrelationships, and 

these interdependencies need to be carefully studied in order to develop an effective risk analysis. To 

deal with this problem, Lee et al. [22] propose the use of the Decision-Making Trial and Evaluation 

Laboratory (DEMATEL) for analyzing the interrelationships and interdependencies by neglecting the 

limitations derived from the sample size. The DEMATEL method was initially proposed by Gabus 

and Fontela [23,24] to identify influential strengths among complicated issues, such as racial 

discrimination, labor protection, hunger, race, and so on. DEMATEL has also been integrated with 

other MCDM techniques [25], and widely used in the literature to tackle SCRs. 

However, despite its wide application, authors such as Naderikia and Nazeri [26] criticize 

DEMATEL because of the use of crisp values, since this may compromise the effectiveness of results. 

The fuzzy extension of the method seems to be more appropriate. It permits to deal with uncertainty 

affecting human evaluations and may improve FMEA and FMECA applications [27].  

The fuzzy DEMATEL method has been successfully applied in the literature to support various 

types of decision-making problems. For instance, Muhammad and Cavus [28] evaluated the 

relationships among twelve criteria related to learning management systems. Chang et al. [29] 

applied the fuzzy DEMATEL to find influential factors in selecting SC suppliers, by considering 10 

main criteria. Govindan et al. [21] made use of the fuzzy DEMATEL to identify relationships among 

risks referring to third-party logistic service providers. In their study, they specifically identify 23 

risks, and provide a detailed description of their likely causes and effects. 

2.3. SCRs Classification to Identify a Specific List for the Automotive Industry 

March and Shapira [30] define SCR as a variation of expected results in terms of likelihood and 

subjective values. Ghadge et al. [14] provide another definition of SCR as exposure to disturbing 
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events that negatively influence efficiency of the whole SC management. According to Blos et al. [31], 

SCR has to be considered as a separate topic, originating from the intersection between the processes 

of risk management and supply chain management. 

The discipline of SCR management originates to provide solutions aimed at guaranteeing 

business continuous maximization. Hallikas et al. [32] structure the process of risk management 

through four main steps, namely, 1) risk identification; 2) risk evaluation; 3) choice and 

implementation of actions aimed at reducing the probability of occurrence of risks and at mitigating 

their severity; and 4) risk control. Schoenherr et al. [9] add two further steps to the mentioned process, 

namely, risk ranking and definition of acceptance thresholds. 

In this paper, regarding SCR we address the steps of identification, evaluation and ranking of 

risks, together with definition of acceptance thresholds, as a prior step towards risk management. 

Risk categories resulting from the process of risk classification are broadly known as risk sources 

(RSs) in the existing literature. Jüttner [33] provides the definition of RSs as those variables based on 

environmental, organizational or supply chain aspects that are not certainly predictable and that may 

consistently impact on supply chain outcomes. Authors such as Teng et al. [34] also use the definition 

of risk types instead of RSs to express the same concept. In any case, given the huge number and the 

varied nature of the possible risks characterizing operating environments, frequently related with the 

products and/or strategic aims of companies, it is important to get a suitable classification aimed at 

assigning risks to different categories on the basis of their common features. However, this type of 

classification directly depends on the environment under analysis. In other words, it is difficult to 

generalize the process of risk classification, since it has to be specifically tailored on the single 

industrial reality of reference. Furthermore, all the involved activities need to be carefully considered 

to minimize the possibility of neglecting implicit risk-related aspects. 

Many kinds of risk classifications have been proposed in the literature so far, and a number of 

potential sources has been investigated. For instance, Jüttner et al. [35] abridge five main RSs. Taking 

inspiration from Sodhi et al. [36], we summarize in Table 1 some of the RSs classified in the literature 

in the past decade, currently considered as valid references. 

Table 1. Literature review on supply chain risks (SCRs). 

Authors Risks Classification 

Trent and Roberts [37] 
Operational, natural disasters, terrorism or political instability, 

commercial or market risks. 

Bode and Wagner [38] 
Demand side, supply side, regulatory, legal and bureaucratic, 

infrastructure, catastrophes risks. 

Tang and Tomlin [13] 
Supply, process, demand, intellectual property, behavioral, political/social 

risks. 

Manuj and Mentzer 

[39] 

Supply, operational, demand, security, macro, policy, competitive, 

resource risks. 

Jüttner [33] Process, control, demand, supply, environmental risks. 

Schoenherr et al. [9] 

Demand, delay, disruption, inventory, manufacturing (process) 

breakdown, physical plant (capacity), supply (procurement), system, 

sovereignty, transportation risks. 

Blos et al. [31] 

Water, raw material, ingredient, packaging, manufacturing process, 

infrastructure and natural hazards, energy, environment, worker safety 

and health, people, skills and availability, information and systems, route 

to market and in market, legal, legislative and regulatory, workplace 

rights and social responsibility risks. 

Bevilacqua et al. 

[40,41] 

Outsourcing, product regulation, political economy, security, sustainable 

development, warning capability, SC complexity, suppliers’ complexity, 

transportation, terrorism, customer loyalty, cyber-attack, flexibility and 

adaptability, other potential risk factors.  

Hsieh et al. [42] Macro environment, extended value chain, operational, functional risks. 
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Lotfi and Saghiri [43] Risks impacting on resilience, agility and leanness. 

Marasova et al. [44] 
Supply, operational, demand, security, policy, competitive, resource, 

macro risks and other risks. 

Pandey and Sharma 

[45] 
Risks involving supplier, logistics and handling, manufacturer, customer. 

Vujović et al. [46] 

Interruptions of working processes, delays of raw materials, 

malfunctioning of information infrastructure, incorrect forecast, vertical 

integration of the PSC, uncertain supply, uncertain demand, stocks of 

goods, flexibility and costs of capacity. 

By analyzing Table 1, one can formulate the following considerations: 

 categories describing the highlighted risk sources are extremely varied, which makes it virtually 

impossible to obtain a unique risk source list from the existing literature; 

 risks may be related with the products and/or strategic aims of companies, as this may influence 

the whole risk evaluation process; 

 despite some frameworks of risk classification being explicit, many others are extremely generic 

and risk sources change according to the needs of each activity. 

With relation to the third point, the adaptation of these classifications to each specific activity is 

an issue of utmost importance to suitably proceed with an effective risk analysis. 

Despite the impossibility of finding a unique and exhaustive agreement about SCR identification 

[47], we have tried to summarize the most important risks, by synthetizing the studies reported in 

Table 1. As a result, we have elaborated the list of risks enumerated in Table 2, mainly involving the 

specific reality of the automotive industry. These risks have been classified according to their type 

and to their primary source, and have lastly been formalized with the help of a decision-making team. 

In particular, the formalization process has been qualitatively implemented by means of three 

brainstorming sections involving four experts in the field of SC, namely a logistic manager, a quality 

manager, an engineering manager and an academic (a professor). The experts were invited to 

independently identify those risks mainly impacting on the automotive supply chain, according to 

their point of view. As a result of the process, the four different lists of risks compiled by the experts 

were merged into a unique and shared list. 

Risks listed in Table 2 hence represent the attainment of the first objective of the paper; these 

risks are crucial to prepare the input data for the approach herein proposed. 

Table 2. SCR identification for the automotive industry. 

Risk Source Type of Risk Risk Description 

Product 

features 

Raw materials R1: Improper raw materials 

Product obsolescence R2: Sudden design changes 

Suppliers 
Lack of communication R3: Information exchange 

Lack of flexibility R4: Requirement accomplishment 

Transportation 
Transport network R5: Ineffective transport 

Network complexity R6: Transport network lengthening 

Financial 

factors 
Price increasing 

R7: Taxes increase 

R8: Raw material market prices increase 

Manufacturin

g facilities 

Facilities breakdown 
R9: Machinery, equipment or production facilities 

breakdown 

Production performance R10: Production performance 

Strikes of workers or 

disputes at work 
R11: Human resources attitude 

Capacity 
R12: Insufficient manufacturing capacity or 

capability 

Cost R13: Labor and production costs increase 
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Process stability R14: Production breakdown 

health, safety or 

environment (HSE) incident 
R15: Production disruption 

Quality R16: Matching supplier requirements 

Process 

realization 

Operational disruptions 
R17: Manufacturing facilities, human resources, 

policies and processes breakdown 

Product/process design 

changes 

R18: Inadequate reconfiguration of manufacturing 

processes 

Process 

delivery 
Product delivery R19: Inefficient delivery of products 

External 

environment 

Natural disasters 
R20: Supply chain disruptions due to natural 

disasters 

Terrorism 
R21: Supply chain disruptions due to events of 

terrorism 

Social instability 
R22: Social unrest in region where the supply chain 

operates 

Strategy Supplier  R23: Dependence on the supplier 

3. Description of the Proposed Approach 

The final ranking of risks will be based on the value of the RPN calculated for them. As the 

classical way of calculation of the RPN, based on three traditional factors, has been widely criticized 

in the literature, we propose a different approach to perform this calculation by means of four factors, 

namely, C1, occurrence; C2, dependence; C3, cost; and C4, strategic impact. Since these factors may 

have a variable degree of importance, we also propose to calculate the AHP-based weights for these 

factors. 

In the calculation of the RPN, various assessment processes are needed. For factors C1, C3 and 

C4, direct values from a specific scale covering the entire ranges of these factors will be assigned by 

suitable experts, as explained latter in this section. Regarding the more complex factor C2, we propose 

to apply fuzzy DEMATEL to numerically evaluate the factor of dependence among the SC risks. 

Eventually, the obtained values of prominence will also be translated into an equivalent scale for the 

sake of homogeneity with the other factors’ evaluations. To note, the RPN calculation is independent 

of the supply chain level: it may be reproduced for the original equipment manufacturer as well as 

for their suppliers by simultaneously guaranteeing that final results will be tailored on the specific 

context of application. 

This will enable to calculate the new RPN for each risk. The final ranking of risks will be obtained 

by sorting these values decreasingly. Risks in the first positions will be those to be managed with 

higher priority, whereas interventions of prevention/mitigation may be postponed for the risks in the 

last positions. 

For the sake of clarity, we underline that our approach focuses on the stage of risk evaluation in 

terms of criticality assessment as a fundamental important part of the whole risk management 

process. Aspects related to how planning/implementing measures to mitigate risks are not herein 

discussed. 

The present section, which fully develop this process, is organized through three subsections. 

The description and justification of the four factors to be integrated in the modified FMECA is 

explained in Section 3.1, along with the formula used to calculate the new RPN. Then, the AHP and 

the fuzzy DEMATEL procedures are concisely presented in Sections 3.2 and 3.3. 

3.1. Modified FMECA to Identify and Assess the Main Risks 

FMEA and FMECA are systematic procedures to analyze and identify all the failure modes 

potentially involving a system, along with the related causes and effects. With respect to FMEA, 

FMECA permits to evaluate and establish a priority index for each failure mode on the basis of their 

values of RPN. RPN is traditionally calculated by multiplying three parameters, namely, severity (S), 
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occurrence (O) and detection (D), generally ranged within the intervals (1,5) or (1,10). Severity 

expresses the intensity of the impact that the occurrence of a given failure mode could have on the 

global system performance; O is an estimate of the frequency of occurrence of the failure mode within 

a given time lapse; and D evaluates the probability of correct failure detection. In the case under 

analysis, all the SCRs identified and listed in Table 2 will be considered as failure modes to perform 

the FMECA analysis. 

Despite its easy applicability, the RPN has been widely criticized in the literature, and three main 

reasons emerge from the analysis of many works of research, illustrated next. 

First of all, the traditional RPN calculation does not consider the differential importance of the 

three aforementioned parameters. Specifically, they are attributed equal weights for the RPN 

calculation. However, according to several studies [48–54], severity should have associated with it a 

higher degree of importance. The second reason refers to the mathematical formula used to calculate 

the RPN. Authors such as Liu et al. [55–57] and Kutlu and Ekmekçioğlu [58], for example, observe 

that this formula is questionable and debatable, above all because it does not consider any parameter 

related to costs. The third reason regard the non-continuous distribution of the values of the RPN, 

which makes the assessment of the differences between two consecutive values difficult [49,56,59]. 

To these considerations, we herein add that, in the specific field of SC, using the aforementioned 

three parameters does not represent a suitable way to evaluate the corresponding risks with relation 

to all the activities. This is the reason why we aim to adjust the RPN calculation for SCRs, trying to 

turn it more adherent to the specific field of interest. Figure 1 analyzes the traditional FMECA 

parameters and all the other aspects mainly impacting on SC, which are the new parameters we 

propose for the RPN calculation. Criteria excluded from the present analysis are shaded, while 

transparent hexagons present the factors chosen to perform the RPN calculation. Choosing the 

suitable parameters to accomplish the RPN evaluation represents a very delicate issue [60], also 

related with a final modification of the same RPN equation. 

 

Figure 1. Analysis of the parameters impacting on SCRs. 

As stated before, we propose to calculate a modified RPN (RPNnew) aimed at eventually ranking 

SCRs according to four main criteria: occurrence (C1), dependence (C2), cost (C3) and strategic impact 

(C4). The calculation needs evaluation of the criteria provided by experts, using, for example, the five-

point scale (1,5), as described next. 
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Occurrence represents the frequency of failure related to the probability of occurrence �� , 

evaluated as detailed in Table 3, and its meaning remains invariant with respect to the traditional 

RPN calculation, as suggested by the standards of reference [12]. 

Table 3. Evaluation scale for the factor of occurrence. 

Evaluation Meaning Value �� 

Very high (VH) Highly probable occurrences 5 �� ≥ 0.2 

High (H) Repeated occurrences 4 0.1 ≤ �� < 0.2 

Medium (M) Occasional occurrences 3 0.01 ≤ �� < 0.1 

Low (L) Relatively few occurrences 2 0.001 ≤ �� < 0.01 

Very low (VL) The probability of occurrence is almost null 1 0 ≤ �� < 0.001 

The traditional factor of severity is herein treated by means of two factors, which are more 

representative for SCs, namely, dependence C2 and cost C3. They both represent how strongly a 

potential risk may impact on the global level of supply chain performance. We believe that the factor 

of dependence is an expression of severity of each risk, because a risk with an associated high value 

of prominence may have a more powerful influence on all the other aspects, and then on the 

occurrence of other risks. Moreover, the role played by this factor within the context of the supply 

chain is recognized as very important in the literature [28]. In addition, a risk with an associated high 

cost of intervention certainly has to be considered as more severe. Summing up, on the one hand, the 

higher the degree of dependence is associated with a risk, the more that same risk is significant and 

impacting in terms of criticality; on the other hand, the higher the cost is associated with a given risk, 

the more severe the same risk will be. 

With relation to the parameter of dependence, we specify that it can be easily evaluated, also in 

conditions of low transparency, by treating the opinions given from a panel of experts, whose degree 

of uncertainty can be taken under control by translating them into fuzzy numbers. We will describe 

later the evaluation process of C2 through the fuzzy DEMATEL procedure. The scale given in Table 

4 was used to evaluate the factor of cost, C3. According to the experts of the decision-making team 

we involved, the quantitative thresholds indicated in the following tables refer to the penalty that 

companies would have to pay per week if the supply was stopped. To note, 2 M$ refers to the worst 

scenario ever, which is the total consumption of the security stock. 

Table 4. Evaluation scale for the factor of cost. 

Evaluation Meaning Value 
Shutdown 

Duration 

Very high 

(VH) 

Total impact on production, cost higher than 2 M$ if the risk 

occurred 
5 

>6 working 

days 

High (H) 
High impact on production, cost between 2 M$ and 500 K$ if 

the risk occurred 
4 

1.5–6 

working 

days 

Medium 

(M) 

Partial impact on production, cost between 500 K$ and 150 K$ 

if the risk occurred 
3 

0.5–1.5 

working 

days 

Low (L) 
Minor impact on production, cost between 150 K$ and 50 K$ if 

the risk occurred 
2 2–12 h 

Very low 

(VL) 

Insignificant impact on production, cost lower than 50 K$ if 

the risk occurred 
1 <2 h 

Lastly, C4, strategic impact, offers a measure of the impact of each risk in terms of such 

fundamental aspects as decision and strategy management, competitiveness, reputation and brand 
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management. Considering its primary importance for the SC field, this factor can be evaluated as 

shown in Table 5, similar to the suggestion by Debo et al. [61]. 

Table 5. Evaluation scale for the factor strategic impact. 

Evaluation Meaning Value 

Very high 

(VH) 

Strong direct impact on company activity requiring an immediate change of 

the adopted supply chain strategy 
5 

High (H) 
Direct impact on company activity requiring a mitigation action to change 

the adopted supply chain strategy 
4 

Medium 

(M) 

Indirect impact on company activity requiring few changes to the adopted 

supply chain strategy 
3 

Low (L) 
Limited indirect impact on company activity requiring few adjustments to 

the adopted supply chain strategy 
2 

Very low 

(VL) 
Insignificant indirect impact on company activity 1 

To complete this section, we present the proposal for the calculation of a new RPN that uses the 

above evaluations. 

Various studies have proposed the use of additional factors for ranking failures identified by 

FMEA applications [62]. For example, Bevilacqua et al. [60] propose six different factors and a new 

equation for the RPN calculation. We have adapted their equation in the following way:  

������,   �  =  ∑ �� ∙
���

���
�

���

�
� � � , (1)

where ��  is the weight of criterion Ck, and ���  the evaluation of risk �  under criterion Ck 

normalized with respect to the maximum value evaluated for all the other risks under that criterion. 

For our approach, � = 4, since we consider four factors. Furthermore, as mentioned above, we 

suggest modifying the traditional calculation of the RPN by using weights ��  to ponder the effect 

of these factors; these weights will be calculated by means of the AHP technique, concisely described 

in the following subsection. 

3.2. The AHP to Establish Weights for Factors 

The AHP is a helpful tool to drive subjective judgment towards effective solutions for decision-

making problems, since it provides weights expressing the mutual importance of the elements 

considered in the analysis. The method is based on the construction of a hierarchical structure for 

representing the goal, criteria and alternatives of the analyzed decision-making problem through 

various levels. 

Elements belonging to the same level of the structure are pairwise compared in relation to the 

elements belonging to the upper level, by collecting expert judgment. Judgments are expressed and 

numerically translated according to the nine-point linguistic scale proposed by Saaty [63] to fill in so-

called pairwise comparison matrices (PCMs). The purpose is to calculate a vector of weights reflecting 

the grade of importance of a specific element with respect to the others. 

In AHP, judgment consistency is crucial, and a certain degree of inconsistency is allowed when 

elucidating judgment, since human reasoning cannot be fully consistent. Consistency is evaluated 

through the consistency ratio [63] 

�� =  
��

��
, (2)

where �� is the consistency index, 

�� =  
���� � �

� � �
, (3)

and ����  and � being, respectively, the maximum (Perron) eigenvalue and the size of the matrix, 

and �� the random index [56]. 
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3.3. Fuzzy DEMATEL to Evaluate the Factor of Dependence for Each Risk 

The DEMATEL technique in its crisp version makes use of expert opinions as input data 

expressed through crisp numbers to build relationships of dependence between each pair of elements 

characterizing the analysis. Since we are dealing with linguistic evaluations provided by decision 

makers, the fuzzy version of the method helps better manage the uncertainty affecting the input data. 

The first step to apply the methodology consists of determining the boundaries of the problem 

of interest and carefully defining the set of elements or objects of the analysis. Then, it will be 

important to accurately select the team of decision makers, on the basis of their professional 

backgrounds, skills and knowledge about the field under study.  

Each decision maker will be asked to fill in a non-negative matrix X, showing linguistic 

evaluations of influence for each couple of elements according to the scale presented in Table 6 

(similar to the one used by Mahmoudi et al. [64]). Each evaluation of influence corresponds to a 

triangular fuzzy number (TFN) ����  =  ����, ���, ����, where ���  ≤  ���  ≤ ���. We specify that the input 

matrices are not symmetric, since elements may influence each other in a different way. Moreover, 

the main diagonals of those input matrices will be filled with evaluations corresponding to “NO”, 

because an element is assumed as having no influence on itself. 

Table 6. Linguistic scale and corresponding triangular fuzzy numbers (TFNs). 

Linguistic Evaluation TFN 

No influence (NO) (0.00, 0.00, 0.25) 

Very low influence (VLI) (0.00, 0.25, 0.50) 

Low Influence (LI) (0.25, 0.50, 0.75) 

High Influence (HI) (0.50, 0.75, 1.00) 

Very high influence (VI) (0.75, 1.00, 1.00) 

Once collected, all the input matrices (one for each expert) will be first defuzzified into crisp 

input matrices by means of, for example, the graded mean integration approach (Equation (4)) and 

then aggregated into a single matrix, called direct relation matrix � =  (�)�� . 

���  =  
��� � � ��� �  ���

�
. (4)

At this stage, the direct relation matrix � is normalized through multiplication:  

� =  ��, (5)

using a coefficient �, a real number, slightly smaller than 

��� �
�

���
� � � � �

∑ ���
�
� � �

,
�

���
� � � � �

∑ ���
�
� � �

�. (6)

The procedure continues by accumulating all the indirect relations through the sum of the 

powers of the normalized direct relation matrix � to get the total relation matrix �,  

� =  �(� −  �)��, (7)

where � is the identity matrix. That power series converge because of Equations (5) and (6), in that 

the spectral radius of � is smaller than one (see, for example, [65]). 

The next stage consists of calculating the vectors “prominence”, � +  �, and “relation”, � −  �, 

where � and � are, respectively, the sum of the rows, �� , and the sum of the columns, �, of the total 

relation matrix �:  

� =  ∑ ��
�
� � � , (8)

� =  ∑ ��
�
� � � . (9)
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The prominence gives the overall effect that each element has on all the other ones and the 

relation helps categorize elements into groups of cause (if relation is higher than zero) or effect (if 

relation is lower than zero). 

The output of the procedure is a chart built by mapping prominence against relation, thus 

showing the interdependences among the elements. The two elements are linked in the chart by 

arrows just if the entry of � corresponding to that pair is higher than a threshold calculated by 

averaging all the elements of the matrix [66]. This representation avoids considering the negligible 

effects of interdependence. Lastly, the elements can be ordered decreasingly according to their values 

of prominence. The elements occupying the first position of the ranking will be the ones characterized 

by a higher degree of interdependence with respect to all the others. 

4. Case Study 

This case study carries on the numerical evaluation of the SCRs given in Table 2, regarding the 

parameters highlighted in the previous section. To this effect, we calculated the modified RPN and 

got the final ranking of risks, the fundamental step to plan the implementation of suitable strategies 

of intervention. By leading various surveys within a team of experts with complementary 

professional backgrounds, we developed the following main steps: 

1. Calculation of the vector of factor weights through the AHP technique. 

2. Collection of evaluations related to those factors: 

a. for factors C1, C3 and C4, the experts give specific opinions producing numbers in the five-

point scales, as seen in Tables 3–5, respectively; 

b. corresponding to the evaluation of C2, we use fuzzy DEMATEL, asking suitable experts to 

elicit fuzzy input matrices to get the prominence associated to the risks, which is discretized 

using a five-point scale. 

3. Calculation of the values of the modified RPN by means of Equation (1), and formalization of 

the final ranking by ordering them in a decreasing way. 

Regarding the application of the AHP to weight the factors, an expert on SCR performed a 

pairwise comparison using the Saaty scale. The corresponding PCM and the vector of weights are 

given in Table 7, which also shows an acceptable value of CR. 

Table 7. Linguistic scale and corresponding TFNs. 

 C1 C2 C3 C4 Weights �� 

C1 1 1/5 1/5 1/3 6.79% 

0.0163 
C2 5 1 1 3 38.99% 

C3 5 1 1 3 38.99% 

C4 3 1/3 1/3 1 15.23% 

For the second stage, evaluations were asked regarding C1, C3 and C4, according to Tables 3–5, 

respectively. These direct evaluations are presented later when summarizing the final results. In the 

case of C2, to apply the fuzzy DEMATEL, we start by collecting three fuzzy input matrices by 

involving a decision-making group made of three experts: the first having practical expertise on 

safety and security in the automotive industry field, the second being the responsible of the quality 

and logistics department of a real company, and the third coming from the academic world, with 

expertise in supply chain management and logistics. 

For the sake of conciseness, just one input matrix with linguistic evaluation is herein reported 

(Table 8) to show how the process of input data collection was led. 

Tables 9 and 10 give the aggregated (crisp) direct relation matrix �, and the total relation matrix 

�, whereas the chart output of the procedure is shown in Figure 2. The arrows in the graph represent 

the correlation between two elements, existing when the corresponding entry of the total relation 

matrix of Table 10 exceeds 0.0345, which is the average of all the elements of the same matrix. 
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Table 8. Input matrix filled in by the expert on safety and security for the automotive industry. 

 R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17 R18 R19 R20 R21 R22 R23 

R1 NO NO NO HI NO NO NO VI NO VI NO VLI NO NO NO NO VI NO LI HI NO NO NO 

R2 HI NO NO VLI NO NO NO HI NO VI HI VLI NO LI NO NO VI HI VI HI NO NO NO 

R3 LI VI NO HI HI VLI NO HI LI HI HI HI VLI VI NO NO HI HI HI HI NO NO NO 

R4 NO NO HI NO LI LI NO HI LI HI LI HI VLI NO LI NO LI LI HI HI NO NO NO 

R5 HI NO NO VI NO VI NO VI NO VI NO VLI NO HI NO NO LI LI VLI VI NO NO HI 

R6 LI NO VLI HI VI NO NO HI NO HI NO VLI NO VI NO NO LI LI VLI VI NO NO HI 

R7 NO NO NO VI LI LI NO HI NO NO VLI NO NO VLI NO NO NO VLI VLI VLI NO VLI VI 

R8 NO NO NO VI NO LI NO NO NO LI NO NO NO VLI NO NO VLI VLI VLI VLI NO NO NO 

R9 NO NO NO VI VI NO NO NO NO VI NO VI VI VLI VI VLI LI VI VLI VI NO NO NO 

R10 NO NO NO VI LI NO NO NO LI NO NO VI VI VLI NO LI HI VI VLI VI NO NO NO 

R11 NO NO NO VI VI NO NO NO HI VI NO VI VI VLI HI NO VLI VI VLI VI NO NO NO 

R12 NO NO NO VI LI NO NO NO LI VI NO NO NO VLI VI NO NO VI VLI VI NO NO NO 

R13 NO NO NO NO LI NO NO NO NO NO NO HI NO VLI LI NO NO LI VLI VLI NO NO HI 

R14 NO NO NO VI VI NO NO NO VI VI NO HI HI NO NO NO LI VI VLI VI NO NO NO 

R15 NO NO NO VI VI LI NO NO VI VI LI HI VLI VLI NO NO LI VI VLI VI NO NO NO 

R16 VI NO VLI LI LI LI NO HI HI VI VLI VI HI VLI VLI NO NO NO NO VI NO NO VI 

R17 NO NO LI VI VI HI HI VI VI VI HI VI VI NO VI VI NO NO HI VI VLI VLI NO 

R18 NO VI VLI HI LI NO NO NO NO VI VLI VI VI NO VI LI HI NO NO VI NO NO NO 

R19 NO NO NO LI LI NO NO VI NO VI NO VI VI NO VLI VLI VI NO NO NO NO NO NO 

R20 VI NO NO VI VI HI NO VI NO NO NO HI VLI NO HI NO LI VI HI NO NO LI NO 

R21 VI NO LI VI VI HI NO VI NO NO NO HI VLI NO HI NO LI VI HI VI NO NO NO 

R22 VI NO LI VI VI HI HI VI NO NO VI HI VLI NO HI NO LI VI HI VI NO NO NO 

R23 NO NO LI HI VI VLI NO VLI NO NO VLI HI HI VI HI NO HI NO NO LI NO NO NO 
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Table 9. Direct relation matrix �. 

 R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17 R18 R19 R20 R21 R22 R23 

R1 0.04 0.04 0.04 0.82 0.04 0.04 0.04 0.82 0.04 0.89 0.04 0.33 0.04 0.04 0.11 0.04 0.96 0.04 0.58 0.82 0.04 0.04 0.11 

R2 0.82 0.04 0.04 0.33 0.04 0.11 0.04 0.89 0.04 0.89 0.82 0.33 0.04 0.50 0.11 0.04 0.96 0.82 0.89 0.82 0.11 0.11 0.11 

R3 0.50 0.74 0.04 0.75 0.89 0.18 0.04 0.82 0.81 0.82 0.75 0.82 0.42 0.96 0.04 0.04 0.75 0.75 0.82 0.82 0.11 0.04 0.04 

R4 0.04 0.04 0.82 0.04 0.42 0.58 0.11 0.82 0.42 0.82 0.58 0.82 0.33 0.04 0.50 0.04 0.42 0.42 0.89 0.75 0.04 0.04 0.04 

R5 0.89 0.04 0.04 0.89 0.04 0.89 0.11 0.82 0.04 0.89 0.11 0.33 0.11 0.75 0.04 0.04 0.42 0.42 0.42 0.89 0.11 0.04 0.82 

R6 0.58 0.11 0.33 0.82 0.82 0.04 0.04 0.82 0.04 0.82 0.04 0.33 0.04 0.96 0.04 0.04 0.42 0.50 0.33 0.89 0.04 0.04 0.89 

R7 0.04 0.04 0.04 0.89 0.42 0.58 0.04 0.82 0.04 0.04 0.25 0.04 0.04 0.33 0.04 0.04 0.04 0.33 0.42 0.25 0.04 0.42 0.89 

R8 0.04 0.04 0.04 0.89 0.04 0.58 0.04 0.04 0.04 0.58 0.11 0.04 0.04 0.33 0.04 0.04 0.33 0.25 0.42 0.25 0.04 0.04 0.04 

R9 0.11 0.04 0.04 0.82 0.89 0.11 0.04 0.04 0.04 0.89 0.04 0.82 0.89 0.25 0.89 0.33 0.50 0.96 0.33 0.89 0.04 0.04 0.04 

R10 0.11 0.04 0.04 0.89 0.58 0.11 0.04 0.04 0.58 0.04 0.04 0.89 0.96 0.33 0.04 0.42 0.75 0.89 0.42 0.89 0.04 0.04 0.04 

R11 0.04 0.04 0.04 0.89 0.96 0.04 0.04 0.04 0.89 0.89 0.04 0.89 0.89 0.25 0.82 0.04 0.25 0.89 0.33 0.89 0.04 0.04 0.04 

R12 0.04 0.11 0.04 0.96 0.58 0.04 0.04 0.04 0.50 0.96 0.04 0.04 0.04 0.33 0.96 0.04 0.04 0.89 0.42 0.96 0.04 0.04 0.04 

R13 0.11 0.04 0.04 0.04 0.58 0.11 0.04 0.11 0.04 0.04 0.04 0.82 0.04 0.25 0.42 0.04 0.04 0.50 0.42 0.33 0.04 0.04 0.89 

R14 0.11 0.04 0.04 0.89 0.65 0.04 0.11 0.04 0.89 0.82 0.04 0.75 0.89 0.04 0.04 0.04 0.42 0.96 0.42 0.96 0.04 0.04 0.04 

R15 0.11 0.04 0.04 0.96 0.96 0.42 0.04 0.04 0.89 0.89 0.58 0.82 0.42 0.25 0.04 0.04 0.42 0.96 0.33 0.89 0.04 0.04 0.04 

R16 0.82 0.11 0.33 0.42 0.42 0.42 0.04 0.82 0.82 0.82 0.33 0.89 0.82 0.33 0.33 0.04 0.04 0.04 0.04 0.89 0.04 0.04 0.96 

R17 0.04 0.04 0.58 0.96 0.89 0.82 0.82 0.89 0.89 0.89 0.75 0.96 0.89 0.04 0.96 0.96 0.04 0.04 0.89 0.89 0.33 0.42 0.04 

R18 0.11 0.82 0.42 0.82 0.58 0.04 0.11 0.11 0.04 0.82 0.42 0.89 0.96 0.04 0.81 0.42 0.82 0.04 0.04 0.89 0.04 0.04 0.04 

R19 0.04 0.04 0.04 0.50 0.58 0.04 0.11 0.96 0.04 0.82 0.04 0.96 0.89 0.04 0.42 0.33 0.89 0.04 0.04 0.04 0.04 0.04 0.04 

R20 0.82 0.04 0.04 0.74 0.82 0.89 0.04 0.89 0.04 0.04 0.04 0.82 0.25 0.04 0.82 0.04 0.50 0.96 0.89 0.04 0.04 0.42 0.04 

R21 0.82 0.04 0.67 0.74 0.89 0.82 0.04 0.89 0.04 0.04 0.04 0.75 0.33 0.04 0.89 0.04 0.42 0.72 0.82 0.65 0.04 0.04 0.18 

R22 0.82 0.04 0.50 0.74 0.82 0.89 0.82 0.96 0.11 0.18 0.89 0.75 0.25 0.04 0.89 0.04 0.50 0.81 0.82 0.65 0.04 0.04 0.04 

R23 0.11 0.11 0.67 0.82 0.89 0.42 0.04 0.33 0.11 0.11 0.57 0.82 0.82 0.74 0.82 0.04 0.75 0.04 0.04 0.50 0.04 0.04 0.04 
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Table 10. Total relation matrix �. 

. R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17 R18 R19 R20 R21 R22 R23 

R1 0.01 0.01 0.01 0.08 0.03 0.02 0.01 0.07 0.02 0.08 0.01 0.05 0.02 0.01 0.03 0.01 0.08 0.03 0.06 0.08 0.01 0.01 0.01 

R2 0.06 0.01 0.02 0.07 0.04 0.03 0.01 0.08 0.03 0.10 0.06 0.07 0.04 0.05 0.04 0.02 0.09 0.08 0.09 0.09 0.01 0.01 0.02 

R3 0.05 0.05 0.02 0.11 0.10 0.04 0.01 0.09 0.08 0.11 0.07 0.11 0.07 0.08 0.04 0.02 0.09 0.09 0.09 0.11 0.01 0.01 0.02 

R4 0.02 0.01 0.06 0.05 0.07 0.06 0.01 0.08 0.05 0.09 0.05 0.09 0.05 0.02 0.06 0.01 0.06 0.06 0.08 0.09 0.01 0.01 0.02 

R5 0.07 0.01 0.02 0.10 0.04 0.08 0.01 0.08 0.02 0.09 0.02 0.06 0.04 0.06 0.03 0.01 0.06 0.06 0.06 0.10 0.01 0.01 0.06 

R6 0.05 0.01 0.03 0.10 0.09 0.03 0.01 0.08 0.02 0.09 0.02 0.06 0.03 0.08 0.03 0.01 0.06 0.06 0.05 0.10 0.01 0.01 0.07 

R7 0.01 0.01 0.01 0.09 0.05 0.05 0.01 0.07 0.02 0.03 0.03 0.03 0.02 0.03 0.02 0.01 0.02 0.04 0.05 0.04 0.01 0.03 0.06 

R8 0.01 0.01 0.01 0.08 0.02 0.05 0.01 0.02 0.01 0.06 0.02 0.03 0.02 0.03 0.02 0.01 0.04 0.03 0.04 0.04 0.00 0.01 0.01 

R9 0.03 0.01 0.02 0.10 0.09 0.03 0.01 0.03 0.03 0.10 0.02 0.10 0.08 0.03 0.08 0.03 0.06 0.09 0.05 0.10 0.01 0.01 0.02 

R10 0.02 0.01 0.02 0.10 0.07 0.03 0.01 0.03 0.05 0.04 0.02 0.10 0.09 0.04 0.03 0.04 0.07 0.09 0.05 0.10 0.01 0.01 0.02 

R11 0.02 0.01 0.02 0.10 0.10 0.03 0.01 0.03 0.08 0.10 0.02 0.10 0.09 0.03 0.08 0.01 0.05 0.09 0.05 0.10 0.01 0.01 0.02 

R12 0.02 0.01 0.01 0.10 0.07 0.02 0.01 0.03 0.05 0.09 0.02 0.04 0.03 0.03 0.08 0.01 0.03 0.09 0.05 0.10 0.01 0.01 0.01 

R13 0.02 0.01 0.01 0.03 0.06 0.02 0.01 0.02 0.01 0.03 0.01 0.07 0.02 0.03 0.04 0.01 0.02 0.05 0.04 0.05 0.00 0.01 0.06 

R14 0.02 0.01 0.02 0.10 0.08 0.02 0.01 0.03 0.07 0.09 0.02 0.09 0.08 0.02 0.03 0.01 0.05 0.09 0.05 0.10 0.01 0.01 0.02 

R15 0.03 0.01 0.02 0.11 0.10 0.05 0.01 0.03 0.08 0.10 0.05 0.10 0.06 0.03 0.04 0.02 0.06 0.10 0.05 0.10 0.01 0.01 0.02 

R16 0.07 0.01 0.03 0.08 0.07 0.05 0.01 0.08 0.07 0.09 0.04 0.10 0.08 0.04 0.05 0.01 0.04 0.04 0.04 0.10 0.01 0.01 0.07 

R17 0.03 0.01 0.05 0.13 0.11 0.09 0.06 0.10 0.09 0.12 0.07 0.12 0.10 0.03 0.10 0.07 0.05 0.06 0.10 0.12 0.03 0.03 0.03 

R18 0.03 0.06 0.04 0.10 0.08 0.03 0.02 0.04 0.03 0.09 0.05 0.10 0.09 0.02 0.08 0.04 0.08 0.04 0.04 0.10 0.01 0.01 0.02 

R19 0.01 0.01 0.01 0.07 0.06 0.02 0.01 0.08 0.02 0.08 0.02 0.09 0.08 0.02 0.05 0.03 0.07 0.03 0.03 0.04 0.01 0.01 0.02 

R20 0.07 0.01 0.02 0.09 0.09 0.08 0.01 0.09 0.02 0.05 0.02 0.09 0.04 0.02 0.08 0.01 0.06 0.09 0.08 0.05 0.01 0.03 0.02 

R21 0.07 0.01 0.05 0.10 0.09 0.08 0.01 0.09 0.03 0.05 0.02 0.09 0.05 0.03 0.08 0.01 0.06 0.08 0.08 0.09 0.01 0.01 0.03 

R22 0.07 0.01 0.05 0.11 0.10 0.08 0.06 0.10 0.03 0.07 0.07 0.10 0.05 0.03 0.09 0.02 0.07 0.09 0.09 0.10 0.01 0.01 0.02 

R23 0.02 0.01 0.05 0.10 0.09 0.05 0.01 0.05 0.03 0.05 0.05 0.09 0.08 0.06 0.08 0.01 0.07 0.04 0.04 0.08 0.01 0.01 0.02 
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Figure 2. Risk interdependence graph. 

Table 11 shows the values of prominence and relation for each risk, along with the 

corresponding evaluation using the five-point scale defined by the following prominence ranges: 

Attribute a score of 

 1 for values of prominence � +  � ≤  1.5; 

 2 for 1.5 <  � +  � ≤  2; 

 3 for 2 <  � +  � ≤  2.5; 

 4 for 2.5 <  � +  � ≤  3; and 

 5 for � +  � >  3. 

Table 11. Prominence and relation for each risk and evaluation scale of the dependence factor. 

SCR � +  � � −  � Dependence Value 

R1 1.575906933 −0.059574485 2 

R2 1.446136645 0.766791476 1 

R3 2.074929269 0.874509932 3 

R4 3.195208982 −0.953243888 5 

R5 2.818098997 −0.585297495 4 

R6 2.14597612 0.081693943 3 

R7 1.092209138 0.409585536 1 

R8 1.978866896 −0.874373105 2 

R9 2.06414083 0.198886518 3 

R10 2.830483133 −0.76334006 4 

R11 1.915907794 0.389014775 2 

R12 2.79132515 −0.965713152 4 

R13 1.932940838 −0.684755427 2 

R14 1.868252585 0.194208892 2 

R15 2.444012115 −0.109352862 3 

R16 1.622819406 0.733138196 2 

R17 3.04077581 0.392773267 5 

R18 2.721618777 −0.35972469 4 

R19 2.224783501 −0.5234403 3 

R20 3.103872165 −0.835962299 5 
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R21 1.410208574 1.040909665 1 

R22 1.699433746 1.147979771 2 

R23 1.764871856 0.485285791 2 

By analyzing the data in Table 11, one can observe that the risks with higher associated 

prominence are R4 (requirement accomplishment), R20 (supply chain disruptions due to natural 

disasters) and R17 (manufacturing facilities, human resources, policies and processes breakdown). This 

result responds, first of all, to the supply chain constrain of having a completely flexible and 

cooperative supply because unexpected and permanent changes may occur. Indeed, the selection of 

a reliable supplier is a crucial factor to build a true partnership capable of supporting the company 

growth. 

Table 12 finally summarizes all the results by also giving, for each supply chain risk, the 

evaluations for factors C1, C3 and C4, the calculation of the new RPN by means of Equation (1), and 

the position occupied by each risk in the final ranking. Note that the evaluations for factors C1, C3 and 

C4 (occurrence, cost and strategic impact) have been derived by involving another team of decision-

makers, this time made up of five experts, namely, a manager engineer, warehouse manager, quality 

supervisor, supply chain engineer and supplier quality engineer. Each expert evaluated the factors 

according to the scales presented in Section 3.1, and then the average values of these evaluations was 

calculated. 

Table 12. New Risk Priority Number (RPN) calculation and final ranking. 

Weights  

------- 

SCR  

6.79% 38.99% 38.99% 15.23% 

������ 
Ranking 

Position  Occurrence Dependence Cost 
Strategic 

Impact 

R1 4.6 2.00 4.2 3.8 0.7517 9th  

R2 2.8 1.00 3.6 2.8 0.5549 21st  

R3 2.4 3.00 3 3.6 0.6777 14th  

R4 2.8 5.00 2.8 3.4 0.8140 5th  

R5 3.4 4.00 3.8 3.4 0.8380 3rd  

R6 2.6 3.00 3.2 3.4 0.6921 13th  

R7 2.6 1.00 3.4 4 0.5761 20th  

R8 3.2 2.00 3.8 3.2 0.6718 15th  

R9 2 3.00 3.8 2.8 0.7173 10th  

R10 2.8 4.00 3.8 3 0.8146 4th  

R11 2.4 2.00 3.6 3.6 0.6554 16th  

R12 2.6 4.00 3.2 3 0.7559 8th  

R13 2.2 2.00 4 4 0.7038 12th  

R14 3 2.00 3.2 3.4 0.6202 18th  

R15 2.4 3.00 3.2 4 0.7105 11th  

R16 3 2.00 3 3 0.5874 19th  

R17 2.4 5.00 3.2 3.8 0.8594 2nd  

R18 2.6 4.00 3.4 3.4 0.7887 6th  

R19 3 3.00 4 3.8 0.7868 7th  

R20 2.2 5.00 4.2 3.6 0.9420 1st  

R21 1.6 1.00 3.2 4 0.5423 22nd  

R22 2 2.00 3.2 4.2 0.6336 17th  

R23 2.8 2.00 3.8 4.2 0.7517 9th  

As emerged from the new RPN calculation, the following aspects have been highlighted as 

priorities: R20 (supply chain disruptions due to natural disasters), R17 (manufacturing facilities, human 

resources, policies and processes breakdown) and R5 (ineffective transport). The aspects that can be 
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managed with less urgency are R7 (taxes increase), R2 (sudden design changes) and R21 (supply chain 

disruptions due to events of terrorism). 

To test the robustness of our results, we have performed a sensitivity analysis by considering six 

scenarios of criteria weights. This kind of analysis is important to detect variations in the final ranking 

by varying the importance attributed to the considered factors. If present, these variations should be 

considered when planning interventions of risk management, in order to assure as much high-level 

security as possible. The scenarios are detailed as follows. 

 1st scenario, vector of weights: (0.0679, 0.4399, 0.4399, 0.0523). We keep the same importance for 

the occurrence factor, while varying both the dependence and the cost by +0.05 and the strategic 

impact by −0.10. 

 2nd scenario, vector of weights: (0.0679, 0.3399, 0.3399, 0.2523). We also keep the same 

importance for occurrence, while varying both the dependence and the cost by −0.05 and the 

strategic impact by +0.10. 

 3rd scenario, vector of weights: (0.0679, 0.2899, 0.2899, 0.3523). We keep the same importance for 

occurrence, while varying both dependence and cost by −0.10 and the strategic impact by +0.20. 

 4th scenario, vector of weights: (0.1679, 0.3399, 0.3399, 0.1523). We vary the occurrence of +0.10, 

and also vary both the dependence and the cost of −0.05, while keeping at the same importance 

the factor of strategic impact. 

 5th scenario, vector of weights: (0.2679, 0.2899, 0.2899, 0.1523). We vary the occurrence factor by 

+0.20, and dependence and cost by −0.10, while keeping the at the same importance the strategic 

impact factor. 

 6th scenario, vector of weights: (0.30, 0.20, 0.20, 0.30). We attribute more importance to 

occurrence and strategic impact (both weights equal to 30%) and less to the factors representing 

severity (both weights equal to 20%). 

The results of the sensitivity analysis in terms of the positions occupied by each SCR in the final 

RPN ranking for each scenario are shown in Table 13, and graphically synthetized in Figure 3. 

Table 13. Sensitivity analysis varying the weights of factors. 

 Ranking Position 

SCR 
1st 

SCENARIO 

2nd 

SCENARIO 

3rd 

SCENARIO 

4th 

SCENARIO 

5th 

SCENARIO 

6th 

SCENARIO 

R1 9th 8th 6th 6th 3rd 1st 

R2 20th 22nd 22nd 21st 21st 21st 

R3 15th 14th 13th 15th 15th 14th 

R4 5th 4th 5th 4th 5th 6th 

R5 3rd 3rd 3rd 2nd 2nd 2nd 

R6 12th 13th 12th 13th 12th 13th 

R7 21st 19th 19th 20th 20th 18th 

R8 14th 15th 17th 14th 10th 11th 

R9 10th 12th 16th 11th 14th 20th 

R10 4th 5th 8th 5th 6th 7th 

R11 16th 16th 15th 16th 17th 16th 

R12 8th 9th 11th 9th 9th 12th 

R13 13th 11th 10th 12th 13th 10th 

R14 17th 18th 18th 17th 16th 15th 

R15 11th 10th 9th 10th 11th 9th 

R16 19th 20th 21st 19th 18th 19th 

R17 2nd 2nd 2nd 3rd 4th 4th 
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R18 6th 7th 7th 8th 8th 8th 

R19 7th 6th 4th 7th 7th 5th 

R20 1st 1st 1st 1st 1st 3rd 

R21 22nd 21st 20th 22nd 22nd 22nd 

R22 18th 17th 14th 18th 19th 17th 

R23 9th 8th 6th 6th 3rd 1st 

 

Figure 3. Sensitivity analysis for the RPN values in various scenarios regarding the factors’ weights. 

We can observe that the SCR connected to the occurrence of a natural disaster is considered as 

associated with the highest level of priority: it occupies the first position in five scenarios and the 

third position in the sixth scenario (when a considerably higher weight is attributed to occurrence, 

and lower weights are considered for criteria representing severity). This risk is indeed characterized 

by higher global severity and lower occurrence. In practical terms, a natural disaster could be 

represented, for example, by a strong wind affecting the maritime shipment and parts supplying. To 

mention a present occurrence, also the spread of the Covid-19 disease can be considered as a natural 

disaster, dangerously threatening the health of populations and with unknown repercussions on the 

economy of many countries. The occurrence of such a kind of risk is indeed strongly affecting 

production lines, since many companies worldwide are experiencing a complete stoppage of their 

activity. From a practical point of view, they will have to deal with difficult management challenges 

by finding new ways to carry out their business processes and new alternatives in terms of special 

delivery or similar parts. With specific relation to the automotive industry, process innovation and 

production line retooling are demonstrating to be crucial to face the occurred natural disaster. It 

seems suitable to herein cite few examples of successful production retooling in the automotive sector 

that are contributing to face the coronavirus emergency, such as the Italian luxury sports car 

manufacturer Ferrari, the world leader in its sector, who has recently converted one of its factories to 

the production of surgical face masks. The Italian leader automotive company FIAT is doing the same 

by converting one of its factories located in Asia with the aim of providing healthcare staff with 

suitable protection devices. The Spanish and German multinational automotive manufacturing 

companies Seat and Volkswagen also declared their intention to dedicate efforts in supplying 

respirators of the categories FFP-2 and FFP-3. The same is happening for American companies 

General Motors and Ford, urged by the Federal Government. In this sense, we would like to stress 

that making preliminary investments in increasing the flexibility of production lines reveals to be a 

key point for managing the risk of occurrence of natural disasters in the automotive industry. 

Moreover, the sensitivity analysis confirms that certain aspects, such as the manufacturing 

facilities, human resources, policies and breakdown processes and ineffective transport, have to be 

managed with priority. 
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The sensitivity analysis also confirms that management of certain risks, such as tax increases, 

sudden design changes and supply chain disruptions due to events of terrorism, can be postponed 

in time. 

5. Conclusions 

This paper deals with the topic of supply chain risk (SCR) assessment as a fundamental 

preliminary part of the entire supply chain management process. Starting from the analysis of the 

existing literature, we have elaborated a list of twenty-three risks potentially involving supply chains 

in the automotive industry. We claim this represents a state-of-the-art contribution in the field of 

complex networks, such as supply chains, to ascertain the criticalities and risks in systems 

engineering. To the best of our knowledge, such a classification has not been implemented before. 

Additionally, the risks were categorized according to their types and sources by relying on the help 

of a decision-making team composed of four experts in the field of supply chains. 

The elaborated list was integrated into FMECA, and a new modification related to the traditional 

calculation of the RPN has been herein proposed. Specifically, from the three parameters traditionally 

used to establish priorities, we keep occurrence, and express severity through two other factors, 

namely dependence and cost. We also consider the factor of strategic impact in the calculation instead 

of the detectability, given its primary role in supply chain processes. 

The calculation of the modified RPN was performed by means of the support of an integrated 

MCDM approach making use of AHP for calculating the weights to ponder the four factors, and 

fuzzy DEMATEL to evaluate the factor of dependence for each risk. We believe this approach is 

effective to overcome some of the criticisms expressed about the traditional RPN calculation, and also 

to consider uncertainty and vagueness associated with pairwise comparisons and judgments about 

mutual influence expressed by experts in the SC field. 

According to the results achieved in the case study section, when planning interventions of 

prevention/mitigation, primary importance should be given to the following aspects: 1) supply chain 

disruptions due to natural disasters; 2) manufacturing facilities, human resources, policies and 

processes breakdown; and 3) inefficient transport. With relation to the first risk, we underline that 

production line retooling is demonstrating to be fundamental in the present times within the context 

of the automotive industry. The practical implication of our results in this sector is that investment 

in increasing production flexibility should be made as a priority preventive action. A sensitivity 

analysis testing the robustness of the achieved results was performed by varying the factors weights 

in the six possible scenarios. 

The developed approach is transferable to a great variety of complex networks, industries and 

work-processes, to assess the criticality and risk so as to improve the management and operation in 

systems engineering. The approach can be applied to any other context without requiring any 

modification of the new introduced parameters. Indeed, we believe that the factors of “dependence” 

and “strategic impact” are valid for any industrial field and significant for any type of risk 

assessment. In terms of practical application, just the input list of risks (with the related numerical 

evaluations) will have to be adapted according to the specific context under analysis. 
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