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Abstract

Today, virtually every individual with access to an Internet
connection also has a personal e-mail address. This has
made it easier for companies, for example, to market their
products to customers. Company employees also often have
access to work e-mails, where information about upcoming
meetings, new tasks, etc. is posted. Up to 45% of today’s
email traffic is made up of fraudulent emails that try to
trick the recipient into providing personal data or clicking
on a web link that then installs malicious software on the
computer or mobile phone. This thesis examines how the
recipient’s age group and level of education affect their
ability to identify fraudulent emails. The results show that
this ability decreases significantly with increasing age. In
contrast, level of education was not a significant factor
affecting this ability.



Referat

En studie om bluffmejl och dess formaga att
vilseleda mottagare beroende pa alder och
utbildningsniva

Idag har i princip varje individ med tillgdng till en
internetuppkoppling dven en personlig email adress. Detta
har forenklat for exempelvis foretag att marknadsfora
sina produkter till kunder. Arbetare pa foretag har ofta
aven tillgang till jobbmejl dar information om kommande
moten, nya arbetsuppgifter et cetera. Hela 45% av
mejltrafiken idag utgors av bluffmejl som forsoker vilseleda
mottagaren till att ge ut personliga uppgifter eller klicka
pa en webblink som sedan installerar skadlig mjukvara
pa dator eller mobiltelefon. Denna avhandling undersoker
om en mottagares aldersgrupp och utbildningsniva paverkar
formagan att identifiera bluffmejl. Resultaten visar att denna
formaga minskar avsevart nar aldern okar. Utbildningsniva
var diaremot inte en sirskilt stor faktor i hur formégan
paverkades.
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Chapter 1
Introduction

The ”never-ending” price decrease for technology has given more people an
opportunity to own personal devices such as computers and smartphones [1] .
The increase in personal devices has lead to a growth in the number of email
accounts used and emails sent each year [2] . E-mails are an effective way of
communicating considering how accessible it now is to reach a large number
of people and companies can now easily market their products and services for
practically no fee. However, this ease has unfortunately also opened the door
for spam mail. Studies have shown that spam mail accounts for approximately
40 — 45% of the total email traffic worldwide [3] . Spam mail is undesired and
unsolicited email which may contain a link to a fake website, intending to capture
the user’s login credentials. Other spam mail may contain malicious software
called malware that can be used to capture user information et cetera [4]. This
type of spam mail is more specifically called “Phishing”, as the attacker tries to
“phish” for a user’s personal information. The word “Phishing” initially emerged
in the 1990s, where hackers often replaced “f” with “ph” to generate new words

used in the hacker community, since they most often hacked by phones [5].

We wish to investigate, depending on the recipients’ age and education level, how
the effectiveness of phishing email varies. In this context, an “effective” phishing
email is if it managed to trick the recipient into thinking that the mail’s content
is “real” which would result in links being clicked or attached malware being
installed.

This experiment clarify if age and education level contribute to varied effectiveness

of phishing. Furthermore, counteractive measures can be taken, such as



Chapter 1 — Introduction

informing oneself, if the individual reading this report associates themselves with

a particular group that appears more susceptible to phishing [§].

1.1 Problem statement

Scam emails have become a noticeable problem in society today. The purpose of
this paper is to research the effect age and education level has on a person’s ability
to identify if an email is credible or not. Research has indicated that scammers
often target the elderly [7]. Exploring why this is the case and if factors such as
education also have an effect on judgement regarding emails is therefore worth

investigating. This study aims to investigate the following;:

« How does the effectiveness of phishing mail vary in recipients of different

ages and educational levels?

1.2 Approach

In order to investigate our questions, we first need to determine what types
of phishing emails that are present and most commonly used for scamming.
By doing this, a relevant representation of emails are shown in the survey.
The respondents first answer questions about their age and education level.
Afterwards, the respondents be asked the question “Do you trust this email?”
while being shown example emails, is the leading question but it also brings with
it limitations as the answers are "Yes/No/Not sure” . A consent form is naturally
used to ensure the security of the collected data. Using statistics, we illustrate the
respondents’ choices using bar charts. The most relevant expected data is whether
the education level and/or age of the respondents has any correlation to the
effectiveness of scam mail i.e., if the email managed to deceive them. If the results
present a clear correlation between education level and the amount of “wrong”
answers, we can confirm that education can affect how effective scam mail can
be. The same correlation is seen with age. We distribute the survey through
social media (different Facebook groups etc.). In this way, most respondents are
random people and this way of distribution hopefully gives us a good mix of ages

and education levels. We are expecting at least 150 respondents but hope for more.
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1.3 Thesis Outline

The following chapter of this paper present relevant background information,
other research related to the study as well as definitions. The third describes
the methodology used in the study. The subsequent forth chapter presents the
results obtained from the survey. The fifth chapter discusses the results and their
relevancy. The final chapter compiles the discussion and concludes the report

research.



Chapter 2
Background

This chapter begins with a description of spam Mail, a unwanted mail, and follows
a more concrete explanation of Phishing, a form of spam mail. What follows are
definitions for recurrent terminology used in the paper, such as scam and trust.
Lastly, the chapter presents a section on related research related to the subject.

2.1 Spam Mail

Digital spam can be defined as “The attempt to abuse of, or manipulate, a techno-
social system by producing and injecting unsolicited, and/or undesired content
aimed at steering the behavior of humans or the system itself, at the direct or
indirect, immediate or long-term advantage of the spammer(s)” [8]. And spam
mail can be defined as an inclusive definition from digital spam, but it also can be
defined specifically as an unsolicited- unwanted or junk email- from the recipient

or any email that the user does not want to contain in the inbox.

Although the research community has made tremendous efforts to alleviate the
spam mail problem in the past two decades, the sense of urgency has not changed.
In addition, when spam is intended to deceive or influence on a large scale, it may
change the structure of society and our behavior [8]. On consequence, there is
more spam mail these days and the amount is increasing day by day.
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2.2 Phishing Mail

Phishing is a form of social engineering where cyber criminals make use of
the Internet to fraudulently obtain sensitive information either from companies
or individual users, commonly impersonating legitimate websites (Twitter,
PayPal...) [9].

Nearly 90% of companies experienced targeted phishing attacks in 2019, whichis a
big percent to contemplate as a global problem nowadays. The volume of reported
email increased 67% year over year, augmenting concern about the issue. At the
same time, the main factor of these emails is to prevent user of being scammed
since it has been seen that the vast majority lack some cybersecurity knowledge
that could prevent these scams. For example, 45% of working adults admit to
password reuse, more than 50% do not password-protect home networks, and 90%

said they use employer-issued devices for personal activities [10].

5. Attacker obtains the sensitive information

opens the

@ phishing webpage

User is ﬁ \.
compromised B

Email with &

alink

o
£
2%
1. Sengs §E R e
e S o emat i AL
69 Shing link o i~

: 4. User submits

preventions

I
I
I
I
I
I
I
I
I
I
I
: |sensitive information
I
|
|
I
I
I
1
|
I
I
|
I

| I
| I
| I
| I
1 I
| 1
I 1
1 I
I
1 I
| |
- |
ﬁ O | p| Phishing |
- £ - T ! Webpage |
I 1
i) |
ith = | |
Attacker IE 2 1. Sends an\;?::w:r‘v! = Yeer | } H
@ phishing & 8 : 5 | 4. Malware compromises :
Email with £ | 52 w2 alwa || the user's device/account |
attachment 3 1 cone" RE I 1
= 1 ; !
: L@ | 4. User takes the !
: ’akeAa oo e ™ 11 requested action ﬁ i
n . -
| Cliop, | Q |
iiiiiiiiiii I I |
Step 1 : User opens Step 2 : User clicks on the Step 3 : User submits
the phishing email link sensitive information

Figure 1: Example of how a phishing attack is performed

For instance, a scammer may send a forged email that appears to come from a
legitimate source and use the victim’s weaknesses to build trust (figure i ). For
example, they can ask the recipient to click a web link to win a prize. Some people
have a high risk attitude or desire to gamble, which means they will click on a link
to open a phishing website. Then, some of them may decide to enter sensitive

information on the page [111].
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2.3 Definition: Scam

Scam as a noun is defined as “a fraudulent or deceptive act or operation”, and as

a verb “to obtain (something, such as money) by a scam” [12].

2.4 Definition: Trust

Trust as a noun is defined as “assured reliance on the character, ability, strength,
or truth of someone or something”, and as a verb is defined as “to place confidence
in” [13].

2.5 Related Work

Ludl et al. (2007) [14] investigated how effective phishing is, and looked for
solutions to remedy it, mainly two popular anti-phishing solutions. For 3 weeks
they tested the anti-phishing solutions integrated into the Firefox 2 (i.e., Google
blacklists) and Microsoft’s Internet Explorer 7 by automatically testing them
against a blacklist of 10,000 fake URLs maintained by Google and Microsoft, in
order to determine their effectiveness. In addition, by analysing a large number of
phishing pages, they explored the existence of page attributes that can be used to
identify phishing pages. And how these attributes (links, suspicious urls,
forms, input fields) can be crucial for the users to be scammed.

Oest et al. (2020)[15] isolated and identified detection gaps by measuring the
end-to-end lifecycle of large-scale phishing attacks. They developed a unique
framework that allowed them to passively measure victim tracking to phishing
pages while proactively protecting tens of thousands of accounts in the process.
Over one year, their network monitor recorded 4.8 million victims who visited
phishing pages, excluding tracker tracking. They used these events and related
data sources to dissect phishing campaigns: from the moment they connect to
the network, through email distribution, visitor tracking, ecosystem detection,
and finally, to account engagement. They found that the average campaign, from
inception to the last victim takes only 21 hours. At least 7.42% of visitors
provide their credentials and eventually experience a compromise and
subsequent fraudulent transaction. In addition, a small collection of highly

successful campaigns is responsible for 89.13% of victims. Based on their findings,
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they highlight potential opportunities to respond to these sophisticated attacks.

Siadati et al. (2017)[16] conducted a systematic analysis of data from a large
real-world embedded phishing campaign involving 19,180 participants from a
single organization and used 115,080 test phishing emails. The first part of their
research focused on developing methods to correct some sources of bias in order
to make a more reasonable assessment of the effectiveness of embedded phishing
campaigns and training. Then, they use these methods to analyze the effectiveness
of embedded phishing campaigns, and through the analysis to determine how
to improve the design of these campaigns. Using their method, they found that
improvements in training seemed to be limited to more persuasive phishing
emails, and there was no improvement to less persuasive phishing emails. Based
on their findings, they can suggest improvements to the design of the
embedded phishing campaign, which may increase its efficiency and

effectiveness.

Alghamdi (2017) [17] investigated the effectiveness of phishing education and
training in helping users to identify different forms of phishing threats. Users
were tested for their ability to recognise fake emails, SMS phishing (SMshing),
fraudulent phone calls (Vishing) and phishing via social networks. The aim of the
study was to measure users’ ability to recognise phishing threats and to evaluate
the effectiveness of online anti-phishing educational materials. To achieve this
goal, a phishing questionnaire was designed to conduct a pre- and post-test
experiment to test whether there was a significant difference in the average
pre- and post-scores of participants following phishing education and training
materials. The research results revealed that the scores of 43 subjects
after phishing education was provided to participants, no significant
changes were observed in the test scores. The research looked at factors
that may affect the results, for example, difficulty in understanding phishing
education materials. However, further research is needed to address these issues

and several avenues for further research are being considered.

Walrave et al. (2018) [18] used an integrative lifestyle exposure model to study
the effects of routine risky activities that make a target more likely to encounter
a motivated offender. To achieve these objectives, data collected in 2016 from
a representative sample (n= 723) was used. And different variables that play

an important role in victim hood were analysed. A relationship was found
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between online shopping behaviour and digital copying behaviour,
and phishing. In addition, a relationship was found between all online activities
(except online shopping behaviour) and impulsivity. The present study suggests
that especially online shoppers and users who often share and use files copied
online should be trained to deal with phishing attacks appropriately.
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Method

The research conducted in this study is intended to be quantitative using survey
methodology. A quantitative approach should be chosen since the purpose is
to investigate whether distinct factors are related to a particular phenomenon
[19]. Different focus groups of different ages and education levels were used
to gather the relevant information needed to investigate the problem statement.
The focus groups are non-academics and academics of different levels, along
with their respective age groups, spanning from ages 18 to 65 and above. This
chapter begins with a section describing the process of data collection, which
refers to the selection of email examples relevant to the study and the reason for
their relevance. Later is a section describing how the survey and questions were
constructed in order to extract the relevant data needed to investigate and answer
the problem statement.

3.1 Data collection

A collection of example emails had to be retrieved in order for the experiment to
be conducted. To make the experiment as fair and unbiased as possible, example
emails were constructed and/or found using newly conducted research regarding
the content of phishing email and their specific frequency. For example, in Q4
of 2020, 25% of general email subjects used as phishing were email asking for
“Password Check Required Immediately” [20] .

KnowBe4, an award winning service that collects phishing statistics using user

reports was used to collect the most up-to-date data. KnowBe4’s quarterly reports
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on phishing were added together, creating an average email subject frequency
through the years 2017 — 2019. A decision was made on not using data from 2020
nor 2021, since the COVID pandemic brought several new subjects that usually are
not used in phishing, such as “Vaccine Registration Open”. Therefore, any data
from 2020 — 2021 was left out. The decision on only using data from 2017 — 2019 is
further based on the assumption that phishing subjects will continue on the same
trend as the years 2017 — 2019, following the end of the pandemic.

Below are two pie-charts showing the top general and top social media email

subjects from the years 2017-2019. The survey examples are based on these main

topics.
Top General Email Subjects 2017-2019
8%
Other
A Delivery Attempt was made
13%
De-Activation of Email in
Process

2

12%

"Your Order is on the way" Password Check

Required Immediately

13%
Work related email 14%
(Meetings, company
Password Change

licy change etc.
oy . ' Required Immediately

Figure 2

10



Chapter 3 — Method

Top Social Media Email Subjects 2017-2019

Other ("New Voice Message”,
" New Twitter DM" etc.)

46%

Linkedin related email ("New
Message"”, "New Profile View" etc.)

Login Alert (Chrome,
FaceBook etc.)

22%

Facebook related email ("Password
Change”, Email Change" etc.

Figure 3

3.2 Construction of survey

Data was gathered with the use of a survey. The use of a survey gave us an
opportunity to reach out to a greater number of respondents. We as researchers
could therefore not affect the participants and since no physical contact was made

between researcher and participant, a greater anonymity was established [19].

A pilot study was initially conducted in order to evaluate the used data collecting
instruments, such as the pictures shown and their corresponding questions. The
pilot study showed that all participants considered that the survey was well
designed and understandable. Therefore, apart from the removal of concluding

comments used for the pilot study, the survey was left unchanged.

Google Forms was used to create the survey since it is free and has survey tools
such as automatically creating and filling a Google Sheet with data. The survey
consisted of two sections. The first section was made up of a consent form and

later questions regarding the participant’s demographic profile comprising age

11



Chapter 3 — Method

and level of education. The second section was made up by example emails as well
as questions corresponding to each email. There were 10 emails in total, where
5 are considered phishing emails and 5 are real emails from legitimate senders.
The subjects of the emails were based on the above-mentioned statistics from
KnowBe4.

Each email had three answers, “Yes”, “No” and “Not sure” with the accompanying
question “Do you trust this email?”. A deliberate decision was made on not
including the words “scam” or “phishing” in the question, in order to minimize

any influence on the respondents’ decision-making and answers.
4. Do you trust this email? *

linkedin messages <jobopening-linkedin@cyber-hotmail.com>

Linked [T
Job openings for active LinkedIn users
A company is urgently seeking for immediate employment from your region. They

are interested on your qualficatons base on our recommendation. Your emai
address has been updated in our recruitment database &
please we are warting for your CV and Cover letter

Upload Your CV Here
f the button doesn't work, you can click here. This is the best place you need to send your
CV now
2017 Linkedin Incorporatior

If you don't want to receive our emails or willing to manage the type of
email you're receiving, just click Unsubsribe But we will miss you so much

Figure 4: Example email from survey

3.3 Data compilation and analysis

The survey was distributed through social media via Facebook groups and
WhatsApp. The survey can be found here.

12
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3.4 Ethical consideration

Participation in this study is voluntary. An option to abort an individual’s
participation is deemed unnecessary considering the anonymity factor of an
online survey where only age and education level is given. The probability of
identifying a particular individual only based on age group and level of education

is deemed very low.

Current level of education

Example 1: If you are in YEAR 2 of a 5 YEAR university education, please select: University, 1-2 years.
Example 2: If you have graduated from a 3 YEAR long university education, please select: University, 3-4 years.

Select age group Select current level of education *
18-24 No education
25-34 Elementary school
35-44 High school
A5-54 Vocational education (Yrkesforberedande utbildning, Médulo de formacion basica o Superior)
55-64 University, 1-2 years
65 + University, 3-4 years

University, 5+ years

PhD

Figure 5: Questions about age group and education level along with examples

13
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Results and analysis

This chapter describes the results found in the survey. A total of 164 responses

were collected over a course of 10 days. After dividing the responses gathered from

real emails and scam emails respectively, the responses were further divided into

two groups, one for education level and one for age group. The amount of answers

from each group was calculated as well as the proportion between each “Yes”, “No”

and “Not sure” answer from both groups.

Below are two pie-charts that represent the overall spread of demographic

profiles, divided into education level and age group (figure [ ). Education level

“No education” was removed from the statistics since no respondent picked this

option.

Figure 6: Illustrating the spread of demographic profiles, divided into age
group and education level

=18-24

m25-34

35-44

m45-54

m95-64

m65+

Respondents
Age Groups

Respondents
Education level

14

u Elementary School
= High school
Vocational education
m University, 1-2 years
= University, 3-4 years
= University, 5+ years

mPhD
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4.1 Real emails

Education levels “Elementary school” and “PhD” were removed from the following
graphs as the number of respondents with t he above-mentioned educational
profiles were 3,1% and 1,8% respectively. As the emails shown are real emails
and the respondents answered the question “Do you trust this email?”, any
“Yes” answers are therefore considered correct and “No” answers are considered

incorrect.

4.1.1 Education level

Real emails
Education level
180
160 153
140 129
120
100

80 67

28
60
37
40 3

38
23
17
20 4 o I 5 I I
D — - —

High school Vocational University, 1-2  University, 3-4  University, 5+
education years years years

44

Number of answers

m¥es mMNo wmMNotsure

Figure 7
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80,0
70,0
60,0
50,0
40,0
30,0

rocentage %

P
ha
=
=]

10,0

0,0

Real emails
Education level
Answer frequency (%)

734
.................. 68400 65,3
215 = 18,9
16.3 155 '
15,3 12.2 i
5,1 I 5'6 I
[ o
High school Vocational University, 1-2 University, 3-4 University, 5+
education years years years
e YeS  mmmmm NO MNotsure e Linjar (Yes)
Figure 8

Education level as factor for real emails shows very similar distribution between all
three answers when looking at real emails from legitimate senders. "Yes” answers
of each education level are essentially identical (figure g ).

16
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41.2 Age Group

o a4 a o o
=282 88

Number of answers
R = O Qo
[ I e T e N s |

=

80,0
70,0
60,0
o 50,0
40,0
30,0
20,0
10,0

0,0

e %

Procenta

173

Real emails
Age Group

84
48
31
D 25 20 23 15 25
12
i b B e B Lk
. - . | —
18-24 25-34 35-44 45-54 59564 65 +
mYes mMNo = Notsure
Figure 9
Real emails
Age Group
Answer frequency (%)
68,3
53,2
329
~252
8BS 3.9
| -
18-24 25-34 35-44 45-54 5564 65+
e e MNO s Not sure
--------- Linjar (Yes) eenenens LiNjAr (NO) - Linjar (Not sure)
Figure 10
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Age group as factor for real emails shows a similar distribution of answers for all
age groups. The linear trend-line for “No” is leaning slightly downwards, going
from 19, 6% to 3, 9%, indicating that age group seems to have some negative effect
on the ability to determine if an email is real or not. The trend-line for “Not sure”
is leaning upwards, rising from 11, 2% to 32, 9%, which indicates that uncertainty
seems to rise in proportion to age group. "Yes” answers drop for age groups 35— 44
and 45 — 54. This might possibly be a result of the under representation of these
particular age groups (figure .d ).

4.2 Scam emails

The following graphs show the respondents answers while looking at scam emails.
Therefore, as the respondents answered the question “Do you trust this email?”,
any “Yes” answers are considered incorrect and “No” answers are considered

correct.

4.2.1 Education level

Scam emails
Education level

123
107
78
80
60 55
42
38
40 36 35 21
20 15
: I | K
0

High school Vocational University, 1-2  University, 3-4  University, 5+
education years years years

X B

8

Number of answers

mYes mNo mMotsure

Figure 11
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Scam email
Education level
Answer frequency (%)
70,0

63.6

High school Vocational University, 1-2 University, 3-4 University, 5+
education years years years

Procentage %
PMa [ ] - n
2 2 o o
(=] =] =] (=]

=y
=]
(=]

o
=

e YeS s NO Notsure  ......... Linjar (Yes)

400 28.0

......... Linjar (No)

Figure 12

Education level as factor for scam emails indicates that a higher level of education
seems to have some positive effect on how well an individual can spot a scam email,
as the trend-line for “Yes” leans slightly downwards, from 42, 7% to 33,6% and
“No” trend-line leans slightly upwards, going from 47, 2% to 53%. (figure 12).
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4.2.2 Age group

Scam emails

Age Group
180 170
® 160
@
= 140
2
..g 120 105
100
o 84
Ke]
80
5
10 w0 37
18 22 19 17 22 22 ©
20 8 I 9 . I 12
. N il O
18-24 2534 35-44 45-54 55-64 65+
mYes mNo Mot sure
Figure 13
Scam emails
Age Group
Answer frequency (%)
90,0
80,2
80,0
68 ..
o 700 65.6 627
5
o 60,0 .. 544
e | 463 e
"E 50,0 o 4831 5
@ 400
S 300 -
20,0 1218, 132 - AT2 . B g 16
10,0 I 6.1 I
0.0
18-24 2534 3544 4554 55-64 65 +
e N0 Mot sure
--------- Linjar (Yes) cweeeeee LINJAr (NO)
Figure 14
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Age group as factor for scam emails has clear results, as the linear trend-line for
“Yes” is steeply leaning upwards, from 20% to 62, 7%, indicating that age group
greatly affects how prone a person is to believing a scam email is real. The “No”

trend-line further reinforces this observation, going from 68% to 21,3% (figure

%)}

21



Chapter 5
Discussion

This chapter discuss the results, possible improvements and possible future work.

5.1 Result discussion

As seen in the result for the real emails, neither age nor education level had a
massive affect on how well the respondents could identify a real email. It should
be noted that uncertainty seems to increase with age, as the "Not sure” answer
frequency rose from 11,2% for the 18 — 24 age group, to 32,9% for age group
65+. One particular email stands out from the rest, as a real "NordVPN” email
received 35.4% “Not sure” answers. Closest to this number was a fake "Apple”
email, receiving only 24, 3% "Not sure” answers. We assume that the reason for
this is the unfamiliar logo, as VPN services are in a niche market. The above
mentioned "Apple” email had no clear logo. This seems to show that a well-known
company logo within an email is an important characteristic to what recipients
base their judgement. This assumption is further based on the fact that a fake
”Amazon” email, with a clear and well-known logo, received the most incorrect

answers of all fake emails - 46, 3%.

The statistics for age groups 35-44 and 45-54 differ from the trend-lines, which
we think might the result of under-representation of those particular age groups.

The results from the fake emails are what answered our research questions. The
results show that education level has some affect on the ability to identify fake
emails. The education level with the highest ability seems to be "University, 1-

2 years”. However, as this group only amounted for 8,6% of the participants,
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Chapter 5 — Discussion

we think this could be a result of under-representation. In our case, the rate of
incorrect answers drops around 2% each increasing education level along with a
rise of "Not sure” answers each level. This shows that people with a higher level of

education are less likely to trust an email outright, and seem to be more cautious.

Age as factor shows great diversity between how the different age groups
answered. The ability to identify fake emails looks to lessen with age, as age groups
55-64 and 65+ had the highest share of incorrect answers as well as the share of
”Not sure” answers. Correct answers drop from 65% to 21, 3%, and subsequently,
incorrect answers rise from 20% to 62, 7%, going from the youngest to the oldest
age group. The rate of incorrect answers rose between 8 —10% with each increasing
age group, showing that age group is the major contributing factor to the inability
to identify a fake email.

This result was rather expected as our personal experience has shown that this is
usually the case. But it is true that the statistical significance is not very large
as the population reached is only 164, so our sampling error may not be very
representative.

5.2 Possible improvements and future work

More time would yield more survey responses and subsequently more data. This
could negate any under-representation of particular demographic profiles. As
the survey was distributed through social media and we as researchers belong
to the younger age groups, it was hard to receive a sufficient amount of answers
from older people. Notice board were also used to distribute the survey, and we
assume that older people are less prone to type in a long web link on their phone
or computer. Due to the pandemic, we were limited to the above-mentioned
distribution methods. A larger amount of real and fake emails could also improve

the results.

Future work could include more deep diving questions, asking respondents what
they base their judgement on. By doing this, one could look at what the individuals
with better judgement base their decision on, and later teach their particular
strategies to people with poor judgement. Other example emails could then be
shown, and armed with new knowledge, the amount of correct answers would
hopefully increase across all profiles.
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Chapter 6
Conclusion

The results show that overall, individuals with a higher education level appear
slightly more sceptical and cautious when looking at emails. However, age appears
to be the most significant factor to an individuals ability to correctly identify if an
email is real or not. The results also show that an email consisting of a well-known

company logo increases its chances to be interpreted as a real email.
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