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ABSTRACT A residential load management system equips smart meters (SMs) to measure load utilization at 

residencies. SM reports electricity usage based on electronic appliances. In this paper, a smart residential load 

management system is designed by three-fold along with the provisioning of consumer security. Load 

management encompasses load categorizing by Hopfield neural network, fuzzy-logic based bill payments 

identification and load state prediction using Markov chain. Residential load is based on three classes: active 

load, affordable load and inactive load. The estimation of residential load ensures to manage the load at residency 

either to turn off the load or intimate excess consumption of electricity. The registered consumers of a specific 

residency are enabled to receive load status by Internet of Things (IoT) devices. SMs at residencies periodically 

compute the electricity manipulation and those readings are encrypted using hybrid blowfish and elliptic curve 

cryptography algorithm with considering the behavior information from IoT device and partial key storage assists 

security, even if the device is theft. This smart residential security assisted load management (SRS-LM) system 

is developed in network simulator 3 and the results showed improvements in terms of power usage, load power, 

peak load reduction, total power consumption, power cost and computation time. 

Keywords: household appliances; IoT devices; smart residential, energy meters; cybersecurity; hybrid 

cryptography.

1. Introduction 

Load management in residential sectors is presented to promote the energy savings of household appliances. 

Smart Meters (SMs) are devices deployed in a residential environment to monitor electricity usages. The 

measurements from SMs are temporally varied by the changes in load [1]. Home load management is designed 

as a decentralised framework that is embedded with SMs [2]. The load is scheduled based on the cost variations 

from the service provider that comforts the customers. The consumption of electricity depends on the 

characteristics of every home that defines the constructed structure of it. According to variations in size and 
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counts of the rooms at home, electricity consumption is varied. Among all the available home appliances, some 

of them consume more considerable energy, whereas others consume comparatively lesser energy [3]. In 

designing a smart home architecture, the loads are divided based on their utilisation of electricity.  

An energy management system in the residential sector is designed to control household appliances to reduce the 

electricity cost [4]. Considering the load power demand, the payment cost of the customer is determined. This is 

a potential benefit for the customer, which is attained by designing a two-level residential energy management 

framework. Increasing electricity demand tends to escalate the energy cost for customers. A smart house 

management system controls the decisions of household appliances that probably comforts customers [5].  

Residential load management system reliability decision based is presented to evaluate customer's participation 

[6]. Load curtailment function is modelled to minimise the satisfactory level of customer. End-user comfort is 

provisioned using a heuristic algorithm, i.e. genetic algorithm (GA), for optimal fitness estimation [7], [8].  

Controlling household appliances is achieved by GA for reducing energy consumption. User activity level is 

determined from the usage of appliances as ventilation, air conditioning, and others. Peak load at the residency 

is minimised with the assistance of Quality of Experience (QoE) based on fuzzy logic controller [9]. QoE is 

adaptively changed based on the estimated power consumption output (Low, Medium and High) from fuzzy 

logic. 

SMs in collecting electricity measurements support IoT applications based on consumers. Security is a 

challenging issue that is concerned to ensure privacy techniques [10]. Security provisioning is associated with 

lightweight authentication and cryptography techniques. This SM involved residential sector is subjected to 

certain vulnerable attacks. In [11], differential privacy is modelled for distinguishing SMs with privacy 

providence. Additive Homomorphic encryption is used for protecting the smart meter readings. Encrypting the 

data from SMs is a solution for ensuring security. Flexible data privacy is essential to appropriately decide on the 

SM reading [12]. Signature-based encryption is constructed at the gateway device in a residential environment. 

SM can collect electricity measurements and encrypt the data for security. 

Nowadays, one of the challenges in the electricity metering system is the uncertainties about predicting the energy 

demand for optimal dispatch of a living place [13]. Normally, the utility grid supplies energy to homes employing 

one of the three phases, making it vulnerable to load imbalance which is caused mainly due to uncertainties. In 

this scenario, a load management system plays an important role in the electricity distribution for the optimal 

energy dispatch to the household appliances in residential sectors [14]. The load is scheduled based on the cost 

variations from the service provider that comforts customers. In a smart home architecture design, the loads must 

be divided based on the utilization of electricity. According to variations in size and counts of the rooms at home, 

electricity consumption is varied. Furthermore, it is essential to incorporate a data acquisiton system for 

monitoring electrical parameters to cover the energy consumed at homes [15]. SMs in collecting electricity 

measurements support IoT applications based on consumers. On the other hand,  user anonymity is vital in 



 

 

designing a load management system [16]. The monitoring of user load leads to gaining knowledge about user 

behavior which further leads to potential accessibility of the network by everyone. It has to be considered the 

security system design for enhancing the load management system by using practical methods to protect user 

privacy.  

The objective of this research work is to design a security assistant load management system using hybrid 

cryptography. The smart residencies' power consumption classifies the load into several classes, design a bill 

payment model indicating the power consumed and penalty, identify the overload and the need for load in the 

network, and maximize the security of consumer privacy by performing hybrid encryption techniques. The SM 

based residential load management and privacy assurance are focused in this paper. 

1.1. Related works 

Authors in [17] have contributed to improving the demand response through algorithms by measuring the demand 

and controlling the load. Controlling of household appliances is achieved by an artificial neural network (ANN) 

for reducing energy consumption. The Active load, i.e., household appliances in a residency, was monitored and 

flexibly managed. Based on the household appliances, loads were categorized into two as controllable load and 

uncontrollable load. Load measurements are analyzed by an artificial neural network (ANN) operated by the 

trained data [18]. ANN uses a two-layer feed-forward along with back-propagation. The factors that are 

considered for training are minute-based real and reactive power. However, ANN performs faster it requires a set 

of data to be trained. Authors in [19] proposed to meet the demands of residential buildings incorporating an 

intelligent residential energy management system.. To monitor the load, they were broadly classified into three 

categories as non-interruptible and non-schedulable loads (NINSLs), interruptible and non-schedulable loads 

(INSLs), and schedulable loads (SLs). Warning messages are generated if the power consumption exceeds the 

limit. An external battery was operated to manage load, and the residency owner was not intimated regarding the 

load peaks.  

To schedule residential loads, authors in [20] developed a demand response strategy. The residencies' loads were 

classified into noncontrollable load, interruptible load, adjustable load, and shiftable load. The local historical 

data were processed with the Copula function and Monte Carlo simulation. The load setting parameters are then 

defined based on every customer's comfort; however, it may cause electricity demand. Demand-side management 

in the residential sector was involved in investigating electricity tariffs and usage of household appliances. The 

daytime energy consumption and billing were not minimized since the peak loads were not measured and 

controlled. A two-phase distributed stochastic linear programming management based cooperation game 

algorithm was developed for payments and verifying the energy consumptions [21].  

Also, an authenticated communication scheme was proposed for ensuring security in SM [22]. Here, a session 

key was generated while initializing the system, and a Merkle hash tree was constructed. The reports are 



 

 

encrypted and compute a value and then transmit the message. The neighborhood gateway was responsible for 

authenticating the data received. The major problems exist in load management, billing strategies, and security. 

Detection of load states was executed using the k-means clustering algorithm to group the input signals and then 

use the k-Nearest Neighbor (k-NN) algorithm for the classification of load states [23]. The conventional 

procedure was followed for these methods, and the results of classification were based on the clustered data. 

According to the variation in an input signal, the clustering needs to be re-created for efficient classification, and 

the only limited number of clustered were created based on the k-value.  

In [24], a low-cost universal smart energy meter (USEM) with demand-side load management was proposed in 

which the emergency load was previously stored in the utility server, based on which the load was managed in 

this system. The loads were categorized into two categories as heavy load and light load. If the consumer exceeds 

the permitted load, then an SMS will be sent from the control room to the user. On receiving this SMS, the heavy 

load must be switched off. In this case, the emergency load condition by a user could not satisfy demand since 

the electricity production failed to support all the residential customers.  

Security in residential load management was presented in [25], [26]. The measured SM values were sent to 

another end, in which security was essential, and it was provided by the Unique String Authentication procedure. 

The Android-based application was created for enabling communication between the user and the utility center, 

in which the status is updated on the user's mobile. Neverthel 

ess, if the user's mobile is theft, the status can be viewed by any third person. However, it was equipped with 

security; they are vulnerable to physical tampering, which tends to major in measured values. Overall, problems 

defined in this residential sector of load management and security are resolved with the proposed SRS-LM system 

solutions. 

1.2. Motivation and Research Contributions 

The major motivation of this research work is to design a load management system in smart grid in order to 

optimise the power consumption of the smart residencies. The anonymity of the consumers is preserved in order 

not to monitor the behavior activities of the consumer. The major issues encountered in this research area are 

mentioned below, 

 Large scale network – the smart grid system is utilised by all the people making it vulnerable to load 

imbalance which is caused mainly due to uncertainties. 

 Improper user anonymity management –user anonymity is a vital factor in designing the load 

management system. Monitoring of user load leads to gaining knowledge about user behaviour which 

further leads to criminal activities. 

These issues are considered in order to design the secure load management system. The primary objectives of 



 

 

this research work are, 

 To monitor the power consumption of the smart residencies by classifying the load into several significant 

classes. 

 To design a bill payment model indicating the power consumed and penalty. 

 To identify the overload and the need for load in the network.  

 To maximise the security of consumer privacy by performing hybrid encryption techniques. 

The major contributions of this paper are enlisted below,  

 A three-fold load management system for demand-response in residential homes integrating a Hopfield 

neural network for identifying load status from the residential sector and categorised into three classes as 

active load, affordable load, and inactive load; a novel fuzzy-logic based for electricity bill payment 

verification, and a Markov chain model to manage the power consumption and identity surplus usage of 

electricity. 

 A combination of blowfish and ECC-based hybrid cryptography for secure accessing SMs measurements 

by consumers via IoT device. The data's decryption is applicable only when the device is present with the 

corresponding consumer since this work considers behavioral information. IoT devices are subjected to 

lesser computation and hence, only a partial key is stored, which also assists in ensuring security. 

2.  Proposed SRS-LM System 

The proposed SRS-LM system is presented to envision and manage load in the residential sector and provide 

security for the SM measurements.   

2.1. System model 

SRS-LM system is comprised of IoT devices, load management system, residencies, and the utility grid. Each 

residency is deployed with multiple household appliances and an SM. SM plays a vital role in the SRS-LM 

system responsible for collecting electricity usage information from their residency. The designed SRS-LM 

system consists of  𝑁 number of residencies as 𝑅1, 𝑅2, 𝑅3, … … , 𝑅𝑁 with the corresponding number of SMs 

represented as  𝑆𝑀1, 𝑆𝑀2, 𝑆𝑀3, … … , 𝑆𝑀𝑁 and IoT devices for each residency as 1 2 3  , , , , ND D D D . The major 

home appliances that are operated in residency are light, fan, microwave oven, personal computer, air conditioner, 

refrigerator, water heater, air cooler, water pumps, grinder, dishwasher, and clothes dryer. Household appliances 

are categorized into three, based on their requirements and energy consumption.   

Household appliances in each residency are varied, and according to their utilization, the bill payment cost is 

updated. The household appliances are categorized into essential appliances, flexible appliances, and optional 

appliances, as shown in Table 1. These categories are split for identifying the load at a residency.  



 

 

 

Table 1 SRS-LM Categorize of Appliances. 

Category Type Household appliances 

I Essential appliances Lamp, fan, microwave, oven, personal computer 

II Flexible appliances Air conditioner, air cooler, water heater, refrigerator 

III Optional appliances Water pump, grinder, dishwasher 

 

Initially, three-fold load management is operated using readings from SMs. The three-process handled are 

Hopfield neural network for load classification, fuzzy logic for payment prediction, and Markov chain to identify 

residency states. Lastly, the SM measurements and load updating are accessed by the residency owner via an IoT 

device. The load classification is carried out using an artificial neural network as it provides high accuracy in 

classification, and it is not tough to gather a huge amount of smart meter reading for the training process. The 

measurements are stored in an encrypted format that is securely accessed only by the IoT user. A hybrid blowfish-

ECC algorithm is used for secure data storage. IoT devices are supposed to have the issues as low-memory, low-

power, and they are resource-constrained. Due to these limitations in IoT, the SRS-LM system minimizes 

operations in IoT devices and stores partial keys for security purposes. 

SRS-LM system gathers data from SMs deployed in each residency and is processed in the load management 

system as depicted in Fig. 1. The load management is enabled to compute load status, and on the other hand, the 

bill settlement is also predicted. 

2.2. Load management 

Load management is comprised of three major processing as load category classification, load status prediction, 

and bill payment determination. Bill payment and load status prediction are simultaneously performed. 
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Fig. 1 Proposed SRS-LM system model. 

 

The output from this system is updated, and in case of a warning message, they are intimated to the user's IoT 

device. This three-fold load management system is operated using Hopfield neural network, fuzzy logic, and 

Markov chain. The working of these three blocks for a peculiar process is detailed. The load management system 

initially authenticates the SM using its Identity (ID) and secret value    .es Using these two constraints, a message 

authentication code (MAC) is generated, and only after authentication of SM, the other load management process 

is performed. This MAC is dynamically generated during the submission of SM measurements. Let 1R  having 

1SM  with 1IdS  and 1es  as secret value. The MAC value is expressed as: 

1 1SM Id eMAC S s                        (1) 

The generated SMMAC  is exchanged and verified, and then for submission of the next measurements, the MAC 

is supposed to be as follows:  



 

 

 1 1 1SM Id eMAC S s                                     (2) 

This computation is simpler, so the SM determines it, and after completion of authentication, their measurements 

are analyzed by the load management system. 

2.2.1. Hopfield Neural Network 

  Hopfield neural network is one of the types of ANN encompassed of nodes on a single layer. The nodes in 

Hopfield neural network are updated synchronously by clock time variations. The nodes participating here exist 

with connectivity based on the determined weight values between the connected nodes. 

Hopfield neural network uses the measurements from SM as input and classifies the load into active, affordable, 

and inactive. The feedback loops formed in this network reflect its performance in enriching learning capability. 

This is efficient in solving complex computational problems. The household appliances used in three categories 

are depicted in the above section 4.1. The Hopfield neural network is designed with a single layer of nodes 

connected with other nodes as feedback connections, which helps redirect the output into the input. Here the 

number of nodes, inputs, and outputs are equal; in this SRS-LM system, the total number of residential as 

1 2 3, , , , NR R R R  nodes are constructed (see Fig. 2). The nodes are binary threshold nodes since they are served 

as a content addressable memory system. According to the arrival of input, it defines a corresponding weight 

value. The received input's weight value is determined from individual residential measurements formulated 

based on the node's weight connectivity and state. The weighted sum of the nodes I  is estimated from the 

following expression: 

1

N

i ij j

j

I w s



                                                                                       (3) 

Where ijw represents the connectivity weight exists between i  and ,j  then js  is the state of the node .j Training 

in Hopfield neural network is handled using learning rules, in SRS-LM a Storkey learning rule is applied for 

better error minimization. The mathematically defined Storkey learning rule is formulated as follows: 

0 0        ,ijw i j                         (4) 

1 1 1 1k k k k k k k k
ij ij i j i ji ij jw w h h

N N N
                              (5) 

   The above learning rules enable the properties of local and incremental for updating the connectivity weight 

information and increases if there is no need for information from any other previously trained pattern, 



 

 

respectively. Herein (4) and (5), the k
ijw is the weight estimated between i and j only after the thk pattern is 

learned, k denotes the new learning pattern, and the local field k
ijh is given as: 

1

1, ,

N
k k k
ij in n

n n i j

h w 

 

                                (6) 

Hopfield neural network is designed to classify the loads based on the utilization of categories of household 

appliances. Figure 2 depicts the Hopfield network with a single layer for classifying the load, the inputs from the 

residencies are 1 2 3, , , .,i Nx x x x x  , and the corresponding outputs are  1 2 3  , , , ., .i Ny y y y y  The inputs are 

received from each SMs that are deployed in the residencies  1 2 3, , , ., .NR R R R Output in Hopfield network is 

obtained for each residency in the determination of their current class. 
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Fig. 2 Hopfield network in SRS-LM. 

 

The significance of the Hopfield neural network is its use of associative memory. This memory is enabled to 

store part of the information using which the rest of the pattern is recollected. Recalling the previous patterns 

supports to have prior knowledge of load class for each residency. The load is categorized into three classes, as 

shown in Table 2. 

 



Table 2 Hopfield neural network based on load classification. 

Class Load type Condition 

1 Active load All category (I, II, and III) appliances are ON 

2 Affordable load Only appliances in category I and II are ON 

3 Inactive load All category (I, II, and III) appliances are OFF 

The states of nodes in the proposed SRS-LM are estimated as: 

 1 2 i NS s s s s   (7)

States s  for each node are formulated in a matrix that is trained, and here the three classes are the possible states 

of the load. The state of the node is  is determined as: 

 i i Ns sign I Th  (8) 

Where NTh  denotes the threshold. Here,   1 0sign x X    and here,   1 0.sign x X     Then the weighted 

values for each node in the constructed Hopfield network are determined in a matrix, i.e., zero diagonal. As in 

this neural network, no node is connected to itself, it should obey w w , and the weight of the node's connectivity 

is expressed as: 

12 1 1

21 2 2

1 2

1 2

0

0 ,

0

0

i N
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w w w

w w w

W w w w
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   (9) 

The threshold iTh  is given for each node according to their household appliances that are present. So here, it is 

not necessary to have all the listed household appliances in each residency. Hence the threshold for nodes is given 

in the matrix format as:  
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(10) 

The terms 1 2{ , , }N   are the individual threshold values for each node. Based on the presence of household 

appliances in each residency, the threshold is varied. If the user includes a new household appliance, then the 

threshold is also updated. After detecting the residential sector load classes, the utilization of the categorization 

of load at the residency is identified. Then, individual residential payment status is verified, and on the other 

hand, the exact utilization of load by the residency is predicted.     

2.2.2. Markov chain 

The prediction of the states of residency is carried out based on the predefined electricity utilization limit. The 

Markov chain analysis is deployed in this process as it possesses highly effective forecasting characteristics 

performed in cloud security on Information Technology applications [27], [28]. The transition probability is 

computed based on the load type and it is updated by using the equation (12). 

 In this SRS-LM load prediction, three load states are considered as  , ,n r c gX s s s i.e. normal state, critical

state, and emergency state. Discrete time-based Markov chain, which deals with n  transition time alternately. 

The Markov chain process determines the load state that can either stay in its previous state or move into another 

possible state. This Markov chain is also equipped to predict future states with respect to the present state. Let 

0X  be the initial state in which the system currently exists. 

The transferring probability of the system from one state to another is mathematically represented as: 

  1
| ,      0,1,2,lm r nn

P P X m X l n


      (11)

Where l  and m  are the probable states in the system, then the probability of state m  after 1n  is given as: 

     1 1 2
( | , 1,lm r nn n n

P P X m X l X l X
  

     02 . ),  0, , , 1 .l X n l m l         (12) 

00 10 20P P P 

01 11 21P P P  02 12 22P P P 

The possible state transitions in the proposed SRS-LM predict the probability of state transition. The transition of 

any other states to normal state is provided by the sum of , which their sum of probabilities is 

equal to 1 according to (13.a). This also applies for the other two states transitions; from any other state to critical 

state    according to (13.b), and for the transition to emergency state   according to 

(13.c), as seen in Fig. 3.  
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The transition matrix formulation of the states of Normal, Critical, and Emergency loads is defined in (14). Since, 

in a Markov chain, only the present state affects what is happening next, to have a transition between actual, 

whatever it is,  and a following state,  the sum of the set of probabilities is equal to one; that is, the probability of 

change to a specific state at a future time depends only on the current state, and not in any previous state. 
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Fig. 3 Load status prediction using Markov chain. 

Markov chain process predicts a sequence of possible events based on the probability of the events estimated. Each 

state is possible to change into another state and hence continuous building the Markov chain model. Three states 

compose the probabilities of state transition for every state. The normal state is  00 01 02, ,P P P  where no state change

can happen and move to a critical or emergency state Similarly, the other two states as critical and emergency are 

supposed to have the probabilities  10 11 12,  ,P P P  and  20 21 22  ,  , ,P P P based on the state transition, each residency's load 

status is predicted. If the load status is 𝑠𝑔, then the higher power consuming load in category II and III are insisted to 

turn it off. In turn, if the load status remains the same as before, then the utility grid is informed to shut down 

electricity to that residency. “The runtime overhead of the Markov chain to predict load category is denoted by ⊗ (𝑛. 

𝑚) where 



O m( )

n is the number of iterations, and m length of model, i.e., input number, that is the number of devices and loads to be 

categorized. Hence, the algorithm was adjusted to 500 iterations as the maximum value with a length of the 

model changing as different iterationd occur. Since runtime of algorithms highly depends on code and hardware, 

algorithm efficiency is often evaluated in terms of Big-O notation that consider algorithm performance as data input 

increases, in this case Big-O notations takes a linear form of .”  

2.2.3. Fuzzy logic 

In this section, the proposed SRS-LM system is presented to envision and manage load at the residential sector 

along with the provisioning of security for the SM measurements. The fuzzy logic is deployed for verifying bill 

payments as they have been vastly used as expert and control system providing decisions accurately in a fast 

manner [29], [30]. 

Electricity bill payment is one of the essential processes involved in detecting whether the individual residential 

owner has paid the bill. Also, we intimate the user to pay bill priory to avoid unnecessary penalties. Fuzzy logic 

considers the last electricity payment date and penalty value for modeling fuzzy rules. The fuzzy logic control 

system is flexible, and it allows observations from the input parameters.  

The fuzzy rules are supposed to be binary sets comprised of two-valued logic as True / False. A fuzzy logic 

control system is designed with the functioning of four consecutive blocks as fuzzification, rule base, interference 

engines, and defuzzification. In SRS-LM, two inputs are considered and processed to retrieve an output whether 

the payment is completed or incomplete (see Table 3). 

Table 3 Fuzzy rules. 

Inputs 

Fuzzy output ( )oF
Previous bill payment 

(PP) 
Penalty (P) 

True True Paid 

True False Paid 

False True Paid 

False False Bill not paid 

 Fuzzy Block I (Fuzzification):

Fuzzification is the first block that receives input parameters and transforms it into operable values of degree of 

membership functions. Each linguistic term has its degree of membership for the corresponding input parameter, 



 

 

which depicts the degree of belongingness of the member. The key processing in fuzzification is mapping the 

input parameter values involving predefined fuzzy membership functions. Linguistic variables are numerical 

values that define the scale based on membership functions. The membership function for triangular fuzzy model 

can be represented as, 

𝜇(𝐶𝑖) = {
1     , 𝐶𝑖 = 𝐶0 

       0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                                (15) 

 

 Fuzzy Block II (Rule Base): 

Rule base is the key block present in fuzzy logic system, which is deployed with the knowledge of building a set 

of rules. The rules are developed in the 'If-Then' format that mimics operators' logic as AND, OR, and NOT. 

From these Boolean logic operators, OR operator is used in SRS-LM system. The Takagi-Sugeno fuzzy model 

defines rules as:  

Rule 1 – If ( | ),yPP True P True   Then 1oF   

Rule 2 – If ( | ),yPP True P False   Then 1oF   

Rule 3 – If ( | ),yPP False P True   Then 𝐹0 = 1 

Rule 4 – If ( | ),yPP False P False   Then 0oF   

The true and false represents 1 and 0 respectively, the output FO having 1 and 0 denotes bill paid customer and 

unpaid bill customer, respectively. | is the OR operator which is used to define fuzzy rules. The membership 

functions are modeled into triangular sets having equal widths.  The rule states that if both the PP and Py is false, 

the output is detected as a bill not paid; otherwise, the output is presented as paid.     

 Fuzzy Block III (Interference Engine): 

The interference engine handles three steps as aggregation, activation, and accumulation. The aggregation is 

performed for estimating the degree of fulfillment ( )ffd  for the defined f  rules. Then activation is involved to 

mitigate the ffd by determining a weighted factor  0,1 .fw   Using this, the ffd  is altered as follows: 

* *ff f ffd w d                                                              (16) 



 

 

  Where 
*
ffd  is defined as a degree of confidence that is determined for adapting the defined rules under the 

considered input-output relationship. On reducing the 
ffd  for each rule, then accumulation is determined by 

summing up all the output. As a result, the rules are constructed with two inputs and single output variable. 

 Fuzzy Block IV (Defuzzification): 

The variables in this block are converted into crisp values for processing. The center of gravity method is 

presented in defuzzification. Finally, the crisp output oF  is mathematically estimated using the center of gravity 

as: 
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From this, ic  is the discrete point running and  ic  is the membership value that is defined in the corresponding 

membership function.  

Fuzzy logic having higher precision and efficiencies for estimating the customer's payment details at a faster rate. 

A set of four rules as 2 p  i.e. 2p   denotes the total number of input parameters, hence 22 4.  These two 

parameters are enough to verify the user's payment. If the output is false, then the residential customer will be 

receiving a warning message to pay the bill via their IoT device. This warning message will include the cost to 

be paid for the energy consumed from their residential household appliances used. Power consumption cost [31] 

is determined from the following formulation: 
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                                     (18) 

 

 t
iC R  is the cost of thi  residency at time t  that is estimated from total power consumption 1 2, , , T

s s s sG G G G  , 

where T  is the time slot in a day, t
ip  is the power allocated for the particular customer i . The cost per customer 

is determined, and their payment amounts will be included in the message.  

 

 



 

 

2.3. User security 

The proposed SRS-LM offers user security by encrypting electricity readings using hybrid blowfish and ECC 

algorithms. IoT users are enabled to access their household electricity utilization and keep update with the 

increase in load. Monitoring of load is associated to minimize electricity cost. In hybrid blowfish and ECC, a 

random number is generated [32]. Here in this proposed SRS-LM system, the integrated blowfish uses ECC for 

the generation of that random number. The unique point from ECC is used as a random number. 

Blowfish is a symmetric-key cryptography that splits the message into blocks and encrypts 64-bit block. Blowfish 

algorithm performs subkey generation and encryption/decryption. The key size differs between 32 bits to 448 

bits. Here 18, 32-bit sub-keys are composed by using P-arrays. This array initializes 4-s boxes, and then P-arrays 

are XORed for generating sub-keys. Determine a random number from the ECC algorithm. Let the ECC curve 

equation be: 

2 3y x ax b                                                               (19) 

Two points 1P  and 2P  are selected from ECC as a new random number which is said to be 64-bit. Combining 

both 1P  and 2P  convert them into binary form for random number generation. This number should exist with a 

minimum of five 1's in its least significant 16-bit. Based on the 1's position in the least significant bit, the function 

is operated in 16 rounds. The plain text is performed XOR operation with the generated random number, and 

then they are divided into two sub-divisions. The sub-divisions are swapped on each iteration until total iterations 

are reached. Lastly, the two divisions are recombined, and encryption is terminated.  

The encrypted plain text is updated on the user side while accessing the user decrypts and views the original 

measurement status. Since the increased theft of mobile devices, only a partial key is stored in the device in the 

SRS-LM system. IF a customer requests to access the information from the SRS-LM system, he/she will be 

authenticated based on the behavioral information. This information includes typing speed, location, and others. 

Only after authentication, the partial key will be provided for decryption. In this SRS-LM system, security is 

ensured even in the case of lost IoT devices. If the device is lost, then the user can register with a new device into 

the SRS-LM system and receive partial keys to keep updated with the electricity utilization.    

3. Experimental evaluation 

3.1. Simulation Environment 

A simulation environment is constructed using the parameters that are highlighted in Table 4. The simulation 

parameters are not limited to this. SRS-LM system is proposed with load prediction and security in the residential 

sector. The SRS-LM system model is developed in network simulator–3.26 (Ns-3) installed on Ubuntu 14.04 



 

 

LTS operating system. The developed SRS-LM is executed using two commands: ' sudo ./waf configure' and 

'sudo ./waf build'. 

Table 4 Simulation parameters. 

Entities Specifications 

Simulation area 1000 x 1000 m 

Number of SMs (Static) 25 

Number of IoT devices (Dynamic) 25 

Load management server 1 

Number of measurement packets generated 50 – 100 

Measurement time interval 5 – 7 seconds 

Mobility model (IoT mobile device) Random waypoint mobility model 

Mobility speed 10 – 50 mps 

Transmission rate 100 Mbps 

Simulation time 300 seconds 

 

This work was implemented in a simulation tool. We have properly specified individual residency with the above-

discussed number of household appliances, and their appropriate power consumption values are fed into. Table 

5 depicts the load and their load values that are used in the SRS-LM system. 

Table 5 Load power consumption. 

Category ID Load Power rating / kW 

I 

01 Light (Fluorescent lamp) 0.04 

02 Fan 0.10 

03 Microwave oven 0.8 

04 Personal computer (charging) 0.05 

II 

05 Air conditioner 1.5 

06 Air cooler 1.0 

07 Water heater 2.0 

08 Refrigerator 2.4 

III 
09 Water pumps 2.3 

10 Grinder 0.5 



 

 

11 Dishwasher 2.1 

 

From the load power of each household appliance, SM in individual residency delivers the values to the server. 

The server is fed with a three-fold load balancing with a hybrid cryptography algorithm. Using the parameters as 

shown in the above table, the simulation setup is generated as depicted in Fig. 4. According to the simulation 

setup, the proposed SRS-LM system's results are obtained and compared with previous USEM. 
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Fig. 4 Ns-3 SRS-LM simulation setup. 

3.2. Comparative results 

The proposed SRS-LM system procedure is compared with USEM, and the performance efficiencies are 

discussed. In USEM, the load management system emergency load was determined from the user-defined load 

condition. However, it works well for a single residency it tends to cause improper management among a 

residential sector. The performance is evaluated in terms of the following metrics: load power, peak load 

reduction, power cost, power utilization, and computational time.  

3.2.1. Load power 

Load power is defined as the power consumed by different household appliances at residency. The load power is 

variable in accordance with the presence of appliances in residency.  

According to the increasing number of residencies, power increases due to the use of all household appliances. 

Figure 5 demonstrates the performance of load power by comparing the proposed SRS-LM with USEM. In 

USEM, a single residency consumes 0 – 80kW, whereas our proposed work SRS-LM deals with 25 residencies, 

and the load power is a little higher than the previous work. As per the increase in execution time, the number of 

residencies operation is increased, and hence the load is gradually increased, but the prediction of accurate load 



 

 

status manages load at the residential sector with 25 residencies. The variation in minimum to maximum power 

for each household appliance is involved in load power estimation. 

 

Fig. 5 Comparative results for load power. 

3.2.2. Peak load reduction 

Peak load reduction is present to manage the load when it exceeds the limit. The minimization in peak load 

reflects on the reduction in the power cost of each consumer. Peak load reduction requires accurate load 

prediction.  

In SRS-LM, peak load is predicted from the Markov chain, which initially identifies the load category in which 

that residency is activated currently. Figure 6 depicts the comparison of peak load reduction of proposed and 

existing USEM.  

 

Fig. 6 Comparative results for minimization of peak load. 

In SRS-LM, more than 40% of peak load is reduced with an increase in the execution time. This is possible as 

the proposed SRS-LM performs classification of load and accurate prediction of load, resulting in increased load 

reduction. Comparatively, USEM possesses lower load reduction due to a lack of effective load management. 
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Peak load reduction for 25 residencies greatly impacts minimizing power cost for all the consumers, and the 

dynamic management of emergency loads is a potential benefit for consumers.  

3.2.3. Power cost 

Power cost is a significant metric that estimates the price for the utilized electricity power. Increasing electricity 

usage and ignoring peak load reduction will certainly lead to higher power costs. Power cost is estimated from 

the above sections using the formulated equation (18). Detecting peak load in SRS-LM and USEM is designed 

to minimize the power cost of the consumer. Power cost for residency is varied timely based on the use of different 

household appliances.  

Figure 7 shows comparison results of SRS-LM and USEM based on their power cost. When the execution time 

reaches 300s, all 25 residencies are active state using a certain load, whereas in USEM, a single residency is 

present entirely. Power cost is an increasing factor that gradually increases in peak times, and it has eventual 

reduction while managing loads efficiently. Power cost is estimated in terms of kW, i.e., electricity use. 

 

Fig. 7 Comparative results for power cost. 

3.2.4. Power utilization 

Power utilization is analyzed in terms of power usage and total power consumption in the deployed environment. 

In Table 6, the power usage with respect to the number of residency and power consumption is given with respect 

to execution time. 

Table 6 Power utilisation. 

Number of residencies 

Power usage (kW)  

Execution time (s) 

Total power consumption (kW)  
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5 11 12  100 41 42  

10 14 15  150 42 43  

15 19 21  200 43 45  

20 28 30  250 45 48  

25 41 45  300 50 52  

 

The existing USEM is presented for more than one residence, which resulted in higher utilization of power than 

the SRS-LM. However, only a smaller variation in power utilization, it impacts the changes in total power 

consumption. Minimizing the total power consumption by balancing the load is the key goal of SRS-LM. 

Monitoring SM measurements and predicting the load obtains moderate power consumption. 

   

3.2.5. Computational time 

Load in individual residency is predicted using three-fold load balancing, which deals with certain mathematical 

computations to identify the load and update customers through their IoT device. Computation time is determined 

for predicting the load status of the residency.  

Computational time is plotted concerning the number of increasing residencies as depicted in Fig. 8. Computation 

time gradually increases with the growth of the number of residencies, since additional involvement of residency 

includes processing of household appliances. This comparison shows that the computation time for the proposed 

SRS-LM decreases while USEM has a higher time to predict load status. 

 

Fig. 8 Comparative results for computational time. 
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The Hopfield neural network and Markov chain in SRS-LM guarantees lesser time for computations to predict 

load accurately. While in the previous USEM, the load is predicted based on user-defined threshold values. The 

owner's load preference is not advisable since it creates electricity scarcity problems, and different limits by each 

residency become complex and consume time for load prediction.       

3.3. Security analysis 

Security is majorly focused in this paper by presenting a hybrid algorithm that integrates blowfish with the ECC 

algorithm. The measured values from SMs are securely accessed by consumers using their IoT devices. Initially, 

the originality of SM is verified by generating MAC; later, the data are encrypted using a hybrid algorithm and 

stored. 

The stored information is periodically updated according to the changes in power consumption. This information 

is accessed from anywhere by the user. Table 7 illustrates the execution time of the blowfish ECC algorithm, 

whose data size is 1 KB. Here the SM measurements are numerical values of power readings, and those data are 

smaller in size. The performance of the blowfish ECC algorithm in SRS-LM is evaluated in terms of 

authentication, confidentiality, and data integrity. The three constraints of security analysis are discussed below. 

Table 7 Execution time for the hybrid algorithm 

Number of rounds Execution time (s) 

4 0.08 

8 0.09 

12 0.12 

16 0.14 

 

3.3.1. Authentication 

In the proposed SRS-LM, the communication is authentic since the behavior of the user is determined. Behavior 

is based on the details of built-in sensors that are extracted. Here, it is impossible for a third person to access SM 

data since only a partial key is present in IoT devices. Also, it gives the SM data only after authenticating the 

user based on their behavior.   

3.3.2. Confidentiality 

This constraint is also attained in the SRS-LM system, which stores the data after encrypting it. Encrypting the 

SM measurements and load status information using a hybrid blowfish ECC algorithm enables to provide 



 

 

confidentiality since no one can read this information unless the corresponding user is authenticated and decrypt 

the information.    

3.3.3. Integrity 

The SM values in SRS-LM are encrypted, and so it cannot be altered by any third party. The communication 

between IoT and server is handled in a secure channel. Also, the users are authenticated before receiving the 

information, which ensures data integrity.  

The proposed SRS-LM system is accomplished with the goal of load management and security. Load 

management is attained by a three-fold process of load category detection, load status prediction, and bill 

payments verification. On the other hand, security is provisioned by authenticating SM, authenticating IoT 

devices, and hybrid cryptography-based secure data access. Also, to minimize computations and memory 

limitations in IoT devices partial key is stored, which supports security even if the device is stolen. 

4. Conclusions 

In this work, an SRS-LM system is developed for load management in the residential sector with the provisioning 

of secure access by customers using IoT devices. The readings from SMs are authenticated with MAC, and then 

based on the measurements, they are categorized into different loads. Three-fold load management is presented 

by designing Hopfield neural network, Markov chain, and fuzzy logic. Hopfield neural network classifies the 

load into three categories as active load, affordable load, and inactive load. Furthermore, the Markov chain is 

involved to predict the current load status as normal, critical, or emergency. This load status is enabled to give a 

warning message to turn off excessively used load at the residency. SRS-LM ensures secure accessing of SM 

measurements and load status by the applied hybrid cryptography algorithm. Blowfish algorithm is integrated 

with the ECC algorithm. Blowfish procedure is followed in which the random number generation is undergone 

by ECC. The comparative results for power utilization, load power, peak load reduction, power cost, and 

computation time have proven its better efficiency than the previous USEM system. In the future, it is planned 

to concentrate on a demand-side load management system. 
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