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Abstract: Internet of Things (IoT) is a developing technology for supporting heterogeneous physical
objects into smart things and improving the individuals living using wireless communication systems.
Recently, many smart healthcare systems are based on the Internet of Medical Things (IoMT) to collect
and analyze the data for infectious diseases, i.e., body fever, flu, COVID-19, shortness of breath, etc.
with the least operation cost. However, the most important research challenges in such applications
are storing the medical data on a secured cloud and make the disease diagnosis system more energy
efficient. Additionally, the rapid explosion of IoMT technology has involved many cyber-criminals
and continuous attempts to compromise medical devices with information loss and generating bogus
certificates. Thus, the increase in modern technologies for healthcare applications based on IoMT,
securing health data, and offering trusted communication against intruders is gaining much research
attention. Therefore, this study aims to propose an energy-efficient IoT e-health model using artificial
intelligence with homomorphic secret sharing, which aims to increase the maintainability of disease
diagnosis systems and support trustworthy communication with the integration of the medical cloud.
The proposed model is analyzed and proved its significance against relevant systems.

Keywords: health system; artificial intelligence; inflectional diseases; energy efficiency; homomorphic
secrets

1. Introduction

Internet of Things plays a vital role in information gathering with the help of battery-
powered sensors and transmits the patients’ data to end-users [1–3]. Currently, they are
collaborating with computing devices to diagnosis different inflectional diseases and issues
of public health such as typhoid, malaria, blood pressure, etc. [4–6]. These are biosen-
sors that can collect health-related data from any implanted surgical device, wearable
bands, mobile device, etc. However, these biosensors are very limited in terms of battery
power, transmission power, storage, and processing units, so their efficient utilization
is one of the common factors for improving any medical system. Many solutions have
been presented to initially analyze the medical symptoms using constraint-oriented IoMT
biosensors and support different services on emergency cases [7–9]. These medical sen-
sors are directly communicated with a local coordinator and further collaborate with
sink nodes to send health data to the public cloud [10–12]. However, the management
of healthcare resources efficiently with the slower response time from medical experts is
one of the critical research challenges. Additionally, medical systems are more sensitive to
data compromise and illegal attempts on medical data and gain significant interest from
the research community [13,14]. Since medical data is based on tier structure [15,16] and
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flooded on free access medium, IoMT technology often deals with malicious machines,
and ongoing health records are easily accessible to intruders. Therefore, this research work
presented a lightweight, trustworthy, and efficient health model for the maintainability
of disease diagnosis systems using artificial intelligence. It not only utilizes the heuristics
and gradually reaches the goal state with nominal overhead on IoMT infrastructure but
also leads to secured routing using homomorphic secret sharing. The proposed artificial
intelligence heuristic decision balances the energy load and decreases communication
overheads while communicating smart healthcare technologies. It significantly offers intel-
lectual performance over the public network and increases the transmissions reputation
of medical detection systems. Moreover, it establishes trust among peer medical sensors
and avoids unauthorized access to medical data. In the security component, the proposed
model utilizes strong cryptosystems to protect the health care system from malicious nodes
and increases the reliable transmission among edge network and sink nodes.

The fundamental objectives of our proposed model are:

i. To develop a best first search (BFS) based artificial intelligence heuristic algorithm
using IoMT. It supports data fitness and stability for IoT communication.

ii. To develop a trusted algorithm for finding harsh actions on real-time IoMT data
and enhance the sureness level in an unreliable and unpredictable situation.

iii. To develop a security algorithm using cryptosystems and ensure to support online
protection for health data against interferences.

The rest of the research article is organized as follows. Section 2 discusses the related
work and problem findings. Section 3 presents the main components of the proposed
model. Section 4 shows the analysis of the performance of the proposed model in the
comparison to other solutions. In the end, Section 5 concludes the paper.

2. Related Work

The wireless networks [17–19] are integrated with various physical objects and small
sensors to gather data either on an event-by-event or continuous basis. The systems are
self-configuring and scalable in terms of multiple tools. The collected data is redirected
via different switching nodes to the sink node, where all linked end-users can reach it. In
contrast to other ad hoc network architecture, sensor nodes are installed at random and
their locations are not pre-planned. They are helpful for various industrial, healthcare,
military, agricultural, and smart applications, but the sensor nodes are limited in terms of
energy, control, and transmission. One of the most critical activities in an intelligent city is
retrieving the various parameters involved in multiple control systems. Transportation,
energy storage, air conditioning, and other applications are examples of these types of
processes. Controlling the air quality in smart cities, on the other hand, stands out as a
crucial problem because it has profound health implications, rendering environmental
sensing a critical challenge and an effective service [20,21]. Wireless body area network
(WBAN) [22,23] is a new technology that can be used in many areas, including healthcare,
emergency management, remote medical care, and sports, entertainment, and consumer
electronics. WBAN connects many medical sensors and machines through wireless links to
help the healthcare industry handle patient data. These tiny sensors, which are ultra-low
power, emit harmless radiations, are intelligent and lightweight, and track and collect
medical data to send to a coordinator using low-power RF technology. The data is then
sent to a central location to be analyzed and implemented. The call centers and doctors
used IoMT instruments to access the sensed data and handle the patients accordingly. The
sensed data in WBAN applications are biological signals, such as blood pressure, ECG,
pulse, sugar level, and so on, which require immediate medical attention. As a result, such
systems usually demand low latency and high data reliability.

Due to the huge collection of health data, disease diagnosis systems need a high
degree of data processing and analysis to facilitate medical science. Recently, many edge-
based solutions [24–26] are proposed that are integrated with medical technologies and
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improving energy efficiency. The IoMT nodes may be installed separately at the base, such
as at home, clinic, or hospital, where medical data must be monitored [27,28]. These edge
health nodes now have a complete OS supporting the edge CPU and graphics processing
unit (GPU). This system enables edge nodes to conduct high-cost deep learning-based
computations, particularly in the medical system. Many studies have recently concentrated
on working with inflectional diseases and safely transferring them to medical centers to
gain personal protection and authentication. Since the gathered data is more vulnerable
and can be used by intruders to make false medical statements, authentication is also a
significant factor in preventing unauthentic access [29,30]. In [31], authors suggested a
dual sink solution for body area networks (DSCB) using clustering, to achieve effective
and secure connectivity while still being energy efficient. Based on clustering approaches
with dual sink nodes, it extends the network lifespan. The data forwarder node is cho-
sen using a cost function that considers residual capacity, distance from the sink node,
and transmission power parameters. It contrasted itself with previous work and showed
improved network throughput, data delay, and network reliability. Authors in [32] sug-
gested attribute-based encryption (ABE) authentication scheme for medical applications
at the network layer in HetNets to authenticate the data requester. This security protocol
assists in the defense of sensitive information from intruders. Capturing the intruders
also cuts down on communication costs. Their results, which were confirmed in AVISPA,
demonstrated improved data protection and privacy in the face of intrusion attacks. In [33],
the authors suggested an algorithm for protecting personal identity by combining cluster
principles with access control policies. This algorithm has been successfully applied to
data exchange and knowledge collection in clusters while protecting individual identity.
Compared to current machine learning algorithms, the highest number of clusters cre-
ation took the least amount of time. Compared to OKA and K member algorithms, the
second proposed algorithm has lost the least detail. The protection of the patient’s data
is greatly improved as a result of these performances. Security risk analysis and effective
coordination efficiency are also recent issues in medical and healthcare systems. Because
of the problem of unbalanced energy consumption, IoMT sensors can slow down data
transmission to remote data centers. The authors of [34], proposed a smart edge-based
health system, which aims to minimize the system latency and increases energy efficiency.
It also optimizes the service in the delivery of medical data. It formulates a multi-objective
optimization framework, which provides an edge node for the adjustment of compression
parameters and chooses the optimal radio access. The experimental results have proven
that the proposed system saving energy resources and improving the delivery time than
other solutions. In [35], the authors created a medical diagnosis humanoid (MDH). This
low-cost, high-reliability mobile robotic device conducts a full diagnostic test to decide
whether or not a person is contaminated with COVID-19. Their methodology focuses on
creating an artificial intelligence-based system for medical research, in which humanoids
can navigate to desired destinations, diagnose an individual for COVID-19 using various
parameters, and conduct a locality survey for the same. The humanoid uses several sensors
in the field to provide real-time data sensing and analysis through machine learning.
Lin et al. [36] proposed a revised privacy-enhanced data fusion approach (PDFS) to
overcome these medical and healthcare-related issues. The four main components of
the proposed PDFS are sensitive task description, work fulfillment estimation, reward
mechanism-based task contract architecture, and homomorphic encryption-based data
fusion. Extensive simulation studies show that PDFS can boost the privacy security for data
fusion in COVID-19 application environments based on IoMT while achieving high task
classification precision, task completion rate, task data reliability, and task participation
rate as well as a low average error rate. Using the trusted platform module, the authors
suggested a group cloud architecture in an IoMT environment that guarantees end-to-end
security and avoids many of the current negative aspects [37]. Authors in [38] proposed
a configurable, reliable, and confidential distributed data storage scheme, which aims to
encrypt the data and controlling the computing processes. It utilizes the redundant residue
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number system (RRNS) with the new functions for secret sharing and error control. It offers
the concept of an approximate value of a rank of a number (AR) that explicitly decreases the
computational complexity and size of the coefficients. The theoretical analysis has proven
that the proposed scheme supports not only enhancing reliability, and reducing the data
storage overheads, but also offering data encryption. In [39], the authors proposed a secure
K-NN, which aims to offer privacy-preserving K-NN training for IoT networks. It uses the
concept of a Blockchain technology integrated with a partial homomorphic cryptosystem
(PHC) known as Paillier to save all applicants with data security. It securing the IoT data
that is receiving from various providers and maintains the data integrity. The proposed
solution significantly increases the efficiency and security as compared to other solutions.
The authors in [40], proposed an energy-efficient approach for the collection and analysis
of IoT data. It applied a fast error-bounded lossy compressor on the collected IoT data
before its transmission and decreases the ratio for high energy consumption. Moreover,
it offers the transmission of data on an edge node and executes the supervised machine
learning techniques. The experimentation results have proven that the ratio of transmitted
data is improved without compromising the quality of medical data. Table 1 illustrates the
summary of the related work.

Table 1. Summary of related work.

Comparative Approaches Contributions and Research Challenges

Existing work

• Unlike traditional communication systems, IoMT-based
communication is more adaptive and prone to failure
due to the involvement of the public and uncontrolled
communities over the Internet.

• Due to limited resources for medical sensors,
energy-saving and maintaining the communication
nominal response time are significant parameters.

• Moreover, as medical sensors are participating on an
open medium such as the Internet, they are subject to
increased cybercrimes and medical malpractice rights.

• In recent years, improving the energy efficiency and
security of disease diagnosis systems using lightweight
processing power and easy access to medical data are
some other demanding tasks.

3. Proposed Model

This section presents the detail of the proposed model with along all the developed
components. Our proposed model is comprised of two main components. Figure 1 depicts
a block diagram of the proposed model. In the first component, we utilize the heuristic
technique to flow the medical information to its goal state with lower communication
breakage and time. Initially, the medical nodes are structure in undirected graph G with
edge E. Each edge is assigned to a particular score and its value is updated whenever
any changes arise in-network or nodes status. This component also ensures to lower the
traffic in the specific route to flow the medical data and offers delivery of medical data
using network edges. In the second component, the proposed model first establishing
trust among the chain of IoMT nodes and increases the trustworthiness in transmitting the
medical records. Such a component eliminates the involvement of malicious devices to be
part of transmitting the medical data. Secondly, it also provides the services of securing
the sensitive information of inflectional diseases from leakage and unauthentic permission
over insecure routes. The following are few network assumptions that consider in the
development of the proposed model in a realistic environment.
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Figure 1. Block diagram of the proposed model.

i. The medical sensors are constraint-oriented devices with embedded global posi-
tioning system (GPS).

ii. Network edges are mobile, can interact with both medical sensors and the sink
node.

iii. Network edges and sink nodes are robust with high computing resources.
iv. Nodes can set the neighbor table using position coordinates.
v. Malicious machines are deployed for redirecting the health data or flood false data

packets on request.

The proposed model exploits the undirected graph G and executes the greedy BFS
algorithm to accomplish the route optimization for medical applications. The undirected
graph G acts as a search zone to route the medical data from the source state to the sink
node with an optimal forwarding system. Additionally, the proposed model distributes
network edges to minimize the nodes’ load and latency in sending the data from the lower
layer of medical application to the user layer. Firstly, it initiates the process of greedy BFS
from the source node towards network edges and later network edges communication with
the sink node. If the distance from network edges and sink nodes is greater than a certain
threshold, then the proposed model utilizes a neighbor discovery scheme. Thus, unlike
most of the current work, the proposed model improves the forwarding system of medical
applications and reaches the goal state with the management of minimum communication
overhead and cost.

Furthermore, it utilizes the score of network edges f (n) and introduces artificial
intelligent heuristics. The proposed model is comprised of two states, i.e., Verified and
Unverified. All the computed neighbors are included in Verified state S and those neighbors
that have not been evaluated yet are included in Unverified state S’.

Let us consider that source node i need to send to data to the network edge nedges.
To initiate this process, the source executes the neighbor discovery scheme that aims to
explore the optimal subset of neighbors ni among nodes N. Additionally, the neighbor
discovery scheme arranges the ni in a particular queue using their priority ID. The queue is
updated when any changes incur in the network or nodes’ attributes. Equation (1) defines
the formulation of nodes’ queue N(Q).

N(Q)= max ∑k
i=i ni (1)

where ni ε N
In neighbor discovery scheme, the computation of f (n) performs a vital role in opti-

mizing network performance and delivering the medical data on time to response centers.
The f (n) exploring the minimum number of neighbor nodes in such a manner to least the
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number of hops and reducing the latency factor using heuristic h(n). Each node computes
its heuristic value using h(n) and share the computed value in their proximity. In the
proposed model, h(n) value is comprised of distance d, and delivery time td. Equation (2)
defines the computation of heuristics h(n).

h(n)= d+td (2)

The value of d is the integration of distance of source node i to a neighbor ni as denoted
by d′, the distance of neighbor to network edges edgei as denoted by d_edge and mobility
ratio of network edge edgem, as defined in Equation (3).

d= 1/( d′ + dedge + edgem) (3)

Additionally, the computation of td is based on the delaying time and fluctuation in
data receptions drecp. The proposed model set a threshold to identify the strong s and weak
w transmission channel c, as defined in Equation (4).{

i f drecp > threshold
then c = s, else c = w

(4)

The network edges maintain a table T for all its neighbor sensors to identify the
malicious traffic and further collaborate with sink node to attain privacy for medical data.
In the proposed model, network edges utilize the homomorphic secret sharing (HSS)
scheme and divide the secret key X into different pieces xi [41]. Each piece is distributed to
individual nodes such that each node xi ε T. All the shares are mathematical hidden actual
secret key X from malicious nodes. The secret must be split in such a manner when all or
any k subset of shares are combined to recover the actual secret information X. Each node
can use its homomorphic secret to encrypt the health data as defined in Equation (5).

E(m)= mi ⊕ xi (5)

Moreover, the encrypted data is mapped with digital hashes to network edges as
defined in Equation (6).

C= E(mi) + E(mi+1) + . . . + E(mk) (6)

Upon receipt, network edges combine all the pieces xi to construct the actual secret
information as define in Equation (7). When it recovers the actual secret, it ensures the
authenticity of incoming medical data from the sensors layer. The network edges further
collaborate with the sink node to transmit the medical record.

X= ∑k
i=0 xi (7)

RSA cryptosystem [42] is utilized among network edges and sink node to transmit
medical records as defined in Equation (8).

Ek(Di) = Di
e mod n (8)

Upon receiving the medical data, the sink node performs the decryption function
defined in Equation (9) and obtains the medical data. Later, the data is stored in the
response center and medical experts analyze the disease with appropriate treatment.

D ≡ Ek
d mod n (9)

Figure 2 illustrates the flow chart of the proposed model. It consists of the development
of initiate routes, determining heuristics, data mapping, secret shares, data encryption,
and hash mapping components. In the beginning, it establishes the initial routes for
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the forwarding of data to network edges and from the network, edges to sink nodes. It
determines the score using heuristics and split the nodes either into two states. It initiates
the process of neighbor discovery and at the time of data routing, it selects the most optimal
ones. Moreover, the optimal nodes are readjusted using network dynamics and inform the
neighbors about the current state. Afterward, the network data is routed on the selected
nodes until it is successfully arrived at the sink node by utilizing network edges. The
network edges make use of the homomorphic secret sharing scheme for the generation and
distribution of secrets among nodes and securing the process of data encryption. Moreover,
the chain of encrypted data is constructed using the technology of hash mapping which
gives the hard and complex computation for attackers to recover the actual data. In the
end, sink nodes offer a high-level security approach to protect the shared data with various
application users.

Figure 2. Flow chart of the proposed model.

4. Performance Analysis

In this section, we present the performance analysis of the proposed model using
simulations. An object-oriented network simulation software NS-3 [43] is used to build the
scenario in the Ubuntu platform. Our proposed model utilizes the WBAN topology that is
comprised of wearable and implanted sensors inside the human body. These sensor nodes
collecting the monitor physiological factors of the human body, i.e., blood pressure, glucose
level, flu, fever, etc. The number of sensors nodes is varying from 25 to 125. Each node has
fixed a transmission radius of 3m. The size of data packets is set to 64 bits. Initially, the
energy level of all the sensor nodes is set to 2j. The simulation is executed for the duration
of 1000s. We deployed the 10 malicious nodes randomly and at different locations. The
number of sensor nodes is set from 25 to 125. The network edges are varying in the range
of 3 to 15 and moving with a speed of 1 to 5 m/s in a fixed radius. Table 2 illustrates the
parameters for simulating the proposed model.
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Table 2. Simulation parameters.

Parameters Values

Initial energy 2j
Sensors 25 to 125

Deployment Random
Malicious nodes 10

Data flow CBR
Nodes transmission range 3 m

Medical sensors 100
Packet size 64 bits

Simulation time 1000 s
Initial energy 2j

Network edges 3 to 15
Speed of network edges 1 to 5 m/s

Experiments

In this section, the performance of the proposed model is compared with other so-
lutions. The experiments are done in terms of energy consumption, packet drop ratio,
delivery time, and data leakage. The simulation data is recorded in the trace file and later
it is utilized to evaluate the performance of network metrics. The performance results are
tested in two different scenarios varying the number of network nodes and the varying
speed of network edges. The comparison evaluation is based on the proposed model,
ABE [32] and PDFS [36].

Figure 3a,b illustrate the performance of the proposed model in terms of delivery
time. It is observed that the proposed model improved the efficacy of data latency by 13%
and 15% in the comparison of the existing solutions. It is due to the involvement of the
multi-hop model instead of direct communication. Additionally, the generated routes are
based on the heuristic value which is comprised of quality-aware parameters. During
computation of heuristics, the longer routes are eliminated from the choices and shortest
with high delivery ratio channels are included. Thus, the utilization of mobile network
edges performs a vital role in decreasing the delivery time in forwarding data of medical
applications. In the proposed model, the network edges provide the bridging facility
among medical sensors and sink nodes and maintain the structure of associated nodes in
its local database, which keeps track of established routes for medical records.

In Figure 4a,b, the proposed model is compared with an existing solution in terms of
packet drop ratio. It is seen that the proposed model improves the efficacy of the packet
drop ratio by 19% and 21% in the comparison of existing work. It is due to that unlike
PDFS and ABE, the proposed model utilizes the most capable and reliable forwarders to
carry the medical record towards emergency centers. The proposed model supports a more
optimal way using a greedy BFS algorithm to extract the long-run routing path from the
source state to the sink node. Thus, it decreases the ratio of data loss and interruption due
to fluctuation of link damages as the data rate increases. It is also observed that, unlike
PDFS and ABE schemes, the proposed artificial intelligence heuristics avoid selecting
damage routes for health records and decreasing the frequency of data re-transmission.
In the proposed model, the network edges act as a controller for the nodes that reside in
its proximity and efficiently reduce the packet loss ratio. Furthermore, due to optimum
heuristics, the proposed model denies the data for forwarding on highly congested routes.
Ultimately, it increases the significance of IoMT technology in a fault-tolerant manner.
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Figure 3. Evaluation of delivery time among proposed model, PDFS, and ABE.

In Figure 5a,b, the performance result of the proposed model against existing solutions
is illustrated in terms of energy consumption per round. It is seen that the proposed model
improves the energy consumption per round by 16% and 18% under a varying number
of network edges and their variable speed. Previously, it was seen that with time, the
number of packets drop ratio is also increasing by the proposed model. This was due
to the exchange of high control messages and congestions in the presence of malicious
sources. However, it is observed that the proposed model decreases the ratio of energy
consumption among IoT nodes due to the use of artificial intelligence heuristics and
extracting the optimal cost for the forwarding of medical records. Furthermore, various
factors in the transmitting the data for medical application manages the network resources
efficiently without overloaded the additional energy consumption. Moreover, it generates
and maintains more reliable and long-run data transportation forwarders based on the
update status of the network. Accordingly, it moves towards optimum decision gradually
with the integration of network edges until the goal state is achieved. Such an approach
explicitly decreases the load on sensors and increases the strength of healthcare systems.
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Figure 4. Evaluation of packet drop ratio among proposed model, PDFS, ABE.

In Figure 6a,b, it is noticed that the proposed model utilizes the energy resources of
individual nodes efficiently by 21% and 28%, unlike other solutions. It determines the
optimal value for the selection of neighboring nodes and minimizes the communication
distance. In forwarding the data, the source node only considers the distance status but it
is considered the mobility factor and attain a reliable state. Additionally, is the proposed
model, generates the secret parts using HSS and makes it hard for a malicious node to
flood enter the proximity of the network. Accordingly, it decreasing the reception ratio of
normal nodes to receive the bogus packet and facilitate it. Such a method decreases the
additional energy consumption on the level of the nodes and improves the efficiency of the
IoT network. Moreover, it achieves the data load on mobile edges rather than normal nodes
and increases the energy efficiency by excluding the false data packet for re-transmitting
the medical data based on the trustworthy system.
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Figure 7a,b demonstrate the performance analysis of the proposed model against
other solutions in terms of data breaches. It is seen that the proposed model significantly
improves the detection of data breaches by 12% and 14% than existing solutions. It is due to
that the proposed model makes use of homomorphic secret sharing among medical sensors
and gives severe time to malicious nodes for the recovering of actual secret. Additionally,
the medical sensors perform data encryption functions using homomorphic secret share
and forward the map of the data in hashing until it receives at network edges. It increases
the trust value among neighbors and does not compromise the health records. Moreover,
network edges and sink node utilizes the RSA cryptosystem to offer high-cost security
mapping against unauthorized access.

Figure 5. Evaluation of energy consumption among proposed model, PDFS, ABE.
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Figure 6. Evaluation of energy consumption per node among proposed model, PDFS, ABE.
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Figure 7. Evaluation of data breaches among proposed model, PDFS, ABE.

5. Conclusions

We present an energy-efficient IoT e-health model using artificial intelligence with
homomorphic secret sharing, which aims to improve the data transferring in medical
applications with energy-saving and reliability. The proposed model utilized the artificial
intelligence heuristics to determine the lower cost forwarded to map the medical data
using smart devices. The technology of IoMT gained a lot of research interest to identify
illegal interactions of malicious machines and avoid compromising the data of medical
applications. It ensures trust among medical nodes by distributing secret pairs using a
homomorphic scheme and attains data privacy with authorized access. Furthermore, the
multi-hop hashing mapping makes it very hard for intruders to affect the integrity of data
blocks. Additionally, the RSA cryptosystem securing the medical records from network
edges to sink node without the involvement of high computations on medical sensors.
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However, it is seen from the experimental results that the proposed model still facing
an increased packet drop ratio in the presence of high network load and uneven energy
consumption among IoT nodes. Furthermore, it lacks the intelligence to avoid packets
collision rate when the speed of edge nodes is increased. Therefore, in the future, we aim
to introduce transfer learning, a machine learning approach to train the developed model
for particular processes and reduces the usage of network resources for medical systems
with consistent behavior.
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