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A B S T R A C T   

The growth of Internet of Agriculture Things (IoAT) with wireless technologies has resulted in 
significant advances for smart farming systems. However, various techniques have been presented 
to predict the soil and crop conditions. Nonetheless providing a quality-enabled autonomous 
system is one of the important research challenges. Furthermore, in the event of network over
loading, most existing work needs help to handle trustworthy communication. As a result, this 
paper proposes a smart optimization model to develop reliable and quality-aware sustainable 
agriculture using machine learning. Firstly, the proposed model utilizes intelligent devices to 
automate the data collection and transmission. It analyzes the independent performance variables 
to support the consistent decision-making process for the forwarding scheme. Secondly, the 
proposed model investigated blockchain-based security principles for integrating the trusted 
system to reduce communication interference. The proposed model has been validated through 
simulations, and numerous experiments have demonstrated its efficacy regarding network 
parameters.   

1. Introduction 

In recent years, wireless systems based on the Internet of Things (IoT) have seen significant growth in various industries. IoT is a 
network that allows physical devices, equipment, sensors, and other items to communicate without human intervention [1,2]. Modern 
technologies are being implemented in the agriculture sector using wireless devices to increase farming productivity and management 
of costs. Precision agriculture uses smart IoT devices for remote sensing and monitoring crop conditions at various growth stages [3,4]. 
One of the most significant economic sectors in many nations is agriculture, which emphasizes the significance of effectively managing 
the water resources for plants, crops and maintaining the survival of agricultural land. Sensor systems are one of the most frequently 
used technologies in deploying precision agriculture. Remote sensing techniques have started interacting with IoT devices for 
autonomous functions using sensors’ communication and data aggregation functionalities. Several real-time situations exploring 
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machine learning techniques with sensors enable technologies such as transportation, medical, military, mobile phones, and household 
appliances [5,6]. In modern times, several environmental changes affect crop and field conditions, and IoT-based systems aid farmers 
in increasing production and lowering yield costs. Current wireless communications solutions are integrated with cloud platforms to 
support smart agriculture development and may increase production productivity and product quality [7,8]. However, agriculture 
related operations may be correctly accomplished using a reliable and more sustainable manner regarding sensing, identification, 
transmission, monitoring, and feedback capabilities [8,9]. Secured technologies significantly perform authentic functionalities in a 
distributed manner and attain network integrity [10,11]. However, agriculture systems with robust functionalities of machine learning 
models are required for efficient and lightweight communication paradigms. The private agriculture data must be trustworthy and 
protected from unauthorised access until it is received on valid storage and processing devices. The security methods for the IoAT 
systems not only offer reliable information on farmer devices but also decrease the risks against sustainable communication. In this 
work, we aim to provide a model for the agricultural network using machine learning and eliminate the additional overhead on the 
devices. Moreover, the proposed model supports a security system with various techniques and protects IoT information from critical 
situations. 

The following is a summary of the research’s significant contributions.  

i Examines the available resources for the nodes to transmit the agricultural data at minimal cost using network edges.  
ii Using machine learning, the route performance is computed regarding reliable decision-making and transmission consistency.  

iii Proposed a trusted IoT system to maintain data authentication and security from unauthorised disclosure.  
iv The proposed model is validated by extensive tests and outperforms earlier research studies. 

The research paper is organized into the following sub-sections. Section 2 contains a discussion of the literature review. Section 3 
provides a detailed description and design of the proposed model. Section 4 contains the experimental results, while Section 5 presents 
the conclusion. 

2. Related work 

Developing numerous smart technologies using IoT networks has made intelligent farming systems possible. Based on intelligent 
algorithms, optimal decision-making systems are developed to efficiently perform complex operations for data management [12,13]. 
Currently, global population growth needs smart agriculture to fulfill its needs. In addition, food security is a serious challenge among 
most nations due to decreasing environmental capital, restricted agricultural land supply, and more climate changes. Clustering-based 
approaches have proved an energy-efficient environment and increased the performance of wireless devices in the farm system. 
However, due to the significant delay and inefficient energy utilization, most existing studies can only be used for some smart farming 
applications. Therefore, a cost-effective and scalable protocol for remote monitoring and decision-making of farms in rural areas was 
presented to concentrate on smart farming applications [14,15]. 

Furthermore, sensing nodes should be enabled to support robust services and observe environment management with energy- 
efficient and improved data delivery ratio. In this regard, cluster heads perform extraordinary responsibilities to transmit the 
crops’ information to connected farmers using sink nodes. Authors [16] presented a system in which blockchain serves as the back
bone, IoT devices collect data on the ground, and smart contracts control interactions among these stakeholders. The implementation 
of the system has been documented in diagrams and extensive descriptions. The ultimate goal of this research was to show how 
blockchain can be immutable, available, transparent, and safe in agriculture, as well as the robust mechanism that integrates 
blockchain, smart contracts, and IoT networks. 

In [17], the use of WSN technology in smart agriculture applications was investigated. The proposed research looked at the physical 
and functional power consumption of several WSN components. On the physical, data connection, and network layers, the analysis 
includes comparing the most commonly used protocols and discussing their energy efficiency. The research’s findings precisely 
identify the primary power consumers, the amount of power they consume, and a full understanding of the critical mechanisms that 
should be used to improve a WSN’s energy efficiency. In [18], the authors explain how to efficiently aggregate and collect data in a 
smart agricultural system while maintaining privacy protection measures. It presents a framework that is both effective and scalable. 
The agricultural system employs the genetic algorithm to find the best data collection route. Introducing an unmanned aerial vehicle 
improves the communication efficiency of resource-constrained sensors in the system, allowing the complete agricultural system to be 
used for longer periods. According to the experimental investigation, the proposed framework offers good efficiency and scalability. 
Authors [19] introduced an agricultural IoT security architecture combining blockchain, fog computing, and software-defined 
networking. Their recommended security model consisted of three major components: an agricultural IoT data management sys
tem, a blockchain-based integrity monitoring scheme, and a virtual switch software supporting software-defined networking tech
nologies to improve network management. It is also tested against DDoS assaults using an open-source IoT platform integrating 
Hyperledger Sawtooth blockchain and software-defined networking technologies. 

In [20], the authors investigated the design of wireless sensor nodes and networks for complicated agricultural environments. 
Moreover, their study also built a novel form of intelligent sensor network equipment to withstand the hard environment of agri
cultural manufacturing locations. It utilizeddecreases routing tasks, maintains data accuracy in a vast agrarian base region, and assures 
network data performance and consistency. They also executed experiments to test the system’s performance to establish an intelligent 
agricultural platform based on IoT and machine learning. However, accuracy was not reported. Different ways to provide security are 
discussed in the literature, including trust management, intrusion detection, firewalls, and key management. When compared to other 
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security solutions, trust management is one of them that can provide enhanced security. In [21], the authors presented a new secure 
routing algorithm called the energy-aware trust-based secured routing algorithm (EATSRA). The trust score evaluation is used to detect 
malicious users in WSN. Spatial-temporal constraints effectively are used with a decision tree algorithm to select the best route. The 
proposed trust-based routing algorithm outperforms existing systems by performance metrics based on the experiments. 

Robust Cluster Based Routing Protocol (RCBRP) is presented by [22] to find the routing paths that consume the least energy and 
hence extend the network lifetime. To investigate it, the proposed strategy is given in six phases. First, the proposed solution is 
presented in two algorithms: (i) an energy-efficient clustering and routing method and (ii) an algorithm for calculating distance and 
energy consumption. By grouping the smart devices, the strategy uses less energy and balances the load. Extensive simulations in 
Matlab are used to validate the proposed solution. Next, the authors [23] introduced the information scheduling and optimization 
framework (ISOF). This framework optimizes information scheduling and classification to lower process delay and stagnancy. The 
delay and stagnancy towards the end of yields are used to calculate the control flexibility of a smart farm. The classification component 
separates information based on processing and completion times to eliminate backlogs through offloading. This framework inherits the 
benefits of edge computing and IoT with interoperable features to help with information processing, classification, offloading, and 
periodic updates. 

The contribution and significance are summarized based on the discussed work. Smart agriculture can boost farm productivity and 
efficiency while keeping costs down. IoT provides a diverse platform for automating things, and smart agriculture is one of the most 
promising concepts for providing smart services. Most IoT-based solutions have provided energy-efficient strategies to ensure the 
agriculture sector’s long-term feasibility. However, a more reliable and long-term communication mechanism is still required due to 
the limits of sensors. Furthermore, agricultural devices must incorporate lightweight, trustworthy, and secure solutions to protect 
farmers’ data. The proposed model should be able to securely and promptly provide agricultural data to farmers’ mobile devices. 

3. Trust-based decentralized multi-regression model 

This section describes the details of the proposed model. The developed components are illustrated in Fig. 1. Devices initialization, 
fitness computational using machine learning, digital hashing, and blockchain-enabling security are the main components of the 
proposed model. The proposed model initially uses multi-regression analysis to identify the next hop for agricultural data transferring. 
Multi-regression is a statistical technique and it is used by many machine learning applications to identify the relation between 
dependent and independent variables. The objective function in the proposed model offers a statistical approach for analyzing the 
optimal result and is based on various network attributes. 

MOREOVER, IoT-based privacy-preserving for data collection and aggregation is also critical for reducing the data risk in agri
cultural growth. Our security mechanism is divided into three stages: sensors, edges, and data centers. First, agricultural data is 
protected while transferring from the sensors to edge devices. Second, the intermediate level, comprised of various edges, is protected 
from suspicious behavior. The incorporation of blockchain technology provides secured functionalities using distributed manner. In 
such a scheme, nodes perform authentication and integrity functions collaboratively without excessive overheads. Finally, the edged 
data is securely sent to data centers. 

Fig. 1. Block diagram illustrating the proposed agriculture model.  
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3.1. Network registration with machine learning-based IOT system 

Initially, all the nodes register their information in the neighboring tables, so network data can be interchanged. All the nodes have 
unique identities with predefined energy, processing, and transmission constraints. No data transmission is allowed directly from 
sensor nodes to end-users. It only can be performed using the services of gateway devices. The gateways also perform aggregation and 
verification functionalities on the nodes’ data. Each IoT sensor initially looked up its local table for the transmission of agricultural 
data. Direct data is transmitted if an entry point to the edge device is detected. Otherwise, the source node investigates the route 
discovery strategy using multi-regression analysis. The proposed model uses many independent criteria to estimate the weighted score 
and achieve a more efficient decision-making system. Multiple regression analysis is explored during route discovery to predict the 
behavior of adjacent nodes and support a trustworthy optimal strategy [23,24]. On the other side, the edges in the proposed model are 
mobile, which decreases the transmission distance toward data centers and lowers the overhead for the sensors’ tier. The proposed 
model formulates a numeric score for identifying neighboring nodes by defining the mathematical relationship between various 
random variables. Let us consider the set of neighbors of the node Ni, which can be defined as given in Eq. (1). 

Ni = (ni, ni+1,…, nk) (1) 

The list of neighbors is updated in the local table of Ni, and if any node no longer exists in its vicinity for any reason, its record is 
eliminated. 

The objective of the fitness function is to compute the least cost value Ci for the source node. Later, based on the multiple 
regressional analysis, the agriculture data is forwarded to mobile edges. By exploring the neighbor’s list, the source node computes the 
cost function using multiple independent factors, as defined in Eq. (2). 

X = β0 +
∑k

i=0
βiyi + α (2)  

where Xis the dependent variable, yi are random variables, and β0… βi denote constant terms. The constant terms denote the impact of 
each independent variable on the cost function. In the proposed model, the yi value is the aggregation of composite parameters i.e. link 
behavior lb and nodes trust nt, as given in Eq. (3). 

yi = lb + nt, i ∈ N (3) 

Fig. 2. Algorithm for data authentication and security.  
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To compute the lb, along with residual energy ei, the source node also explicitly keeps track of the packet buffering, as defined in Eq. 
(4). 

lb = ei+(aw p
kt

/

bsize (4)  

where awp is awaiting packets in the queue and bsize is the buffer size. That means that a node with a high number of awaiting packets 
reflects the behavior of a congested link and has a low priority when choosing the next hop. On the other hand, nt is the composition of 
direct Dr and indirect Dir trust, by exploring the link behavior as defined in Eq. (5). 

nt = Dr + Dir (5)  

3.2. Agricultural security for unreliable IOT environment 

This section provides the detail of the security algorithm for the proposed model. Data security is one of the most important criteria 
for smart communication over the Internet connections. In the proposed model, the network data is first properly verified, and later 
forwarded using trust-oriented intermediate devices. The security system utilizes blockchain methods to assure data verification and 
denies interruptions from unauthorised nodes. Furthermore, it utilizes the functions of hashing and digital signatures to achieve 
authentication and data protection. Firstly, the security system uses hashing techniques on the sensors’ messages di with secret key 
kand generates the fixed-length blockchain hashes Pi, as given in Eq. (6). 

H(Pi ) = D(di , k), k ϵ Ki (6) 

The private keys of the nodes are used to encrypt the digital hashes further and provide data authentication. Afterward, all the 
generated hashes Pi, Pi + 1, …., Pn are integrated as given in Eq. (7). 

Z = H(Pi ) + H(Pi+1 ) + … + H(Pi+n ) (7) 

The security system verified the data authentication by utilizing the nodes’ public keys. Once the authentication process is 
completed, the proposed model decrypts the encrypted data using appropriate secret keys. Fig. 2 shows the phases of the security 
system comprised of node verification, data blocks, digital hashes, and node authentication. Nodes must be connected and registered to 
a network’s infrastructure to communicate with end users. Through the mutual authentication process, nodes’ identities are first 

Fig. 3. Flowchart of the route discovery with trusted collaboration.  
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verified. If they are supposed to be hostile, they are marked as malicious and recorded such information in the routing tables. However, 
if nodes are reliables and their identities are verified, unique codes are created and combined into blocks to preserve data secrecy and 
integrity. Later, data is appropriately checked before being sent to smart devices. 

The flowchart for the route discovery with trusted communication is shown in Fig. 3. The main procedures involve network 
initialization, evaluation of independent parameters, fitness computation, and digital hashing. Beginning with the identification of 
neighboring nodes, the machine learning technique is exploited to compute the fitness value. The fitness value explores the network 
data to provide a prediction value. In terms of energy effectiveness and reliability, the chosen nodes produce optimal results for the 
transmission of agricultural data. Moreover, the proposed model offers integrity and authentication functionalities for IoT devices 
through digital hashing. Furthermore, data is protected by the implementation of block-wise encryption and decryption techniques. 

4. Simulation environment 

In this section, the simulation environment and an explanation of the experiments are provided. We compare our proposed model 
with earlier research studies. We used the Cooja simulator for creating the agricultural-based simulation environment with the support 
of wireless and IoT devices. Temperature, air pressure, and moisture sensors capture the data. The simulation settings for the set of 
experiments are listed in Table 1. A 300 m x 300 m space was used for the simulation tests. All the sensors are homogeneous in terms of 
communication resources. In experiments, edge devices act as mobile gateways and are rotated at 5 m/s to 25 m/s. The packet size is 
set to 64 bytes. We run the 25 simulations for the verification of experimental results. Initially, some stages of simulations are recorded 
in log files to get real-time data. Later, the proposed model utilizes such log files to extract the needful data in decision-making criteria. 
The simulations are executed with two scenarios i.e. varying sensors and the varying speed of edge devices. Finally, the proposed 
model is compared to ISOF, RCBRP regarding energy consumption, packet delivery ratio, network overhead, and data delay. 

4.1. Results analysis and discussion 

In this section, we present the discussion regarding performance metrics for the proposed model and other related studies. Also, the 
security analysis is provided for the proposed model in terms of proposed processes. The uniqueness of each IoT device is identified by 
its identity. No two nodes can have the same identities. However, both are marked as malicious and block the incoming request or data. 
To initiate the network connection, the registration stage needs to execute and map the tables table information. To attain the privacy 

Table 1 
Simulation parameters.  

Parameters Values 

IoT Devices 30, 60, 90, 120, 150 
Initial energy 2j 
Nodes and Sink deployment Random 
Packet size 64 bytes 
Transmission range 5m 
Simulation time 2000s 
Network diameter 300 m x 300m 
Malicious devices 10 
Sensors Temperature, air pressure, moisture  

Fig. 4. energy consumption with varying sensors and mobile edges scenarios.  
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of the data, the proposed model executes lightweight encryption methods and generates different hashes using the cryptographic 
algorithm to achieve integrity as well. All the authentication errors are stored inside log files. All the blocks are inter-link in the form of 
blockchain technology, so it gives a very hard time for intruders to change the entire chain of data blocks. The verification is performed 
using digital signatures using private keys of data-originating nodes. 

Finally, we compared the proposed model to existing solutions regarding energy consumption. The contrast is shown in Fig. 4(a) 
and 4(b), which show that the proposed model increased energy usage efficiency by 13% and 16%, respectively. It has been noticed 
that as the number of IoT sensors grows, so does the amount of energy consumed. On the other hand, the proposed model employs a 
fitness function to provide an intelligent energy solution and uses multi-variable regression analysis to provide updated routes 
smoothly. By utilizing fewer control messages and retransmissions, the proposed model balances the energy consumption of the smart 
communication system and extends the total lifetime. 

Moreover, with the supply of updated routes based on realistic data, the IoAT system incurs the least communication cost. In 
addition, updating routes based on realistic parameters reduces the communication load for the IoAT system, resulting in an efficient 
system. We compared the proposed model’s performance with related strategies in terms of data latency. Fig. 5(a) and 5(b) show the 
performance of the proposed model compared to existing solutions, revealing that the proposed model reduces end-to-end latency by 
16% and 19%, respectively. It’s because of the IoAT system’s realistic parameters and the acquired data integration with regression 
analysis. The results ensure a fair distribution of node resources and accelerate the packet transmission process to smart devices. The 
mobile edges not only improve the efficiency of node bandwidth usage but also provide a minimal delay in evaluating and delivering 
the farmers’ data to the cloud network. 

Furthermore, the security solution reduces unnecessary traffic by preventing hostile devices from flooding the green space 
interaction connection with fake route request packets. As a result, the suggested model improves the response time between the data 

Fig. 5. data delay with varying sensors and mobile edges scenarios.  

Fig. 6. packet delivery ratio with varying sensors and mobile edges scenarios.  
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requested and the deliverable system while maintaining a tolerable delay rate. Fig. 6(a) and 6(b) show the proposed model’s per
formance in terms of packet delivery ratio for various IoT sensors and the speed of mobile edges. Even in malfunctioning nodes, the 
proposed model dramatically boosts the delivery rate of data packets by 18% and 21%, respectively. It is because the devices’ are 
trusted mutually based on the composite factors. Moreover, appropriate security methods are explored to achieve data privacy and 
authentication for sharing agricultural data. Digital hashing provides the rapid detection of rogue devices and increases the data 
integrity of the communication system. 

Furthermore, the edge devices are more durable and serve as a supervisor for sensor data received from the IoAT; after proper 
authentication, the data is supplied to the application user with significant rights. Fig. 6(a) and 6(b) show the proposed model’s 
performance in terms of packet delivery ratio for various IoT sensors and the speed of mobile edges. Even in the presence of mal
functioning nodes, the proposed model dramatically boosts the delivery rate of data packets by 16% and 17%, respectively. It is 
because the devices’ are trusted mutually based on the composite factors. 

Additionally, appropriate security methods are explored to achieve data privacy and authentication for sharing agricultural data. 
Digital hashing provides the rapid detection of rogue devices and increases the data integrity of the communication system. 
Furthermore, the edge devices are more durable and serve as a supervisor for sensor data received from the IoAT; after proper 
authentication, the data is supplied to the application user with significant rights. Fig. 7(a) and 7(b) show the comparison of the 
proposed model to the existing solutions regarding network overhead. Using different numbers of devices and speeds of mobile edges, 
it can be seen that the proposed model reduces overheads by 18% and 21%, respectively. This is due to the proposed model’s machine 
learning method to learn routing decisions and track the IoAT system effectively by investigating mobile edges. In the proposed model, 
multi-parameters re-evaluate forwarding states whenever any unreliable links are found in transmitting the farmer data. Furthermore, 
packet information increases the decision to predict the links’ performance in the presence of unknown devices. Moreover, blockchain 
technologies create chain-oriented encryption and authentication phases to offer a trust-based security solution. 

4.2. Simulation graphs 

Figs. 4–7 

5. Conclusion 

Agriculture systems are made up of many autonomous devices that collect, process, and transmit real-time data. These devices 
come with a variety of IoAT sensors to help with the development of smart communication and increase agricultural productivity. 
There have been numerous proposals for improving the performance of smart systems. Despite this, most of them need help to transfer 
massive amounts of data from farmers to wireless equipment with minimal latency and high-quality assurance. Security with trusted 
routing is also essential to protect sensitive data from unauthorised nodes. In intelligence, a technique for computing communication 
trust and routing strategies in farming systems using machine learning is required. The proposed model analyzed environmental 
factors and verifies the reliability of the forwarding system by exploiting a multi-variable linear regression technique. Furthermore, 
trust-based security methods have been used to improve the efficacy of routing decisions. According to simulations, the proposed 
model delivers significant performance by lowering communication costs and improving data security by eliminating link disruption. 
In the future, we will evaluate the performance of the proposed model against intrusion detection with the support of a large-size 
dataset. Moreover, the mobile cloud communication paradigm needs to be included to further improve the proposed model. 

Fig. 7. nodes overhead with varying sensors and mobile edges scenarios.  

T. Saba et al.                                                                                                                                                                                                           



Computers and Electrical Engineering 108 (2023) 108674

9

Declaration of Competing Interest 

The authors declare no conflict of interest. 

Data availability 

Data will be made available on request. 

Acknowledgments 

This work has been funded by the “Ministerio de Ciencia e Innovación” through the Project PID2020-114467RR-C33, by the 
"Ministerio de Economía y Competitividad" through the Project TED2021-131040B-C31, and by "Ministerio de Agricultura, Pesca y 
Alimentación” through the “proyectos de innovación de interés general por grupos operativos de la Asociación Europea para la 
Innovación en materia de productividad y sostenibilidad agrícolas (AEI-Agri)", project GO TECNOGAR. 

References 
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