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Trust are used to encrypt and decrypt sensory data between patients and different entities by incorporating

Intelligence the idea of trustworthy and secure shared keys. HIDE uses an intelligent object’s pointer to store the

?ealtr}tcare same patient’s sensory data in various versions to prevent data duplication, which will help track Mis
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that treat patients. An intelligent content-based emergency data access control is developed to monitor

Privacy multiple patient health criticalities in HIDE. The security analysis and experimental evaluation attest
to the benefits of the proposed HIDE framework, considering security and privacy metrics.
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1. Introduction of efficient networking and location-independent data storage fa-

cilities without the management of hardware and software costs

The recent advancements in the Internet of Things (IoTs)- borne by users. However, there is a question of privacy to hide

enabled Biomedical Sensors (BMSs) have made it possible for the real identity of the patient from the doctors during health

patients to monitor health and remotely offer services for physi- €xamination a_nfj also need to verify the integrity of the stored
cians from various Medical Institutions (MIs) to diagnose and data whether it is correctly stored or altered/removed by external

treat patients on time [1-3]. Various BMSs are used to monitor or internal attacks in PCSS [6-8]. In spite of this, PCSS is faced the
. . ; . . . Byzantine problem [9] by not showing the patient or physician

the patient’s vital signs of the patient and the vital signs can LS s

. . the deleted/altered data to maintain high cloud credibility. The

include heartbeat, respiratory rate, blood pressure, temperature,

.. . PCSS can remove the stored data of the existing patients and
etc [4]. In addition, the deploy ment method for the various BMS assign the empty locations to data of the new patients, which is
sensors can be wearable, implementable, and off-body, as de-

. . . " . the second intention of PCSS. Third, there is a potential risk to
picted in Fig. 1. The sensory data (monitored data) of vital signs 4 qify the basic meanings of the cloud-based data stored caused
are forwarded to the centralized device, known as, the Body

! ‘ - by different attacks.
Coordinator (BC), which forwards the sensory data to the physi- The patient’s data can be stored in the cloud using a symmetric
cian and stores in the Public Cloud Storage Server (PCSS) [5].  approach and downloads all stored data from the cloud for data
The cloud technology is an important advancement in the use  jintegrity auditing, which is an expensive method in terms of
computation, storage and communication costs. In addition, there
¥ is a security risk that keys on communication networks would be
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Auditor (TPA) services [7,9,10]. This lowers the costs of patient
communication, storage, and computing.

However, it has been noticed that the TPA can guess the real
identity of the patient in assisting data integrity auditing and
also can render the important contents of sensory data from
signatures and hash values [11]. The PCSS can also guess the real
identity and data contents. Thus, it is very important to hide the
real identity of the patient and data contents using Attribute-
Based Encryption (ABE) [12], which allows sharing data with
other users without involving keys that may expose the patient’s
data [13].

The Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
[14-18] schemes are designed to monitor the individuals in-
volved in the system whether or not they are leaking decryption
keys to others for some benefits. Furthermore, the patients’ sen-
sory data are forwarded to multiple MIs in IoT healthcare where
the physicians of each MI remotely diagnose patients’ health
conditions and recommend optimal care. The multiple MIs up-
load multiple encrypted data files of the same patient to PCSS
and consumes high storage, computation, and communication
costs [11].

However, this ABE [11] does not support data duplication and
is also not handling emergency data access. This scheme [19] has
achieved the data integrity auditing through identity-based using
multi-replica provable data possession and has not considered
the problem of emergency data access control. The Private Key
Generator (PKG) [7] has employed for public-private key pairs
generation of patients wherein the user may lose its identity
privacy and data privacy in cloud. The schemes [20-24], do not
support the same data storage in multiple cloud servers.

If a patient feels an unexpected health issue (e.g. heart rate
rises or decreases) in life-threatening circumstances, the existing
studies have handled such an emergency situation using a break-
glass access method, in which the patient informs physicians and
family members by telephone call [25-29]. However, this method
may inform the physician that it has been delayed which can
put the patient’ life in danger. Subsequently, this existing studies
would not handle several patients in life-threatening situations
to allocate healthcare facilities on the basis of health critical-
ities. The Break-The-Glass Access Control (BTG-AC) [29] is the
updated method of the Break-The-Glass Role-based Access Con-
trol (BTG-RBAC) [30,31] ensuring the access control policies for
authorized users and detection of un-authorized behavior in the
system. Moreover, the master secret key and the user’ password
has used for encryption and decryption of data to access the
patient’s information in the life-threatening situation [25]. This
Lightweight Break-glass Access Control (LiBAC) [32] handles the
life-threatening situation of patient bypassing the access policies
to notify physicians on time. The patient uses the break-glass
access policy to inform the relevant personnel by phone call to
decrypt the related data stored in cloud when a patient is in
life critical problem [20]. These existing schemes have problems
of data storage privacy and also cannot hide the real identity
of patients in life-threatening situation. We therefore need and
motivated to design an automated decision-making system to
send alerts to the physician in advance on time, without security
threats.

Towards this end, this paper presents HIDE-Healthcare IoT
Data privacy framework focusing on data attributE. Patients at-
tributes are used to encrypt and decrpyt sensory data between
patients and different entities by incorporating the idea of trust-
worthy and secure shared keys. HIDE uses a pointer object to
store the same patient’ sensory data in various versions to pre-
vent data duplication aimed with tracking of Mls that treat pa-
tients. The contributions of the paper can be summarized as
follows:
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Fig. 1. The proposed loT-Healthcare System Model for trustworthy and secure
Cloud data storage.

1. System and threat models are designed considering attacks
on data from different types of bio-medical sensors in-
cluding wearable, implantable, and external smart devices,
while it is communicated and processed at edge and cloud
level.

. Efficient data sharing scheme and intelligent content-based
data access control are developed for managing health-
care data duplication, and trustworthy emergency data
processing.

. Security and privacy analysis are carried out by proving the
handling capability of HIDE against various attacks.

. Finally, experimental results analyzed and compared with
the state-of-the-art techniques for validating the perfor-
mance benefits of HIDE.

The rest of this paper is organized as follows. Section 2 details
the proposed HIDE framework focusing on system and threat
models, healthcare data sharing managing duplication, and intel-
ligent contract for data access. Section 3 discusses the security
and privacy analysis of HIDE framework, while experimental
results analysis and comparisons are performed in Section 4. The
conclusion of the paper is presented in Section 5.

2. HIDE-healthcare IoT data privacy using attribute
2.1. System model

In the modern technological advances, the patients bodies are
fully equipped with Bio-Medical Sensors (BMSs) to monitor their
various vital signs, as shown in Fig. 1. There are three types
of implementation of BMSs for patient health monitoring. The
first approach is the wearable BMS, which is put directly on the
patient’s body or sewn into the shirt. For example, temperature
sensor, blood pressure sensor, an ECG sensors. The second ap-
proach is the implantation of sensors to monitor internal organs
that monitor the heart, lungs and kidneys using a wireless en-
doscopic sensor. The monitoring of the defective sitting, falling
and sleeping positions of patient is the third approach lying in
the posture movements using various sensors placed around the
patient. These sensory data of the patient are collected from
different BMSs, and collectively the patient sensory data received
from different Internet of Things (IoTs) devices is known as the
Internet of Things Health Data (loT-HealthData). Moreover, the
patient sensory data (loT-HealthData) needs to keep safe from
unauthorized access during transmission to the Body Coordinator
(BC). To this extent, the existing research community has sug-
gested using Blockchain technology to keep patients’ sensory data
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privacy during transmission in IoT environment. These monitored
sensory data or vital signs health data of patient are sent to the
centrally connected device, is known as the Body Coordinator (BC)
which can be a smartphone or laptop. Moreover, the monitor-
ing of the health of user/patient in traveling, homes, stadiums,
malls, airports, swimming pools, restaurants and universities are
connected to the advanced smart sensing technologies, known as
Internet of Things for intelligent health monitoring and living. The
BC is the responsible for sending monitored patient data to the
registered Medical Institutions (Mis) by recommending optimal
care on the basis of the health conditions.

Key Generation Center (KGC) is a trusted server that generates
partial private and public key pairs for data owners/patients, TPCS
and MlIs using system parameters. In addition, it helps in the
process of authorization between various entities. The Trusted
Primary Cloud Server (TPCS) is the designated server for storing
data signatures and hash values of their corresponding generated
data by patients. Additionally, it helps in data auditing between
MiIs and the public cloud server on behalf of patient. Moreover,
TPCS helps in authentication comparing the stored information
such as signatures, hashes and the patient’s data attributes when
it receives an alert signal of patient.

Medical Institutions (Mis) and their Private Clouds (MIPCSs)
consist of the medical personnel and paramedical staff with char-
acteristics to handle patients on the basis of their health condi-
tions. Each MI has its own private cloud storage server to store
the patient’s data based on the patient attributes. In addition,
MiIs are registered to KGC on the fundamentals of health care
and on the standards of trained medical workers. In life critical
situation of patient, MI authenticates the received data with the
MIPCS stored signatures and hashes. Upon effective authentica-
tion, MIPCS downloads all collected patients data from the public
cloud server to suggest optimal health care. Public Cloud Storage
Server PCSS is a powerful cloud storage server that contains
several hard drives for storing different patients health data. It
also helps with data integrity verification processes for Mls and
patients.

2.2. Threat model

The internal attacks on the public and private cloud servers
can damage/alter patient’s stored data caused by allocating empty
storage to data of new users. In addition, any of the cloud server
can deliberately remove data and can show the data integrity
authentication using the stored signatures and hash values of the
deleted data. The external threat typically comes from outside of
the system where the adversary can block patients from sending
data to cloud servers. Also, the adversary can send several files of
the same data to consume high storage which reduces the clouds
efficiency. Moreover, the adversary can capture the identity of
the valid patient and breaches the system while the original
patient does not know about the revocation of services caused by
the adversary’s attacks. The patient identity privacy is important
to hide from both clouds and the data contents privacy is also
important to keep it secure from TPCS where TPCS helps match
with the stored signatures and hash values of the specific data.
The basic notations given in this paper to explain their meanings,
as shown in Table 1.

2.2.1. Access structure (Definition 1)

We assume that E, = {P, ..., P,} is the non-empty data set
elements representing the montonic strictly increasing function.
We also assume that A C 2f» must satisfy condition between B
and C elements, that is B C A and B C C, then C C A. Thus, these
relations are non-empty subset of A C 2f» \ {@}. The elements in
set A represent authorization access.
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2.2.2. Linear secret sharing scheme (LSSS) (Definition 2)

LSSS scheme is a cryptographic primitive sharing a secret to be
distributed among a group of n parties Py, ...,P,. This LSSS does
not view and share the original content until it incorporates am-
ple additional shares of the participants. A secret-sharing scheme
IT is said to be a linear secret-sharing scheme for parties P over
prime number g under the following conditions.

e The secret sharing for P’s develops a vector over zq.

e The share-generating matrix generates for I7 containing
rows | and column n in matrix Mv. The row [ is i={1, ...,l},
where ith row is denoted by party p(i)= {1, ...,I} — P used
for labeling. The column vector V={Sect, v, ..., v}, Where
sect (sect € zq) denotes the secret to be shared and vy,
..., Uy € zq are randomly selected and applied to [ sharing
secret(sect € zq) of Mv according to 1.

e According to [33], LSSS achieves the property of linear con-
struction and we assume that I7 (LSSS) is for access structure
A and sect € A is an authorized set, as defined Auth C
{i, ....I}, where Auth={i|P(i) € sect}. Moreover, there exists
constants {w; € zq}ic;, Wwhich will be a valid shares {V;}
according to 11, if Zie, w;V; = sect. For authorized set ac-
cess, the valid constants {w; € zq}i; can be identified in
the polynomial time with respect to the size of the share-
generating matrix Mv. However, there no constant exists for
un-authorized sets.

2.2.3. Bilinear maps (BM)

Suppose that G;is the multiplicative cyclic group of the large
prime number q. The bilinear map e: G; x G; —> Grwith the
following properties.

a): BM: BM e(Y[", Y]') = e(Yq, Yo)™ for all Y3, Y, € Gr and
mn € zq*. While H {0, 1}* — {0, 1}* be a cryptographic hash
function. b): Computability: For all g; and g, elements € G; and
G, € e. There exists a computable algorithm to calculate e(g; and
2). €): Non-Degeneracy: S is the random number generator and
S € Gy thatise(g, g) # 1.

2.2.4. CDH and DL problem

We consider that X, Y € zq* are unknown elements and the
know element g € zq* can be equivalent of g¥ and g for input
elements and g*¥ is a output. Hence, the elements X,Y € zq*
is not feasible to compute in polynomial time. The unknown
element X € zq* and g € zq* is the unknown element, which can
be considered as gX as input element and X is a output. Therefore,
it is not feasible to compute value of X in polynomial time.

2.3. Efficient sharing of iot-healthcare cross-domain data to manage
data duplication

The proposed work presents the following algorithms.

2.3.1. Setup (1%, KGC_Pubyey , KGC_Prtyey, Pxcc)

This algorithm runs by KGC and is a reliable entity for key gen-
eration and authentication, as described in the following. i: KGC
selects K as a input security parameter and set the bilinear map:
e: G1xGy— Gris a multiplicative cyclic group. Both G;xGjare
having the same cyclic large prime order q.

ii: KGC randomly selects a bilinear pair e and p be a generator
of Gywith order g. KGC has three cryptographic hash functions, as
given below.

H;:{0,1}* x G — {0, 1)

Hy : {0, 1) — G; x Gy

H3 . {0, 1}* —> G]

iii: Furthermore, KGC selects randomly a number r, e Zq*as a
private key (KGCpyrey) and computes the public key (KGCpypkey ).

Afterwards, the KGC generated parameters are, Pxcc= {H;, Hy, Hs,
KGCpypkey, G1, p, q, €} and shares it with TPCS, PCSS and MIPCS.
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Table 1
Notations and descriptions.
Notation Description
BMS, BC Bio-Medical Sensor and the Body Coordinator
MI and MIPCS Medical Institute and MI private cloud storage
PCSS Public Cloud Storage Server
q, Zq one large prime number, set of non-negative integers
G1, Gy Two multiplicative groups with order P
Hq, Hy, H3, g A Cryptographic hash functions and g is a random number generator

Common — sessioNyeyp;—1pcs
KGC_Pubkey, KGC_Prtkey

Pt_Pubkey, Pt_Prtkey

Pt_SecondPubkey, Pt_SecondPrtkey
TPCS_Pubkey, TPCS_Prtkey

MI_Pubkey, MI_Prtkey and Phy;
SenXpata = {SenXpatat, +++, S€NXpatan}
OSenchunk = {gsenChunklv e QsenxChunkn}
V_Clow and C_low

V_Chigh and C_high

Common session key between Patient and TPCS

KGC’s Public key and its private key

Patient’s Public key and its private key

Patient’s Second Public key and its second private key

TPCS’s Public key and its private key

MI's Public key and its private key and the physician ID
Sensory vital sign readings of patient

Signatures generation for Sensory vital sign readings

Very Critical low and Critical low threshold values of vital sign
Very Critical high and Critical high threshold values of vital sign

EM_Alt Sending an emergency alert signal to MI

On_Demand On demand data of Pt; is requested by a MI

Dect_time Detection time of abnormal readings of the particular vital sign
Ig or Loc refers to the location of patient/MI

BP Blood Pressure

Temp Temperature

HR Heart Rate

RR Respiratory Rate

LSSS Linear Secret Sharing Scheme

TPA Third Parity Auditor

2.3.2. The generation of private and public key pairs for patients,
TPCS and MIs (Pt_Pubye, , Pt_Prtyy, TPCS_Pubyey, TPCS_Prtiey,
MI_Pubyey, MI_Prtyey)

I: Patient’s Private and Public key pairs generation

This algorithm runs by KGC to generate key pairs for patients.
At the beginning of data transfer, there are n patients, Pt = {Pty, ...,
Pt,} send their identities, IDs = {ID, ..., ID,} along with attributes
containing activities (A), A ={ay, ..., a,} refer to the healthcare
related various activities that are age, weight (wt), height (ht)
and location (Ig), to KGC. The patient (Pt;p;) sends the following
attributes to KGC for getting the partial public and private key
pairs, that are:

) KGC_Pubkey

Ptppj = {(Aj, age, wt, ht, Ig , D, e,g}

Ptyasnj = Hi(Ptip;)

The KGC decrypts the obtained attributes using its private key by
measuring p, e and g values. Additionally, the KGC compares the
generated hash (H;) with the received hash values. It accepts if
the match has been found, otherwise it rejects it. Afterwards, the
KGC generates the partial public key pairs for Pt, in the following
steps. a: KGC sequentially generates a list of virtual key, Vie, ={V1,
..., Vn} € zq* and assigns to each patient on basis of first-come-
first-serve. The Ve helps in generation of the partial key pairs. b:
The KGC computes the private key (Pt_Prtkey) for a patient (Pt;),
as expressed below.

Pt_Prtkey :{ ( ID; ® KGC_Pubkey @ Viey,

@ age DA @ wt @ ht @ Ig @ time

PKGezqx
@ Nonce )

, Nonce, Vi, }
Pt_PrtkeyHash = H,(Pt_Prtkey)

Nonceyqsy, = Hy(Nonce)

VkeYHash =H, ( Vkey,- )

where @ is used for concatenation of different elements. In the
same way, the KGC computes public key (Pt_Pubkey) for Pt;, as
expressed below.

Pt_Pubkey ={ (D) @ KGC_Pubkey & Viey, @ 4; © Ig
®edg®ed Nonce )e zq=, Nonce }
Pt_PubkeyHash = Hq(Pt_Pubkey)

Nonceyqs, = H1(Nonce)

Thus, the KGC sends the generated Pt_Prtkey and Pt_Pubkey key
pairs along with their generated corresponding hash values to Pt;.

II: TPCS’s Private and Public key pairs generation

The TPCS is a trusted server to store hashes and data signatures
of the corresponding generated data. In addition, the TPCS helps
to handle the content-based emergency data access control in a
life critical state of the patient. TPCS sends its identity, TPCSpp=
{TPCSp1, ..., TPCS;p,}, time, location, and service_type to KGC using
its public key of KGC to encrypt, as expressed below.

TPCSipj = {(TPCSIDj, time, location, service_type)<Cc-Pubkey o o p}

TPCSipjash = H1(TPCSp;)

The KGC performs decryption using its private key and compares
the decrypted information and hash values to the generated
information. It is accepted if the match has been found, otherwise
it is rejected. The KGC generates the partial public and private key
pairs for TPCS in the following steps. a: The KGC selects a Vi,
sequentially for TPCS,Vrpcskey ={VTPCSkey1y ceey VTPCSkeyn} € Zq* and
allocates this key on the basis of first-come-first-serve. The KGC
generates the private key (TPCS_Prtyy) for TPCS, as described in
the following.

TPCS_Prtyey :{ (TPCSipj ® Vipcskeyj @ time @ location®
service_type @ Nonce)kec e Zq* } Vipcskeyj, S€rvice_type }

TPCS_PrtkeyHash = H; (TPCS_PI’tkey )



F. Ullah, C.-M. Pun, O. Kaiwartya et al.

service_typeHash = Hq(service_type)

b: In the same steps, the KGC generates the public key
(TPCS_Puby,y) for TPCS, in the following.

TPCS_Pubiey ={ (TPCSip; ® Vipcsiey; © time®
service_type & Nonce @ e & g)’kc<%* Nonce }
TPCS_PubkeyHash = H](TPCS_Pubkey)

Nonceyqs, = Hi(Nonce)

The KGC sends the generated private and public key pairs along
with their corresponding generated hash values to TPCS, used for
integrity of the received key pairs.

III: MI's Private and Public key pairs generation

There are n Medical Institutions, MI ={Ml,, ..., MI,}, which pro-
vides various healthcare services. Each MI registers different Spe-
cialist Physicians, Phy = {Phy, ..., Phy,} to diagnose various health
conditions and to recommend appropriate care for patients. First
of all, the physicians provide the following information to MI,, as
expressed below.

Phy; = {qual, special, Exp, cont_Detail, address}

Phyipash = Hq(Phy;)

Where qual is a qualification, special is a physician’s specialty in
treatment, Exp is the amount of experience gained, and
cont_Detail is the telephone information. This information is
processed by the physician in the hospital’'s web portal and
stores it along with the corresponding generated hash values in
the local database (MIPCS). The physician can register with MI
if she meets the requirements of the relevant MI. In addition,
the SecrtPhykey_MI is the secret random key generated by MI
for registration of the physician. Upon effective completion of
registration, MI assigns the physician ID (Phyp) to the physician
by choosing the first three alpha-numberic values of the hash
(Phyinesn), last three digits of the cont_Detail, and year of the
registration of employment, such as 5A3202-020. Next is the
registration of the qualified MI to KGC on the basis of ser-
vices, medical equipment, and a qualified specialist physicians.
MI sends the information of MI, Phy and Services to KGC, as given
below.

n KGC_Pubke
Mip = (- MI(1 < M1 < MIy)) !
i=1

m
Phyip = () _ Phy(1 < Phy < Phy,,)
j=1

)KGC _Pubkey

. ! KGC_Pubkey
Services = (Z Serv(1 < Serv < Serv,))
s=1

The above Equations can be written in one Equation, as expressed
below.

MI_reg :( Xn:MI ( (
i=1

1

s=1
) KGC_Pubkey

m
1< MI <Ml,) ) Phy(1 < Phy < Phyp,
j=1

Serv(1 < Serv < Servl)) e g

(1)

Now, the KGC generates the partial private and public key pairs
and returns to MI, as shown in the following steps respectively.
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I: KGC picks up randomly a secret number, Sect = Zfe:c; Secret

(1 < Secret < Sect) € zq* and also generates a membership key

(2), 2 = Y Ml (1 <Ml < memb) € zg* for MI in

the sequential order. KGC assigns £2 to every MI on basis of
first-come-first-serve.

II: By using hash function, H_MI = H; ( Z?:l MI (1 < MI <

MI,,)) and the secret_key = (Sect @ KGC_Pubkey & 2 & 2?21 MI

(1 < MI < Ml,)). Thus, we get a private key (MI_Prtkey) for M,
as expressed below.

MI_Prtkey = {secret_key, H_MI} (2)

KGC computes the public key for MI (MI_Pubkey), as shown in thg
mem

following steps. I: Computes the membership key, £2 = Zj:1

MI (1 < MI < memb) € zq*, for MI. Il: KGC selects a secret number
sect

randomly generated as Sect_MI = ) ", Secret (1 < Secret < Sect)
€ zq*, and finally get the public key for MI, as shown below.

MI_Pubkey = ( ((Secr_MI x Prec) ® Q)e, g) (3)
2.3.3. Generation of the Common — sessiony., between patient and
TPCS (Common — sessiongeypr—rpcs, nonce)

The aim of the common session key generation between pa-
tient and MI is to authenticate securely each other for data
communication through KGC, as described steps in Fig. 2. First,
the Pt; sends i :( ID; @ Vkeyi @ time & Nonce @ Pt_Pubkey,

(H1(Nonce) & Hq(i) & Hl(Pt_Pubkey))KGC’PUbkey to TPCS, as shown
in step 1 of Fig. 2. TPCS wants to verify the received information
of Pt; from KGC. The TCPS forwards the received information to
KGC by including its ID and signing it on its TPCS_Pubkey, as
shown in step 2. Upon the successful verification, KGC sends the
generated Noncey using TPCS_Pubkey of the TPCS for authorization
process, as shown in step 3. Moreover, TPCS sends the generated
Noncey, TPCS_IDj, VTPCSKey, Time, Loc (location), and their gener-
ated corresponding hash values signed on KGC_Pubkey of KGC for
authorization, as described in step 4. In step 5, the Pt; forwards
the received information in step 4 to KGC. Next step 6, KGC
verifies the received information and returns Nonce, along with
its generated corresponding hash values, which is signed on the
Pt_Pubkey) of Pt;. The Pt; sends Noncey and Noncey along with their
generated corresponding hash values to TPCS, signed on using
TPCS_Pubkey of TPCS, as shown in step 7. In step 8, the TPCS sends
back Nonce, along with its generated corresponding hash values
to Pt;, and signs on the Pt_Pubkey of Pt; for authentication. After
the computation processes, the contract is finally made between
Pt; and TPCS by generating Common — sessionNeypt—tpcs.

2.3.4. Generation of the trusted-secure key between patient and MI
(combined_securekey, Nonce;)

The Combined_secure key is generated between Pt; and MI; for
trusted-secure data communication and data downloading from
both public and private clouds. This combined_securekey is used
for data encryption, decryption, and data integrity authentication.
There are two major phases for obtaining the combined_securekey
included, authorization phase and the secret key setup phase, as
described below.

A: Authorization Phase

The aim of the authorization phase is to authenticate Pt; and
MI; through KGC as legitimated parties without fear of adver-
saries. Fig. 3 shows the authorization process between Pt; and MI;,
as described in the following.

I: First, the Pt; sends i = (ID; @ age @ time @& Nonce &

Pt_Pubkey) KCCPubley (H1(Nonce) @ Hy (i) @ H1 (Pt_Pubkey)) KGC Pubkey
to MIj;, as shown in step 1 of Fig. 3. This data packet contains
identity of the patient, age, time and the generated nonce and
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1: i =({IDj+Vkeyi+age+time+Nonce+Pt_Pubkey),

5(GC Pubkey|

4: j= ((Noncex+TPCS_IDj+VTPCSkey+Time+loc)(H1(j)+H1{

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -

B Rt e e e e P e KGC._ Pubkey. ..
2: Verify=> (i, {({H1(Nonce)+H1(i)+H1(Pt_Pubkey)),
TPCS_IDj))) TPCS_Pubkey

TPCS_Pubkey
3: Verified & (Noncex+ (H1{Noncex))J

KGC_Pubkey
5: Verify—=> (j, HL{Noncex}+x+H1(x))

Pt_Pubkey
6: Verified & (Noncey, (H1{Noncey)))

*
Contract: (TPCS_Pubkey *m’T SecondPubkey + age+wt+ht7[/ (Noncex + Noncey%) P

R e T T e L L1 r e entshsaianit A A, -]

Output= J_(_Z_ommonﬂSessjonkeyPt-TPCS_J

--------------------------------------------------------------------------------- -

Fig. 2. The steps for common session key generation between Pt; and TPCS through KGC.

its own public key. The Pt; encrypts the whole data packets using
public key of KGC. Moreover, MI; forwards the same information
of the step 1 to KGC for verification of the identity of the Pt;, as
shown in step 2.

Il: KGC verifies successfully and it sends (Noncex & H;

(Noncex))MU)ubkey to MJ; for successful authorization of the iden-
tity of the legitimate patient, as shown in step 3. The MI; can
decrypt if it is a legitimate MI.

IIL: In step 4, the MI; sends j =( (2 ® MI_ID & Service & MI_Pubkey &
Noncey) ((H1(j) @ Hy(Noncey) ® Hi(MI_pubkey)))*“™"“to Pt; and MI; en-
crypts this data packet using public key of the KGC. The same data
packet of the step 4 is forwarded to KGC for verification purposes,
as shown in step 5 of Fig. 3.

IV: KGC verifies successfully and it sends (Nonce, & Hy

Pt_Publ o . .
(Noncey)) Y 4o Pt; for successful authorization of the identity

of the legitimate MIj, as shown in step 6. The Pt; can decrypt if it
is a legitimate patient.

V: Upon the successful authorization of both parties, next
step 7 of the Pt; forwards ((Noncey @ Noncey), (H(Noncey) &

H, (Noncey)))M"P“bkey to M; for double authorization of its iden-
tity. In the same method, MI; forwards ((Nonce,), H;(Nonce,))" """
to Pt;for authorization, as shown in step 8.

B: Secret key setup Phase

Upon the successful authorization steps have performed be-
tween Pt; and MI, the next move is to calculate the
combined_secure key between Pt; and MI;, as shown in Fig. 4. The
steps for secret key setup phase generation are described below.

I: Both parties calculate, (MI_ID*[ Pt_ID + age + wt+Ht | = (£2

+ Vieyi) )¢, as shown in step 1 of Fig. 4. In step 2, we calculate

the floor of the output obtained values as mentioned in step 1.

IIl: The next move is to step 3 by randomly choosing two
binary digits of the same length obtained in step 2 and performing
OR operation on it. The same working procedure is used to pick
two different binary numbers that were not selected in step 3.
Thus in step 4, we got two sets of binary digits.

III: In this step 5, the binary multiplication (AND operation) is
performed on the obtained outputs in step 3 and step 4. Through
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these steps, we obtain Combined_secure key for trusted-secured
data communication using public key of the respective party for
authentication, as expressed below.

(4)

) MLPubkey) Combined_securekey

Pt_Data = ((Data

Pt_Pubkey
MI_Data = <<Data) >

Equation 4 shows that the Pt; encrypts data using MI_Pubkey of
MI and the generated Combined_securekey. While Eq. (5) shows
that MI encrypts data using Pt_Pubkey of patient and the gen-
erated Combined_securekey. Upon receipt, each party can use its
respective private key to decrypt the data packets.

Combined_securekey

(5)

2.3.5. Data blinding of the sensory data (Ptx_Datablind , Sy, f)

We assume that there are four BMSs deployed for monitor-
ing of vital signs of patient. The sensory data of each BMS is
divided into different chunks. For instance, the Blood Pressure
(BP) sensory data is, Sengp= {Sengp1, ..., Sengp,}, Heart Rate (HR)
measuring sensory data is, Senyg= {Senyg1, ..., Senyg,}, the Tem-
perature (Temp) sensory data is, Senremp= {SeNtemp1, ..., SeNtempn},
and the fourth sensory data of Respiratory Rate (RR) is, Sengg=
{Senggry, ..., Senggrn}. Moreover, the patient performs data blinding
(encryption) process with the selection of randomly generated se-
cret number, S; € Zq* as a input for the pseudo-random function
(f) on the chunks of the sensory data, as described below.

(6)

n Combined_securekey
PtXpataplind = (S1f Z Data(i < Data < n))
i=1
The sensory data for all BMSs can be blinded and has represented
in one Equation, as expressed below.

BPmax
PtXDatapiing = (51f > Sengp(i < Sengp < BPmax),
i=1
HRmax

Sif Z
=0
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KGC

Transportation

Medical
Doctors,

Wards g
-
{
H
z
KGC_Pubkey
1:i =((IDj+Vkeyi+age+time+Nonce+Pt_Pubkey), (H1Nonce)+H1(i)+ H1{Pt_pubkey)))
2: Verify> i, KGC_Pubke
(MI_Pubkey+{H1{MI_Pubkey)+H1{Nonce)+H1{i)+H1{Pt_pubkey)}}

MI_Pubkey
3: Verified & (Noncex+ (H1{Noncex))]

KGC_Pubk
4: j= ((Q+ MI_ID+Service+MI_Pubkey+Noncex),{H1{j}+H1(Nopcex)+H1(MI_Pubkey)) — HREEY

KGC_Pubkey
5: Verify=> j, (H1{j)+ H1(Noncex}+H1(MI_Pubkey))

Pt_Pubke
6: Verified & (Noncey,, (Hl(Noncey))t)_ s

|_Pubkey

M
7: ((Noncex + Noncey), (H1{Noncex)+H1(Noncey)))
8: ((Noncey), (H1(Noncey))§t—PUbkey

Fig. 3. The Authorization phase between Pt; and MI through KGC.

<
)
®
£
g
2
s
Medical = Tri Hi
Doctors, v ;@ge:l Istory,
WaI:dS ) n:‘l. rioritization
s
&
o
x
e*p =
MI_ID *E_l D+age+wt+I|
Step 1:
(Q + Vkeyi)

D RRETTTETTEEETTP S l» ------------------------------- =
Step 2: Compute the output
& find the floor

Step 3: Pick up differ£nt two binary digits from
step 2 of the same length and do OR
FoTsl=1 =] f[o] o TR, >

Step 4 Pick up different two binary digits from
step 2 of the same length (different from
step 3) and do OR operation

Step 5: Do binary multiplication (AND) on the
results of Step 3 and step 4.

Combined_Secure key obtained, secure
connection established and use its respective
public key in data exchange process

Step 6:

Fig. 4. The steps for computing Combined_secure key between Patient; and MI for securely data exchange.
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Tempmax
Senygr(j < Senygr < HRmax), S1f Z
k=1
Sengemp(k < Sengemp < Tempmax),
RRmax
Sif Z Sengg(l < Sengg < RRmMax)
1=0

) Combined_securekey

Thus, the generic form of the above data blinding process can
be written as:

Senxmax
PtXpatablind =<51f ( E
i=1
Senx(i < Senxgp, Senxug, SeNXremp, SENXgg

Combined_securekey
< Senxmax) ))

The next step is the generation of hash values (H_Senx) of the
corresponding generated sensory data (e.g. Sensory data of BP),
as presented below.

Combined_securekey ( 9)
Subsequently, the patient generates the second public and private
key pairs from the obtained public and private key pairs of KGC
with the intention of safely storing the hash values and signatures
of the corresponding generated sensory data in TPCS. Later, the
hash values and signatures are used to audit the stored data
in PCSS and MIPCS accordingly. The following step is used to
generate the patient’s second private as follows:

H_Senx = ({Hy(Senx1), ..., Hy(Senx,)})

exp
Pt_SecondPrtkey = L(IDj—i—VkeymLAge—i—wt) xNonce+(KGC_Pubkey)J
(10)

The similar way is used showing generation of the second public
key for a patient, as expressed below:

exp
Pt_SecondPubkey = ((IDJ- + KGC_Pubkey)-+(KGC_Pubkey x Nonce)—‘
(11)

We assume the values for ID; = 4, Vi, = 4, age is = 43, wt is =
70, Nonce is = 10, KGC_Pubkey is = 3, e is = 3 and p is =0.5. After
calculation, we obtained the value for Pt_SecondPrtkey is 8090 and
the value for Pt_SecondPubkey is 1. Thus, the patient generates
hash of the blinded data using its second private key as follows:

Ptx_SecondPrtkey
) (12)

PtXpataBlindHash = (H1 (Ptx_Datablind)

2.3.6. PatientDataSig generation process (Oseni , H1)

The patient generates signatures (6sep;) for their corresponding
sensory data chunks produced by various BMSs. These signatures
are used to audit various data chunks stored in the public and
private cloud servers. The steps below demonstrate the details
for the generation of signatures.

I: The generated sensory data chunk (Sen_chunki) has its
representation identifier, N; € {0, 1}*. This algorithm selects
a random number r; € Zq* and computes its identity to hide,
h_identity =r.q of the patient. The generated signature (6;) of the
sensory data can be expressed, as follows:

Senchunkmax
Seni(senchunki = Seni = senchunkmux)

Senchunki=1

Combined_securekey
Oseni = )

(13)
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Next step is to move for generation of hash values of the sen-
sory data chunk and signs it on Combined_securekey and the
Pt_SecondPtrkey of patient, respectively.

Combined k
95eniHash = (HI(QSem‘)) ombined_securekey

Pt_Si dPtrki
Osenitiash = (H1(Bseni)) t-secondPtriey

II: The whole set of the signatures for all sensory data chunks
can be expressed, as follows:

Oseni :( (Sen_chunkmaxSen_chunki)(m_chunkisseniSSEH_Ehunkm),
(14)

. . Combined_securekey
N;.h_identity )

The patient also signs the corresponding generated signatures us-
ing key pairs of the Pt_Pubkey and Pt_SecondPubkey, as described
below.

Pt_Pubkey
Pt_eSem’ = (((GSEM)> >

The patient sends the blinded data (PtXpatapiindHash) tO store in
PCSS and MIPCS of ML In the same way, the patient stores the
corresponding hash values in TPCS and MIPCS, which are used to
audit data stored on cloud servers.

Pt_SecondPubkey
(15)

2.3.7. Data integrity auditing (Ptx, TPCS,MI, Chal)

This process shows data integrity auditing of the stored data
on cloud servers performed by the patient and the particular MI.
The patient sends a randomly selected signatures and hash values
to the public cloud server as a Challenge (Chal) through TPCS.
While the MI sends the same types of information and downloads
the whole data for data integrity auditing. This data auditing
process is therefore divided into two stages, as expressed below.

I: Data Auditing conducted by a patient

The patient stores signatures and hash values of their gener-
ated corresponding data in TPCS. The patient sends a Chal request
message to TPCS and verifies the TPCS with the stored signatures
and hash values. On the successful verification, TPCS performs the
following steps to submit a request for data audit to the public
cloud servers.

a: The patient selects randomly a sensory data chunk (senx;,)
from the generated sensory data X, where X € HR, RR,BP and
Temp. To generate a Chal, the patient selects randomly a subset
value, V; ={V1, ..., V;;} from set, Ur ={1,2..,n} to get an element
of sensory data.

b: Next is to choose a number n; € Zq* for each element, e €
Zq*, so the patient adds the following information to Chal as,

(16)

Subsequently, the patient sends the generated Chal_Pti_TPCS and
Chal_Pti_MI to TPCS and MI, respectively, as shown below.

Chal = (senx,,, V;)**?

C . TPCS_Pubkey
0MMon—sessionyeyp; —Tpcs
Chal_Pti_TPCS = ((Chal, H1(Chal)) )
(17)
Combined_Securekey MI_Pubkey
Chal_Pti_MI = ((Chal, H1(Chal)> ) (18)

The patient sends Chal Pti_TPCS and Chal_Pti_MI to TPCS and
the TPCS forwards Chal_Pti_MI to MI to audit the stored data
in PCSS. In addition, the TPCS decrypts the chal (Chal_Pti_TPCS)
using its private key and the common session key by comparing
the received chal data information with the stored chal data
information. If the comparison is fulfilled, it is sent to audit the
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stored data in PCSS. Otherwise, it is thought that it was a fake chal
with an adversary’s attack.

II: Data Auditing conducted by a MI,

The Mi, receives a Chal_Pti_MI from a patient through TPCS. In
addition, the MI, decrypts the received chal using its private key
and the combined trusted-secured key. Next, the MI, compares
the received data information with the stored data information
of MIPCS. If corrected information is found, it accepts, otherwise
it is rejected. Further, the MI, will forward Chal_Pti_MI to the PCSS
and the PCSS will sends the whole data stored of the particular
patient to MI, once the obtained chal has been successfully au-
thenticated. Subsequently, the particular MI, will again audit the
data received with the data stored and update the patient’s health
record accordingly.

2.3.8. Data audit ProofGenPCSS (Pf)

There are two parties (Ptx and MI) which have sent a Chal
request for data audits stored in PCSS as stated in Eqs. (17) and
(18). The pubic cloud server will generate the replies of Chal, as
mentioned in the following steps.

iz PCSS generates a proof of the stored data in cloud to en-
sure the data integrity verification. First, PCSS computes a linear
combination of the sensory data chunks, Sen_Datax = Y sr3/me
Senxys (x < Senxys < Senxmqx), Which is defining the range of the
particular vital sign.

ii: Next step is the generation of its corresponding signatures
of the Sen_Datax of vital sign (x) by PCSS, as expressed below.

Senxgys

Z Senxgys(x1, - - -,

Ox=1

Sen_0x = ( an))e X g € Zq* (19)

iii: PCSS sends the computed sensory data (Sen_Datax) and its
corresponding generated signatures (Sen_6x) to the patient and
MI as proof(pf), as given below.

PKGC

of = {((Sen_Datax), (Sen_@x))eXp} (20)

2.3.9. Proof evaluation (PE-ptX, ptXruipata)

The patient is provided with the proof (pf) to verify the in-
tegrity of the stored audited data by the cloud server as given
below.

Pt_IDx

PE — ptx :( e(pr.p)*" e (p1 Y PID(py, i)
i=1

x_Data X
e( Z (Sif ZData(i < Data < n))) (i"_Sen_Datax || S1f ) Py )Se"*D““‘X )

k=1 i=1

(21)

If this equation truly holds the verification, the patient will accept,
otherwise, reject. Next step is the verification of the stored data
through Equation (18), which was sent by Mix to PCSS. The PCSS
sends the whole dataset of a patient in encrypted form along with
their generated corresponding signatures and hash values to MIx,
as shown below, respectively.

Sen_Max
Z Seny(i < Senxgp, SenXremp, SeNXpr,

i=1

PE — ptx =<(
(22)
PKGC MI_Pubkey
Senxgg < Senx_Max) ) )
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Table 2
The proposed novel data structure for handling patient’s data duplication.
P?:fim Data Payload info MI info Ptr(ABCMDx1y1..MDxnyn)
b Pt_ID :c"fory—]?fta‘ ) MI-ID1={MI-ID1,...MI-IDn,
*age ensmyislg:na.turm Docl,...Docn, Services, Treatment}
e Loc Sensory_Hashi
, File-ID(A)
o Wit ) .
[ File-Version(B) Ptr(ABCMDx1y1..MDxnyn)
b VKeyi |File-Size(C) MI-IDn={MI-ID1,..., MI-ID
-IDn={MI-ID1,...,MI-IDn}
File r/s.(M Dx1y1...MDznyn) Docl,...Docn, Services, Treatment}
Date-Time:--
Senxyys
Sen_Data6 =< E Senxopp, Temp,HR,RR(S€NX_Opp1),
Ox=1

Senx_Oremp1, Senx_Oyr1, Senx_6Ogg1, . . . , Senx_Ogpy, (23)

PKGC MI_Pubkey
Senx_Otempn, SenX_Oyrn, Senx_Orpn )

PKGC MI_Pubkey
Hash_h = ((Hl(PE — ptx), H;(Sen_Data# )) ) (24)

The MlI, decrypts the received data files with its private key and
compares the outputs with the locally stored data files in MIPCS.
If the comparison is matched, then it is accepted for patient care
and file changes, otherwise, it is rejected.

2.3.10. Data duplication and updation management (patient-info,
data-payload, Ml-info and ptr)

The physician treats patients on the basis of existing health
issues and medical history. That is why it is necessary to keep the
medical history and update the health records of a patient regu-
larly. As a result, we have proposed a new dynamic data structure
containing blocks of the patient information, data payload infor-
mation, MI information and a pointer (Ptr) (Table 2). Moreover,
the patient information header contains Pt_ID, age, loc, wt, ht,
and the V. The data payload information header comprises
of Sensory_Datai, Sensory_signaturei, Sensory_Hashi, File — ID(A),
File — Version(B), File—Size(C), File—r /s(MDx1y1, . .., MDx,y,) and
Date — Time. Where “i” refers to the collection of sensory data of
the particular vital sign, as aforementioned in Eq. (7). The File —
r/S(MDx1y1, . . ., MDx,y,) refers to the relationship of a patient’s
data information with MI represented as x, which invokes the
information of MI—ID, and y is represented as doctors, Doc =(Docy,
..., Docy). The Date — Time shows creation of this file structure.
The third header information is about MI containing “n” lists of
MI — ID= {MI — IDi, ..., MI — IDn}, doctors Doc ={Docy, ..., Doc,},
various services and treatment cares for patients. The last header
is Ptr with attributes {A,B,C, MDy1y1, ..., MDxayn}. Where “A” is
employed for file ID, “B” is used for file version, “C” represents the
file size, “MD” represents the Medical institute and the doctor,
respectively. The Ptr keeps track of the same patient’s updated
health records. Thus, this information updates the patient’s health
history without data duplication.

2.4. Intelligent content-based Emergency Data Access control

There are n BMSs installed to monitor health conditions of
the patient. We consider a heart rate sensor (Sengg), a respi-
ratory rate sensor (Sengg), a blood pressure sensor (Sengp) and
a temperature monitoring sensor (Senremp). It is also assumed
that the monitoring accuracy of these BMSs for vital signs is
adequate to make decision. Furthermore, we define the Criticality
(C) of the patient’s health status as low threshold values and high
threshold values. The reading of low threshold values is more
and critical than the reading of high threshold values. Since the
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reading of the low threshold values is closed to zero while the
high threshold values are a long way from that value. We define
the expression for criticalities of low threshold and high threshold
values (Criticality_HR) for Senyg, as expressed below.

Criticality_HR

X1 < HR < (HRwi — X3); V_Clow — Very Critical in low threshold
(Cow — X1) < HR < (VCjoyy — X1); C_low — Critical in low threshold
HRmi < HR < HRy,j; Normal — Normal reading

X3 < HR < (HRj — X3); V_CHigh — Very Critical in high threshold
(Chigh — X3) < HR < (VChigh — X4); C_High — Critical in high threshold

Fig. 5(a) shows the representation of Criticality_HR by classifying
into four criticalities that are X;, X3, X3 and X4. The criticality of
X1 is high critical as compared to X,. similarly, the criticality level
for X3 is greater than criticality of Xj.

The criticalities for RR, BP and Temp are Criticality_RR,
Criticality_BP, and Criticality_Temp, expressed below respectively.
Fig. 5(b), 5(c) and 5(d) represent low and high threshold values
for RR, BP and Temp, respectively. Moreover, the criticality of X;
is always higher than X, in low threshold values. Similarly, the
criticality of X3 is always higher than X, in high threshold values.
These criticalities characterize the priority-based allocation of
diagnosis and care resources to patients. As a result, we are
developing a intelligent content-based emergency data access
control for single patients and multiple patients, as discussed in
Fig. 5.

Criticality_RR

X1 < RR < (RRpi — X3); V_Clow — Very Critical in low threshold
(Cow — X1) < RR < (VCoyy — X4); C_low — Critical in low threshold
RRmi < RR < RRyj; Normal — Normal reading

X3 < RR < (RRmj — X3); V_CHigh — Very Critical in high threshold
(Chigh — X3) < RR < (VCyign — X4); C_High — Critical in high threshold

Criticality_BP

X1 < BP < (RRyi — X3); V_Clow — Very Critical in low threshold
(Clow — X1) < BP < (VCioyy — X1); C_low — Critical in low threshold
BPyi < BP < BPyy; Normal — Normal reading

X3 < BP < (BPy; — X3); V_CHigh — Very Critical in high threshold
(Chigh — X3) < BP < (VChign — X4); C_High — Critical in high threshold

Criticality_Temp

Tempy; + Temp; < Temp; Normal — Normal reading

Chiigh — X, < Temp < Xy; V_CHigh — Very Critical in high threshold
X3 < Temp; C_High — Critical in high threshold

2.4.1. A single patient Emergency Data Access Control

Various criticalities are designed for reliable monitoring of
health. If there is a predication of criticality of some vital sign,
then that BMS will send an Emergency Alert (Em_Alt) message in
advance to MI through TPCS for the anticipated health condition.

EM_Alt = (( Pt_ID + Vkeyi + Age + Loc + Time+

Nonce, 4+ MDxiyj + Criticality_vitalSigni
) Combined_securekey > MI_Pubkey

Combined_securekey MI_Pubkey
EM_Althash = ((Hl(EM_Alt)> )

This EM_AIt contains information about patient, criticality
level of the vital sign i, time of the detection abnormal health
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Fig. 5. The criticalities definition of various vital signs.

condition, MI and a security code (Nonce,). The emergency mes-
sage is encrypted using Combined_securekey and MI_Pubkey. To
verify integrity, we create a hash of EM_AIt and signed by trusted-
secure keys. Through this EM_Alt, the concerned MI receives it
and compares all patient’s information with the stored patient’s
information in database of MIPCS. On the successful verification of
patient’s information, the MI forwards a request for downloading
the full medical history and updated health track records from
PCSS using Eq. (25). As a result, the MI physicians in particular di-
agnose the degree of criticality of the patient in a life-threatening
condition and recommend optimal care.

2.4.2. Multiple patients emergency data access control

There are n patients, Pt ={Pty, ..., Pt,}, who have serious health
problems and need them to assign MI health facilities on the basis
of health criticalities. The advanced based information circulation
is sent to Mi specifying the criticalities of HR,RR,BP and Temp,
which are the main survival psychological signs for healthy life.
Therefore, we define the criticality of one vital sign, as expressed
below.

Pt_Criticality =( Criticality_vitalSigni, Patient — info, Dect_time,
Pkt_size # 0, MDxiyj )

(26)

Where Criticality_VitalSigni refers to the low or high threshold
values of the vital sign i, Patient — info refers to the patient
information, Dect_time is the time when irregular readings of i are
observed, Pkt_size should not be zero and MDxiyj refers to details
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of MI and doctor. In case of n patients are having life threatening
conditions, MI receives several criticalities of patients by alert
signals, as expressed below.

EM_Alt
Pty

=<( (Z Pt (Pt_Criticalityl, .
Pty=1

MI_Pubkey
Hy(EM_AIt) )

Combined_securekey
. Pt_Criticalityn)> )

(27)

2.4.3. Allocation of health care and treatment services based on
health criticalities

The allocation of the healthcare services and treatments pri-
oritization to patients in the life-threatening conditions is based
on the criticalities assigned by the concerned MI. The criticalities
define the ranges of the threshold values, the Time of Detection
of Criticality (Dect_time) and Pkt_size should not be negative.
We therefore propose algorithms to resolve the conflict on al-
location of healthcare services to patients. The first proposed
Algorithm 1 briefly describes three patients (i, j, k) who have
various criticalities of the low threshold values, as given below.

This Algorithm 1 assigns the physician first to Pt;, second is
to Pt, and third is to Ptj. The reason for this is that the Pt; has
a very critical condition of HR compared to vital signs reading
of Ptj and Pt;. The second priority for the medical care to be
given to Pt; since this patient has a critical reading of blood
pressure and early detection time compared to Ptj. The second
proposed Algorithm 2 describes the medical treatment allocation
is first assigned to Pt; due to the critical condition of HR and early
detection time compared to Pt;. The third proposed Algorithm
3 briefly discusses the criticalities of the three vital signs with
low and high thresholds for three patients. The Pt; has the first
priority to assign medical care services compared to Pt; and Pty
due to very critical low threshold values of HR, low BP and the
critical condition of RR along with early detection of time. The
second priority is given to Pt; due to two vital signs are critical
with low threshold values and the third vital sign is temperature
with high criticality. The Pt; is also critical with vital signs of
high threshold values but less important compared to other two
patients. There are specific definitions for priority-based triage
and care of patients.

Algorithm 1 Criticality of one vital sign among the three pa-
tients (Low)

lf(Pli —VSpr==V_Clow & Dect_time =4pm & Pkt_size > 0) and(Pt,» —VSyr==C_low
& Dect_time =4:03pm & Pkt_size > ()) and(Ptk —VSgp== C_low & Dect_time=4pm &

Pkt_size > ())Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Pt;,Second Priority to: Pt,Third Priority to: Pt;

Algorithm 2 Criticality of one vital sign among the three pa-
tients (High)

If(Pt, —VSpp==V_Chigh & Dect_time =3:57am & Pkt_size > 0) and(Ptl —VSyr==

C_high & Dect_time =3:55am & Pktsize > 0) and(PtA —VSremp== C_high &

Dect_time=3:55am & Pkt_size > 0 |Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Ptj,Second Priority to: Pt;, Third Priority to: Pt
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Algorithm 3 Criticalities of three vital signs among the three
patients (Low-High and High-Low)

If(Pt, —VSyg== V_Clow & VSpp== Clow & VSrep== C_high & Dect_time=
7:0lam & All-Pkt_size > 0) and
(Pt, —VSgp== V_Clow & VSpyr== V_Clow & VSgg== C_high & Dect_time=
7:02am & All-Pkt_size > O) and
(Pu —VSpr== V_high & VSgr== C_high & VSrew,== C_-high & Dect_time=
7:0lam & All-Pkt_size > O)Then

Decision: Criticality based Prioritized Triage and Treatment
First Priority to: Ptj,Second Priority to: Pt;, Third Priority to: Pt

3. Security and privacy analysis
3.1. Data auditing

The data auditing request is generated by a Pt; to ensure the
integrity of the stored data in PCSS. The Pt; selects randomly
a sensory data chunk (Sen_xi) of the sensory data X, where X
is represented as HR, RR, BP and Temp. Where i represents a
selection of values from subset, V; ={Vy, ..., V;,} € Ur and the
Ur is denoted as data elements of sensory data X. Further, the Ur
contains (Sif(i,name)) to compute the data blinding of sensory
data. Where S; is a secrete number, f is a pseudonym random
function, iy, denotes the specific chunk and name is used to hide
the data identify along with maintaining the correctness of data.
The data blinding process is given below.

n
PtxDataBlind = Sif (Z Sen_xi(1 < Sen_xi < n)e*"> (28)

x=1

Next is the generation of the signatures of this data chunk as
expressed below.

fsenxi = (

The Pt; generates hashes of this data chunk of Eq. (35), as given
below.

Z Sen_xi(1 < Sen_xi < n)) (29)

chunk=1

TPCS_Pubkey
) Common_SessionyeyPt—TPCS )

Hash_60Senxi = ((Hl(OSenxi), 0Senxi

(30)

MI_Pubkey

Hash_6Senxi = ((H1(959nxi), 6Senxi) Combined._securekey )

(31)

The Pt; sends Equation (36) and Eq. (37) to TPCS and MI, respec-
tively. Both TPCS and MI validate the signatures and hash values
with the stored data information. Subsequently, the TPCS for-
wards Equation (36) to PCSS and the PCSS performs the following
data audits process.

I | Senpp1,Ptx i — | |
a; = 9D€an1 BP1 DataBlindSenxBPx —

G ,5€nBP1: PiXpataplindSenxBPx
1 5
DeVy 1 DeVy

Vix$y
Hi( g|l-..!1Sengp1, PtXpatabiindsenxcex ))

(32)
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Sengpy, Ptx, i _ Sengpy,Ptx, -
a, = | | 9D€Vn,2 'BP2 ‘DataBlindSenxBPx — | | (G] BP2 DutuBlmdSeanPx’

DeVy 5 DeVy

Vix$q
Hy( gll...lISengp2, PtXpatasiindsenxaex ))

(33)
Pt— Vix5q
ay = e<pl_[ ”7p/7ptsl.n> (34)
p=1
e(0,g)= (ChﬂzOlh Hl(alazal)) (35)

These equations show the proof of the stored data integrity
verification performed by PCSS. Moreover, MI forwards the fol-
lowing equation (detailed in Eq. (35)) to PCSS for data integrity
verification.

. PkGC
MI_audit = (85, Hi(Bsena). (M), €.2) (36)

Upon the successful verification of Eq. (42) by PCSS, PCSS performs
a linear combination for the required data chunks needed to
ensure data integrity and also generates the required signatures
respectively, that are

max

Sen_Datax = _ Sen_VSBP(i < Sen_VSBP < max) (37)
i=1
VSBP PkGC
Sen_OVSBP = (Z Ousep (61, . . .., en)m’> (38)

j=1

The PCSS sends both equations to MI, where the MI performs data
auditing of integrity verification and finds the stored data to be
right.

3.2. Homomorphic verification

The homomorphic verification is an authentic way for data
integrity auditing stored in PCSS without being downloaded. This
process can be initiated by the patient, TPCS and MI. The following
discussion discusses the homomorphic verification process. In
Blockless Verification, the file identifiers are Sengp,, and Sengpy,
and their corresponding generated signatures are 6Sengp,, and
6 Sengpy,, generated with the support of the pseudo random f1 and

f2 functions, respectively. The Pt; sends Senpgqsp,, :(f]Sean,,1 +

f2 SenDamem) to PCSS through TPCS for verification, as described

below.

e(0Sengpn,’ !, OSengpnt?, g) =( Hq(Sengpn,
(39)

Common_SessionkeyPt TPCS
1 2 Sen ,Pt_IDi
Y, Hi(Sengpy, Y2, or*atasm )

The correction of the stored data can be verified with the help of
bilinear map, in the following definitions.

e(@Sean,,lf], 6Sengpn,’?, g) =< e ( Hy

(SenBPm )flesenBPnlfLSenBPnl ) +e(H1(SenBPHX)fzesenBanfZ.SenBan’ G1) )

(40)

Thus, it has been shown that the proposed schemes support
homomorphic methods for data verification. In Non-Malleability,
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we assumed that the Adv, has generated the valid signatures
(6Senpqq, ) of the sensory data (Senpgs,) With the support of the
pseudo random function (fn), as described below.

exp
e<(959nDamX ., g) = <H1(Senoamx Y, (6Senpata, ))

The TPCS will not authenticate this generated signature be-
cause it was not signed using Common_SessionkeyPt — TPCS.
Therefore, it has also been shown that the proposed schemes
support homomorphic methods. The same steps can be taken
between TPCS and MI to check of the corrected data stored in
PCSS.

(41)

3.3. Attribute-based privacy preserving

We assume that the Pt; stores signatures and hash values of
the corresponding generated blinded sensory data chunks in TPCS.
The Pt; signs the data signatures and hash values using secondary
generated private key (Pt_SecondPrtkey), as described in Eq. (10).
Through these steps, it hides the actual contents of sensory data.
Moreover, the Pt; hides its identity by including Pt_ID, g and A
refers to the healthcare activities of Pt;. Finally, the Pt; signs the
whole data packets on the Common—Sessionyey as a chal and sends
it to TPCS for data integrity auditing, as described below.

)Pt_SecondPrtkey

3

Pt; chat = ( (9V51, OVSy, OVS11
(42)

Common—Sessionyey
H1(8VS1), H1(0VS4), Hi(6VS11), Ptip, Ig, A )

The TPCS decrypts the whole data packets using its corresponding
keys options and compares them with the corresponding stored
signatures and hash values. The same steps can be taken between
TPCS and PCSS to hide the actual data and the real identity of
patient with zero knowledge.

3.4. Data duplication and updation

The MI, creates a file containing patient information, data
payload, MI and Ptr headers stored in PCSS. Previously, the Pt; was
diagnosed by MD27 — 00 and the updated ptr was Ptry12_27_go-
This Pt; is then referred to MD31 — 00 by the MD27 — 00. Thus,
the MD27 —00 updates the ptr to Ptry(1.i)3—27—31 Which shows the
recent diagnosis of Pt; done by MD27 — 00. Through this process,
the Pt; health records are updated to prevent duplication of data
if the same patient is handled by multiple medical institutions.

Game: It is assumed that the Adv, behaves as a Pt; and
that Combined_Securekey is compromised between Pt; and MI,.
Furthermore, the Adv, generates a fake Ptri;1_21_oo along with
MD21 — 00 and shares with MI,. When MI, searches for and does
not find the relevant information in MIPCS. Then, the MI, prevents
contact with Adv, tells the network of Advy.

3.5. Verification of the valid emergency data

We assumed that Pt; has a criticality prediction for the vital
sign x, where x corresponds to HR, RR, BP and Temp. In this life-
threatening scenario, Pt; will produce an alert signal (Em_Alt) and
will send it to TPCS. TPCS will check if it comes from valid Pt; or
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Table 3
Simulation parameters.
Parameter Description
NS-2 Network Simulator 2
RAM 4 GB
Operating System Ubuntu
Base field size 512 bits
|S| size 160 bits
|G1] and |GT| 1024 bits
Length of ID 145 bits

Advy as expressed below.

Em_Alt =(( Pt_info =Pt_ID; + VKeyi + Wt

-+ Age + Ht + Ig + Nonce, + Nonce,+
MDxiyj6Sen_VSx + Hy(6Sen_VSx) ), ( Criticality_VSx > 0+
time_Detect = 16 : 21 + Hq(Criticality_VSx > 0
+ time_Detect = 16 : 21)+
Pt_info 4+ Nonce,+

) Combined_securekey-+MI_Pubkey

Common_sessionkeyp ti—TPCS
Noncey )

(43)

The TPCS decrypts the Pt_info along with the generated nonces
(Nonce,+Nonce,) between Pt; and TPCS and also verifies the cor-
responding generated signature and hash values. Upon successful
authentication, the TPCS immediately forwards the Em_Alt to the
relevant MDxiyj, where the MDxiyj verifies the patient’s complete
details.

4. Simulation results and discussion

This section presents the simulation results performances
of the proposed work compared with the existing schemes. It
presents simulation results of the proposed work and compares
with [13,20] schemes. The Pairing Based Cryptography (PBC)
library [34] has used in NS-2 simulation environment using a
ubuntu operating system with 4 GB RAM, as shown in Table 3.
Moreover, the base field size is 512 bits, jS| size is 160 bits related
to Zq, |G¥| and |GT]| size is 1024 bits. The length of each ID is 145
bits long, as described in Table 3.

The generation of keys for Pts, TPCS, MIs in the proposed
work consumes 10.2 msec (millisecond), which is the lowest
time consumed and performed efficiently compared to [13,20], as
shown in Fig. 6. The scheme [20] consumes 15 msec, which is the
second lowest time consumption. In comparison, [13] consumes
28.5 msec, the highest time consumption in the key genera-
tion process. To evaluate the performance of the data blinding
(encryption) process of the proposed work, we consider an av-
erage of 2,000 data blocks generated and encrypted with the
lowest computing time is 40 msec compared to [13,20], as shown
in Fig. 7. As we note, the time for computing is increasingly
increasing as more data is generated for encryption. The [20]
consumes 80 msec for data blinding, and [13] requires more than
95 msec for data blinding, as shown in Fig. 7.

The physician of MI performs the decryption of the blinded
data during the data auditing and the patient’s treatment. Fig. 8
indicates that the cost of computing the proposed scheme is 16
msec, with the lowest cost of computing compared to [13,20].
This step-by-step increase has occurred due to several MIs activ-
ities. However, the highest overhead cost of computing is [13],
which is 30 msec, while [20] consumes 26.5 msec in the decryp-
tion process, which is the second lowest cost of computing. Fig. 9
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Fig. 6. Impact of computation overhead-Execution time for Keys generation.
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Fig. 8. Impact of computation overhead-Execution time for decryption.
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Fig. 9. Impact of computation overhead-Execution time for generation of mutual
keys.
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Fig. 10. Impact of computation overhead for generation of different activities.

shows the cost of computing involved in various steps for the
generation of the Combined_Securekey and Common_Sessionkey.
The Combined_Securekey is generated between Pt; and MI; through
KGC with consumed 15.5 msec while Common_Sessionkey is gen-
erated between Pt; and TPCS through KGC with consumed 23.9
msec. Fig. 10 is showing the computation cost of On_Demand
Data, Emergency_Data and Data_Duplication. The lowest cost of
the computing for On_Demand Data service is 7 msec because the
MI physician sends information of the specific vital sign and few
other specifications to Pt. The Emergency_Data consumes 14 msec
of computation time during the preparation and transmission of
the alert signal to MI when the threshold value of the patient
exceeds the normal range. However, the data duplication and
updation take about 25 msec of computation time to prepare and
update the patient data in different versions, as shown in Fig. 10.

5. Conclusion

This paper has contributed to the innovative HIDE framework
development for the IoT-Healthcare domain to trustworthy and
secure patient data in cloud storage. The first trusted-secure
scheme is the attribute-based privacy-aware, which performs
encryption and decryption of patient’s data by incorporating the
idea of shared (mutual) keys among different entities. In addition,
this method effectively manages and stores the same patient
file data in different versions to prevent data duplication aimed
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at tracking MIs and their respective individual physician(s) who
treat patients. The second revolutionary scheme is intelligent
content-based emergency data access control, which effectively
controls single and multiple patients’ health criticalities in life-
threatening circumstances using alert signals without human in-
tervention. The MI allocates healthcare services to patients based
on their health criticalities. The security analysis and experi-
mental results show that the proposed schemes have performed
efficiently and have obtained the desired results. Future research
will expand it to link hospitals and patients with efficient security
mechanisms using a deep learning algorithm.
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