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ABSTRACT The issue of cybersecurity has gained significant prominence in the context of safeguarding the
privacy and integrity of information, especially with the increasing prevalence of interconnected devices such
as Mobile Ad-hoc networks (MANETS). Due to their nature, particularly in light of the unavoidable security
flaws that arise from the complexity of current and future systems and services, it is crucial to explore how
to prevent cyberattacks efficiently. On the other hand, game theory is one of the most significant methods
used in this field. Yet, survey articles that consider game theory for security in MANETS are less common.
Therefore, in this paper, we survey the articles related to game theory for security in MANETS, presenting an
overview of the basic MANETS concepts and their main vulnerabilities. Also, we will propose a taxonomy
for recent works, highlighting the limits of the existing works, and outlining some potential future directions
for cybersecurity in Ad-hoc networks.

INDEX TERMS Cybersecurity, game theory, intrusion, malicious, mobile ad-hoc networks (MANETS).

I. INTRODUCTION

Mobile Ad-hoc Networks (MANETS) have emerged as a cru-
cial component of connectivity, transcending the constraints
imposed by traditional infrastructure-based networks [1], [2].
MANETS possess exceptional adaptability as they facilitate
the formation of networks among devices without relying on
centralized infrastructure. This unique characteristic renders
them highly suitable for various scenarios, including but
not limited to disaster response, Internet of Things (IoT)
deployments [3], vehicular networks [4], [5], and smart cities
[6], [7]. However, the rapid expansion of MANETSs, and
their wide range of potential uses, also brings up several
cybersecurity issues that require thorough investigation [6],
[8], [9]. Furthermore, due to the dynamic and unstable
nature of the topology of MANETS, as well as their limited
resources, these networks more often encounter challenges
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related to delays and packet loss compared to stationary
networks [10].

Additionally, among the reasons for continuous inter-
missions of communications are security breaches which
decrease the efficiency of any network [6], [8], [11].
Such a setback can be caused by the lack of centralized
management and monitoring, open access medium, the
lack of physical organization members of MANETS, and
dynamically changing topologies, which raises the security
challenge of MANETS [6], [11].

This raises significant issues regarding the integrity and
confidentiality of the transmitted data. As a result, MANETS
become prone to malicious attacks, intrusions, and security
breaches [6], [12].

The security of MANETS is a significant obstacle that
impedes the seamless functioning of the network [13]. With
the expectation of a significant increase in the utilization of
MANETS in diverse fields in the near future, it is crucial
to emphasize the importance of enhancing their security
measures and guaranteeing the robustness of these networks
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against emerging cyber risks. There are some open issues
and fundamental limitations of MANET security aspects that
have been discussed in the literature. For instance, the authors
in [14] discuss critical security requirements for networks.
Among the complex security issues in MANETS, profiling
the behaviour of nodes [15], and differentiating between
“good” and ““bad’ nodes, stands out due to the heterogeneity
of devices integrating a MANET (e.g. laptops, tablet PCs,
smartphones). There are four distinct types of MANET nodes
based on their behavioural characteristics [6], [15], [16]:

o The first type is an honest node which is interested in
establishing communication with other nodes with the
aim of forwarding data packets.

o The second type is the unintentional misbehaving nodes,
i.e. an erroneous node that has circuitry issues and
defective hardware design.

« The third type is the selfish node which tends to refuse to
forward the data packet to the destination nodes in order
to save its resources.

o The last type includes malicious intentional misbehav-
ing nodes which have harmful intentions to disrupt
traffic and steal confidential data.

There are various consequences that result in the eventual
behaviour of malicious nodes, such as network crashes [17].
Nonetheless, identifying malicious nodes in MANETS poses
a significant challenge due to the difficulty in detecting
malicious attacks. This is primarily attributed to the lack
of adequate security systems in MANET policies [17]. The
identification of illicit behaviour is hindered by secondary
challenges, such as the absence of a systematic network
surveillance process. This is often due to the lack of a central-
ized system, particularly in large-scale environments [17].

A group of works in the literature [6], [18], [19], [20]
categorizes attacks into two distinct classes: the first class
includes external attacks such as DoS (Denial-of-Service),
congested links, as well as false routing information attacks,
while the second class refers to internal attacks; an example
are malicious nodes mimicking regular nodes to access
confidential information. Furthermore, cybersecurity attacks
in MANETS can be classified into passive and active attacks.
In the former, there is no disruption in the protocol operation,
yet there is an attempt to learn important information by
eavesdropping on network traffic; in the latter class, active
attacks, the attacker attempts to disrupt protocol operations
by injecting arbitrary packets with the aim to acquire
authentication, restrict availability, or draw packets that are
meant to be delivered to other nodes [21]. Another group of
works categorized the attacks in MANETS based on various
criteria like source/domain, nature/behaviour of the attack,
the number of attackers involved, their processing capacity,
and the attacks corresponding to different MANET layers
[14]. Additionally, in the literature, alternative categoriza-
tions of MANET attacks have been suggested by Kavitha and
Mukesh [22], consisting of two distinct classes: the first class
pertains to a data traffic attack that involves the intentional
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FIGURE 1. Classification of attacks in MANETs.

TABLE 1. Attacks on various MANET layers [14].

Layer Attack

Physical Jamming, interceptions, eavesdropping, active interference,
malicious message injecting

Data Link | Traffic analysis, monitoring, SYN flooding, TCP ACK
storm

Network Spoofing, wormhole, grey hole, Byzantine, black-hole, re-

source consumption, flooding, location disclosure attacks,
Sybil, routing attacks, sinkhole

Application | Repudiation, malicious code, data corruption

Transport | Session hijacking, TCP ACK storm, SYN flooding, jellyfish
MultiLayer | DoS, replay, man-in-the-middle, impersonation

obstruction of data packets passing through nodes, resulting
in either the dropping of claimed packets or the delay of
their forwarding. The first category of attacks includes the
black-hole attack, cooperative black-hole attack, gray-hole
attack, and jellyfish attack. The second category pertains
to control traffic attacks, which comprises the worm-hole
attack, HELLO flood attack, bogus registration attack, man-
in-the-middle attack, rushing attack, cache poisoning attack,
cooperative blackmail attack, and Sybil attack. A summary
of the aforementioned classifications is highlighted in Fig.1.
Furthermore, a description of various attacks based on the
distinct MANET layers is given in Table.1.

There are several problems that arise as a consequence
of attacks on different layers, as summarized in [14], [23],
and [24] including time delay, data loss, full/partial network
paralysis, compromised QoS (Quality-of-Service), as well as
misuse of services.

As a result, various security methodologies have been
developed for MANETS in prior academic studies. As such,
authors in [17] grouped them into five groups as follows:
1) Cryptographic approaches that are conducted in either a
symmetric or an asymmetric manner, thereby preserving the
confidentiality and integrity of the original data by adopting
various algorithms, e.g. SHA (Secure Hash Algorithm),
MDS5 (Message Digest 5), MAC (Message Authentication
Codes), and digital signature., 2) trusted third party, 3)
intrusion detection systems whose goal is to watch over
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malicious activities and identify potential threats (e.g. credit-
based methods and reputation-based methods), 4) secure
protocols, and 5) other security techniques (e.g. security using
genetic algorithms, security using artificial neural networks,
security using support vector machines, security using swarm
intelligence, and security using game theory). Alternative
classifications have been proposed in the literature [14],
which categorize security approaches in MANETS into two
distinct classes. As we have shown in Fig.2: preventive
mechanisms are employed as the first line of defense for
authenticating the data source and verifying the integrity of
data, while reactive mechanisms such as intrusion detection
methods act as the second defense line. Their principal aim is
pinning down any abnormal actions during the exploit before
real damage is carried out to the resources.

Game theory can be defined as a mathematical model that
analyses interactive decisions in a particular situation that can
be called a game [6]. There are different classes of game the-
ory based on significant features and properties like symmet-
ric, static, comprises perfect information, or imperfect [25].

Fig.3 explains the main features of non-cooperative and
cooperative games. There are various interactions between
attackers and defenders in network security. Game theory
plays an important role to model these interactions and
predict its outcome, as shown in Fig.4.

A. PREVIOUS SURVEYS AND CONTRIBUTIONS

Numerous surveys have been conducted in the realm of
security within MANETSs (see [26], [27], [28], [29], [30],
[31], [32], [33], [34], [35], [36], [37]); additionally, there
are different surveys concerning game theory in the field of
network security as [38], [39], [40], [41], [42], [43], [44],
[45], [46], [47], and [48]. However, there is currently a lack of
research that specifically focuses on the applications of game
theory in the field of MANET security.

To the best of our knowledge, there exists one survey that
studies game theory in the field of MANET security [49];
nonetheless, this work mostly mentions routing attacks and
lacks technical detail. Therefore, our focus is directed toward
the examination of papers that arise from a merger of the three
primary domains.

Our study involves a systematic search for research papers
that specifically address the application of game theory in
the context of MANET Security, within the time frame
from 2016 to 2023. A total of 300 articles were identified
and reviewed pertaining to security in MANETSs. However,
in the specific domain of game theory for MANET security,
a smaller subset of 44 articles were found and analyzed.
In this survey, our study presents a comprehensive analysis of
44 significant articles that specifically address the application
of game theory in enhancing the security of MANETS, where
a summary of the findings is presented in this survey.

This article presents a comprehensive analysis of the
current research on the application of game theory techniques
for enhancing the security of MANETS. Furthermore, it also
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examines certain constraints of the existent literature and
delineates some prospective possibilities that could be
explored in the near future. Fig.5 demonstrates the types of
papers with their distribution according to years.

In addition, this article offers a thorough overview of
the fundamental principles of game theory to ensure that
individuals with varying levels of expertise can comprehend
the content presented. The paper’s remainder is structured as
follows: Section II is dedicated to studying pertinent literature
in the field of security in MANETSs that relied on game
theory. A summary of existing review works is presented in
Section III. A detailed discussion of the limitations of existing
review works has been put in Section IV. Section V presents
open issues and future research directions. Finally, the main
conclusions of the paper are presented in Section VI.

Il. RELATED WORKS
Game theory has been applied in various fields, and gained
significant success in many areas including cybersecurity.
Upon conducting an analysis of the literature pertaining to
game theory for securing MANETS, we have developed a
classification scheme based on the types of game theory
employed, and the specific problems addressed. This classi-
fication is presented in Fig.6. Furthermore, related works can
be grouped into five categories: malicious nodes mitigation,
selfish nodes mitigation, hybrid selfish and malicious nodes
mitigation, intrusion detection, and attacks detection.
Meanwhile, every category comprises numerous sub-
classes. The following sections will provide a detailed
explanation of each of these classes.

A. MALICIOUS NODES MITIGATION

This class entails the presentation of various articles per-
taining to the identification of malicious nodes in diverse
scenarios. MANETs comprise four distinct node types,
namely the malicious node, selfish node, erroneous node, and
regular node, as documented in [6] and [15]. However, the
authors categorized them using varying methods. In order
to clarify the concept, we have introduced a class that
encompasses four subcategories based on the node behaviour
suggested by the authors.

1) MALICIOUS BEHAVIOUR DETECTION

The detection of malicious nodes is a targeted effort to
identify nodes that are deliberately engaging in malicious
activities or exhibiting malicious behaviour. The identi-
fication of malicious nodes is of utmost importance in
upholding the security and coherence of the network, and in
safeguarding it against diverse cyber threats. Several articles
have been dedicated to the detection of malicious nodes in
MANETSs. One such work, as described in [50], focuses
on the development of a secure routing protocol using the
game theory model in MANETs. They divide the nodes
into regular and malicious, which are used in their approach
based on a dynamic Bayesian signaling game. In particular,
authors rely on the Perfect Bayesian Equilibrium (PBE)
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FIGURE 2. Security approaches in MANETs.

to solve incomplete information by combining strategies
and payoff of players that constitute an equilibrium. This
approach minimizes the utility of malicious nodes, and it
motivates better cooperation between nodes by using the
reputation system. This game also revealed the best actions
of individual strategies for each node and determined the
malicious behaviour of a node. The results indicated that
the suggested approach produced a relatively low routing
overhead. Additionally, it achieved a favorable routing
latency in the presence of different fractions of misbehaving
nodes. However, the act of maximising throughput results in
an increase in bandwidth use.

In [51], an approach is presented for malicious node
detection using game theory. Their goal is recognizing,
punishing, or expelling malicious nodes. The sending and
receiving results and neighbours’ responses to inquiries are
saved in the nodes’ recording table, and used in the next
decision-making. These interactions are continued to be
stored at appropriate times to be used to identify malicious
nodes. They used a dynamic game model, especially a
non-cooperative Bayesian game model with incomplete
information. The findings indicate that, when the density of
malicious nodes approaches 20%, and the game is played
more than four times between neighbouring nodes, the
suggested technique was able to enhance the detection rate
of harmful nodes.

A security-aware routing scheme using a repeated game
model (SAR-RG) in MANETS for enhancing secure routing
is proposed in [52]. The objective of this approach is to
identify malicious nodes in order to prevent packet loss and
DoS attacks within the network. A repeated game model
was employed. The first step of this algorithm involves
formulating the connectivity of the network. Subsequently,
the system verifies the identity of the user who has recently
transmitted the game and penalizes the player who deviated
from the norm. An effective routing model enables the
attainment of energy efficiency. The results show that the
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suggested approach exhibits a reduced time requirement
for identifying the malicious node, and demonstrates better
performance in about 90% of the detector nodes. The
accuracy of the system increases when 60% of the nodes are
malicious, whereas the defense rate numbers decline as the
number of malicious nodes increases.

The authors in [53] proposed a multi-attacker collusion
approach to represent the unpredictable behaviour of nodes in
cooperating, reporting, declining, or attacking other nodes to
achieve effective modeling of mobile nodes in MANETS. The
results showed that the proposed approach attained Perfect
Bayesian Equilibrium successfully from both a security and a
QoS viewpoint. The key limitation of works in [51] and [53],
is the lack of diverse parameters.

2) MALICIOUS NODES MITIGATION WITH RESOURCE
PRESERVATION

The resource limitations of MANETs are a common
occurrence, largely attributable to their distinctive attributes.
In order to reduce the negative effects of malicious nodes on a
network, while concurrently guaranteeing optimal utilisation
of network resources, several articles have been identified
that concentrate on this particular research direction. For
instance, the authors in [54] proposed a game theoretic
framework to predict malicious behaviours within a MANET
to analyze the best security alternatives that preserve the
resource consumption of network entities. Furthermore,
they relied on an evolutionary game theoretic approach for
securing energy-constrained MANETS. In these games, each
entity can learn about the behaviour of its opponent over
time, allowing the adjustment of its strategy. They consider
MANETSs composed of malicious and regular nodes, with
a distributed IDS composed of Host IDSs installed on each
regular node. The main results of their game model are
the elaboration of the Evolutionary Stable Strategies (ESSs),
which is a stronger concept of equilibria, and the illustration
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of the evolution process, based on the replicator dynamic. The An improved mean field game theoretic (IMFGT)
results of the replicators dynamic implementation showed approach for security was proposed in [55]. It is applicable
the impact of the game settings on the convergence of for multiple defenders and multiple attackers. Furthermore,
the population strategies towards stable states and energy aside from its applicability in a centralised setting, their
preservation. approach can also be employed in a dynamic environment.
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System resources are taken into consideration. The authors
also considered energy consumption in their approach. The
results obtained from the IMFGT demonstrated superior per-
formance compared to the current MFGT technique. Never-
theless, the authors fail to provide a thorough presentation of
the analyses supporting this strategy. Among the drawbacks
of works in [54] and [55] is the lack of simulation results.

B. SELFISH NODES MITIGATION

Selfish nodes in MANETS are characterised by their tendency
to prioritise their own interests over the optimal functioning
of the network. The nodes show selfish behaviour by
intentionally prioritizing their own resources over network
efficacy. The existence of self-interested nodes presents
significant challenges to MANETSs, which have an impact
on network efficiency, and overall communication efficacy.
Many approaches and algorithms have been suggested for
identifying and alleviating the influence of self-interested
nodes, with the objective of preserving the collaborative char-
acter and effectiveness of the network. Therefore, we present
a selection of articles pertaining to the identification of selfish
nodes in diverse scenarios. The classification comprises two
distinct sub-classes, which are presented in the next sub-
sections.

1) SELFISH NODES AVOIDANCE

Various strategies have been suggested to mitigate the
selfish behaviours of nodes and promote network cooperation
and efficacy, including measures aimed at avoiding their
participation. The authors in [56] proposed a selfish node
detection and prevention scheme, called SENDER. Their
scheme contains two phases: a detection phase and a
prevention phase. In the detection phase, they count the
number of receiving and forwarding packets for each node
and use an adaptive threshold algorithm to detect whether
those nodes demonstrate selfish behaviour or not. In the
prevention phase, a repeated game approach was utilised to
prevent selfish behaviour by forcing the nodes to forward data
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packets in a MANET. The results showed that the proposed
approach achieved increased throughput and a minimal delay.

A different approach involves the implementation of
incentives, whereby nodes are motivated to engage in
collaborative efforts through the provision of rewards or
benefits for their involvement in network-related endeavours.
This incentivizes nodes to exhibit cooperative behaviour.
For instance, the authors in [57] proposed a credit-based
system that used the advantages of the non-cooperative game
and cooperative game theory to avoid selfishness among
nodes. They analyzed the underlying behaviour of nodes in
a MANET through game theory. The credit-based system
is the main approach to avoid selfishness among nodes
because the incentive is paid to encourage the node to provide
services. An incentive scheme is designed to make the Pareto
equilibrium overlap with the Nash equilibrium. The results
showed effectiveness in cooperation among nodes avoiding
selfish behaviour.

A slave-mode selfish and dynamic punishment scheme
is proposed in [58] to avoid selfish behaviours MANETS,
motivating selfish nodes to cooperate through a cooperative
repeated game. The simulation result of their approach
showed an improved MANET performance and a decrease
in the number of selfish nodes. The detection rate of selfish
nodes is seen to rise as the coalition sizes grow, resulting
in enhanced network performance and decreased system
latency.

One significant constraint of the approaches discussed in
[56], [57], and [58] is the restricted scope of parameters.

On the other hand, the authors in [59] proposed a
mechanism to control power consumption and the selfish
nature of nodes which is based on cooperative game theory.
Their aim is to minimize power loss during data transmission
by choosing the best path and defining a stable incentive
allocation mechanism through the coalition game among
relay nodes to reduce selfishness. The results indicate that
the use of methods that control selfish behaviour has a
significant impact in optimising the utilisation of power
resources in individual mobile nodes. The observed scenario
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demonstrated a trade-off between power consumption and
network efficacy, specifically in relation to throughput.

Furthermore, a Hedonic Coalition Formation Game model,
as developed in [60], has been suggested as an additional
coalition game to address the issue of selfishness. The
integration of it was included in the OLSR (Optimised
Link State Routing) protocol. The findings indicate that the
suggested model exhibits superior performance compared
to the traditional OLSR protocol. Specifically, the proposed
model achieves a reduction of around 22% in MPR (multi-
point relay) nodes, hence extending the network’s lifespan.
Additionally, the packet delivery ratio is enhanced by 4%
when compared to the classical OLSR protocol.

2) SELFISH NODES IDENTIFICATION AND ISOLATION

While selfish node avoidance is a strategic approach that
seeks to preclude the involvement of selfish nodes in the
network, the strategy of identifying selfish nodes within a
network is aimed at detecting those nodes that have joined it
with selfish intentions. Upon detection, a self-interested node
may be subject to punitive measures or even exclusion from
the network. As such, the main goal of the authors in [61] is
to identify and isolate selfish nodes that refuse to forward the
packets to conserve energy. Their work focused on integrating
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— [61]

an Audit-based Misbehaviour Detection (AMD) scheme and
an incentive-based reputation scheme with a game theoretical
approach called Supervisory Game to analyze the selfish
behaviour of nodes in MANET environments. In addition to
selfish node detection and isolation in the networks, their
approach also identified benevolent nodes and malevolent
ones. The results indicate that, in the suggested approach,
and when confronted with a large set of malicious nodes,
the network keeps a reduced latency, control overhead, and
packet loss, while achieving an increased packet delivery
ratio. In general, it has resulted in a substantial reduction
in the costs associated with identifying nodes that engage
in malicious behaviour inside the network. However, one
significant drawback of these findings is the inefficient
use of bandwidth, and the subsequent increase in network
congestion.

The authors in [62] used perfect information game theory
to identify selfish nodes and isolate them from the network.
Perfect information game theory is a non-cooperative game
theory that focuses on agents who make their own individual
decisions without a coalition. They found the performance of
the network with and without using the game theory approach
for static and dynamic Ad-hoc networks. In both types of
networks, the results showed that the proposed approach
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increased the throughput in the presence of selfish nodes,
and also decreased the end-to-end delay, which improved
the performance of the ad-hoc network. The main limitation
of this solution is its unscalability where the achieved
results are only for a reduced density and communication
load. In addition, the proposed solution also increases the
bandwidth consumption.

Furthermore, another approach proposed in [63] introduces
a non-cooperative game-based approach for detecting and
isolating selfish nodes from the network. The underlying idea
of their technique involves first identifying nodes that are
suspected of being selfish, followed by a verification process
to determine their selfishness and subsequent isolation. The
process of verification involves the transmission of a test
packet to nodes that are under suspicion. The evaluation is
based on their reaction (or lack thereof). In the event of
non-response, individuals will be designated and subjected
to isolation from the network. However, one major drawback
is the lack of numerical results.

C. HYBRID -SELFISH AND MALICIOUS- NODES
MITIGATION

The simultaneous mitigation of selfish nodes and malicious
nodes in MANETS necessitates the implementation of a
range of strategies to address the difficulties presented by
both types of nodes. This methodology acknowledges the
possibility of the presence of nodes within the network
that may exhibit diverse levels of self-interest, ranging from
entirely self-centered to overtly malicious behaviour. For
instance, the authors in [64] developed an algorithm based on
the static and repeated game approach to enforce cooperation
between nodes by calculating a Cooperation Rate (CR) for
each node in order to avoid selfish and malicious nodes during
the routing process. Their research is focused on MANETS
using Optimized Link State Routing Protocol (OLSR) which
is a proactive protocol. Especially, their strategy has been
evaluated using OLSR messages (HELLO and TC), and
different network processing (forwarding and routing). The
CR represents the value that indicates how many times a node
cooperates or not during the game (or during the network
lifetime). Through this value, each node can evaluate the
behaviour of another node before sending a packet. The
results showed that the use of the proposed approach can
improve parameters such as throughput, end-to-end delay,
total packets forwarded, and packets received.

A new game theoretic method was proposed in [66] based
on the AODV routing protocol to detect the selfish nodes
and avoid the malicious nodes of the MANET. Their scheme
guarantees secure routing and constructs an alternate backup
route for guaranteed packet transmission. It is based on
the Packet Forward Rate (PFR) during path establishment
to detect selfish nodes and uses the CSN-NRN mechanism
during data packet transmission. They used Route Density
Factor (RDF) to select paths for data transmission. However,
the analysis and arguments of this solution are not presented
by the authors.
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Furthermore, a cooperative game presented in [72] focuses
on the bargaining game, which aims to address the issue
of selfish nodes via the optimization of resource allocation
and data packet forwarding. The presence of collaborating
malicious nodes inside the network is also disclosed, and a
potential solution for their coexistence is proposed.

A Bayesian game with imperfect information was pro-
posed in [65] to detect malicious and selfish nodes. The
only thing that distinguishes their approach is the intention
of exploiting malicious and selfish nodes for the benefit of
the network. In most cases, a malicious node is isolated
upon detection. However, there may be situations in which
the malicious nodes can coexist in the network. They rely
on the fact that a malicious node does not know if it has
been identified. Hence, the node will continue to provide
useful network functions under the assumption that it is
avoiding detection. Thus they can exploit the node to improve
network throughput as long as the benefits to the network
outweigh the damage. A malicious node is isolated and
banned from the network when the damage it inflicts on
the network outweighs the involuntary benefit it provides.
In the case of a selfish node, it is banned when the likelihood
that it will participate in network activity drops below a
particular threshold. The results showed that the proposed
approach improves network performance while conserving
power resources. In particular, the coexistence with malicious
nodes that seldom attack ameliorates throughput, and using
benevolent nodes to determine the types of nodes in the
network within a reasonable timeframe leads to conserving
power.

Nodes that exhibit improper behaviour have the potential
to adversely affect the efficiency, fairness, and reliability
of the network. There are a handful of works that focus
on misbehaviour detection; for instance, the work in [68]
focused on integrating a misbehaviour node detection scheme
and an incentive-based reputation scheme with a game
theoretical approach called Supervisory Game to analyze the
selfish behaviour of nodes in the MANETS environment.
The main advantage of integrating these approaches is to
significantly reduce the misbehaviour node detection cost in
the network. Selfish nodes gain their payoff when they relay
packets for other nodes, and reluctant nodes are punished
and gradually isolated from the network. Nodes have to
cooperate with others and relay packets for other nodes to
maximize their bonus values. The simulation results show
that the proposed mechanism ensures mutual cooperation
among selfish nodes, achieving an increase in network
throughput and packet delivery rate which improve the
overall performance of the network. In addition, it reduces
the cost of detecting misbehaving nodes in the network.

The authors in [69] used game theory for detecting mis-
behaviour. Their proposed game model exploits the concept
of Bayes’ theorem, belief system, and neighbour monitoring
to profile the nodes according to the behaviour they exhibit
in the network. Their work concentrated on modelling
the behaviour of nodes in MANETS, including regular,
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malicious, as well as selfish nodes. They defined selfish
nodes as regular nodes that encounter power, bandwidth,
or other resource limitations that caused them to act selfishly.
The results showed that the proposed Perfect Bayesian
Equilibrium outperformed both pure and mixed strategies in
terms of regular node utility and malicious node utility when
applying both collaborative and non-collaborative games.
The key limitation of the mentioned solutions in [65], [68],
and [69] is the use of minimum parameters.

In [67] authors proposed a Bayesian Signaling (BS)
game model that explores malicious behaviours and actions
in MANETs. Moreover, the proposed scheme employs
the reputation system stimulating enhanced collaboration
between nodes while restricting the utility of malicious
nodes. In their study, the exceptional actions exhibited by
selfish nodes are revealed, and the mitigation of malicious
nodes’ behaviour is achieved by the adoption of the BS
game model. The findings demonstrated that the suggested
approach yielded a higher rate of identifying malicious
nodes and detecting attacks, while concurrently enhancing
throughput and reducing the occurrence of false positives.

Another group of works focuses on the non-cooperative
games approach, for instance, a reputation-based scheme with
a non-cooperative game is proposed in [71] to detect selfish
nodes and prevent identity attacks. The results showed that
the proposed approach reduced the throughput consumed by
malicious nodes while increasing throughout for good nodes
in the network. Furthermore, a Bayesian game approach is
proposed in [70] to enhance MANET security. They took
into consideration regular, selfish, and malicious nodes which
form the static and dynamic game. The principle of their
system depends on a periodic evaluation of the nodes to their
neighbors by using a belief updating process. By updating
their payoffs, they can identify malicious nodes and reduce
their payoff. Simulation results showed increasing throughput
and packet delivery ratio, along with a decreasing routing
overhead and propagation delay.

D. INTRUSION DETECTION

The present categorization is centered on techniques and
frameworks that identify and counteract unapproved access
activities, and security violations within the MANET. In order
to detect and respond to potentially malicious activities,
it is common to deploy Intrusion Detection Systems (IDS).
Several articles based on intrusion detection in various
scenarios were found in the literature. For instance, the
authors in [73] proposed a distributed IDS to provide network
security while preserving the resources of the network nodes
(e.g. energy). It consists of two principal activation modes
as follows: the first mode is a collaborative activation
mode with a high detection rate and a significant resource
expenditure, and the second mode is a non-collaborative
activation mode with a lower detection rate and resource
expenditure. The choice between activating them is made
according to the estimated threat. They used a repeated
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Bayesian game to model their IDS activation mechanism
between a potentially malicious sender node and a defense
coalition. The results showed that the proposed approach
offers a superior combination of attack detection accuracy
and energy expenditure when compared to the benchmark
methods.

In [74], the authors developed an energy-efficient IDS
that uses a game theory approach based on Bayesian Hybrid
Detection (BDH) to evaluate the different vulnerabilities
and the most susceptible behaviour of the malicious nodes.
A BHD allows the defender to adjust itself based on opponent
observation. Their approach consists of two components
which are low IDS and high IDS. They are assigned for
energy-efficient nodes and to control energy spent on IDS.
The updated system is another component of the BHD
approach which is implemented using the genetic algorithm.
The findings indicate that, using the suggested method, the
success rate of defense nodes in identifying malicious nodes
is more closely aligned with the success rate of attackers.
Furthermore, the BDH system exhibits an efficient processing
time, which indicates a higher degree of reliability in the
context of intrusion detection.

Bayesian Correlated Equilibrium based IDS is a solution
that incorporates two main processes - cluster head selection
and hybrid IDS - and that was proposed for MANETS
[75] in order to improve the IDS strategy; this solution
achieved a high detection accuracy while reducing the power
consumption of the nodes. In their approach, authors start by
electing the cluster head for each cluster using the Vickrey—
Clarke—Groves (VCG) technique. Then, a hybrid IDS model
is initialized in the Cluster Head to detect intrusions in
the network. Furthermore, the hybrid IDS consists of both
lightweight and heavy modules. The lightweight module
is less powerful and uses simple analytical rules based on
threshold values to detect intrusions. On the contrary, the
heavy module is more powerful and uses complex association
mining rule techniques to detect anomalies. They used
a non-cooperative incomplete information static Bayesian
game to model the interaction between the cluster head
and the potential malicious node. When the malicious node
cannot be detected by a lightweight module, the heavy
module is activated on the basis of the correlated equilibrium
technique. Such a technique is used to lower the risk of
high computational costs caused by the earlier methods. The
findings demonstrate a superior network speed, a higher
packet delivery ratio, and an increased detection rate.

The authors in [76] proposed a Bayesian game theory
based MANET IDS scheme comprising a cluster leader
election process and a hybrid IDS. They used the Vickrey—
Clarke—Groves mechanism to elect the cluster leader, which
provides the intrusion detection service to all other cluster
nodes for a predefined period of time. The hybrid MANET
IDS used comprises one lightweight module and one heavy-
weight module. In the beginning, only the lightweight module
is activated. When the first module detects a malicious node,
then the heavyweight module is activated. The decision to

107589



IEEE Access

H. Messabih et al.: Overview of Game Theory Approaches for Mobile Ad-Hoc Network’s Security

activate the heavyweight module is determined by the Nash
Equilibrium of the non-cooperative game played between the
elected leader node and the node being monitored. The results
showed that the suggested methodology effectively decreased
the power consumption and the false alarm rate. Furthermore,
it maintained an increased detection rate of various types
of attacks: Route compromise, Traffic distortion, and Black-
hole attacks.

In [77] the authors proposed a system to prevent intrusion
in MANETS using a Bayesian model based MAC Identifica-
tion from multiple nodes in the network.

The authors in [78] reviewed different intrusion detection
techniques which used machine learning approaches. They
mentioned some IDS schemes that used single Machine
learning techniques, such as genetic algorithms, support vec-
tor machine, neural networks, fuzzy logic, and data mining.
In addition, they mentioned hybrid classifier techniques that
combine one or two machine learning techniques. The latter is
proposed to build a better intrusion detection system that has
two functional components. The first component produces
intermediate results, and the second one generates end results.
Their proposed IDS solution is a hybrid IDS technique that
combines a genetic algorithm and Bayesian game theory.
However, the analysis and discussion of this solution are not
presented by the authors.

The authors in [9] proposed an anomaly-based intrusion
detection system for detecting malicious packet-dropping
attacks on the AODV protocol at the network layer. The
approach focused on a host-based misuse detection system
using the neighbor monitoring technique, along with game
theory approaches to recognize the malicious nodes and
provide security to the network. The architecture of their
system is composed of four modules as follows: the neighbor
monitoring module, neighbor trust module, game engine
module, and packet forwarding module. The general principle
of their system is as follows: every node in the network
monitors the behaviour of its neighbor, updates the trust
value for each of its neighbors, and uses Game theory
for decision-making purposes which consists of a reactive
strategy to provide the best move, and a proactive strategy
to predict the neighbor’s future behaviour. Their system has
achieved an increase in the packet delivery ratio with the
existence of malicious nodes. The results show that the packet
delivery rate is increased in the presence of malicious nodes
when compared to the original AODV protocol.

Furthermore, the Dynamic Mean Field Game Theoretic
approach, as proposed in [79], has been suggested as a means
of addressing security concerns in MANETSs. On the other
hand, an Intrusion Detection System that incorporates game
theory and K-means clustering while considering power
consumption is proposed in [80]. The incentive mechanism
for Cooperative Intrusion Detection was formulated as an
evolutionary game by the authors in [81]. This game achieves
an optimal solution to aid nodes in making decisions
regarding their participation in the detection.
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E. ATTACKS DETECTION

While the intrusion detection approach is a preventive
approach that obstructs novel attacks prior to their manifes-
tation and aims to reduce false positives in the network, the
attack detection class instead involves the identification and
subsequent mitigation of ongoing security breaches, being
considered a reactive measure. This section comprises a
selection of articles pertaining to attack detection in various
scenarios. For instance, the authors in [82] proposed a
reactive scheme against MAC layer misbehaviour, with a
minimum of changes to the IEEE 802.11 protocol. Their
reaction is in the form of an iterative and cooperative game
played by different honest nodes to reduce their contention
window parameters until their throughput exceeds that of
the greedy node. Hence, honest nodes always compare
their throughput with that of the greedy node; if exceeding
it, nodes continue the transmission without any reaction;
otherwise, nodes decrease the minimum and maximum
values of their contention window (CWmin and CWmax).
However, this approach takes the reaction delay to achieve
the game equilibrium, which consists of exceeding the
greedy throughput. To mitigate this, they proposed a hybrid
reaction strategy by introducing polynomial regression to
obtain the empirical curves of the throughput according to
the contention window. Results showed that the proposed
method was able to bypass the MAC layer misbehaviour
attack.

A reputation-based coalition game-theoretic approach is
proposed in [83] to detect and exclude insider jamming
attacks on MANETS. In this approach, the nodes rely heavily
on the availability of transmission rates and a reputation for
each individual node in the coalition to detect the presence
of an internal jamming node. The reputation of a node is
the collection of ratings maintained by other nodes about the
given node. The nodes implement a reputation mechanism
based on transmission rates. They exclude the attackers
from the coalition by rerouting their paths and randomly
changing their transmission channel. The results showed that
the proposed approach improved network throughput and
delay when increasing coalition sizes.

The authors in [84] seek to provide safe and speedy
multimedia communication from the source node to the
destination using the AODV protocol. To this end, they
proposed an algorithm to detect SYN flooding attacks at
an early stage. It also finds malicious nodes which try
to affect the multimedia communication in MANETs by
introducing unnecessary delays. Their mechanism not only
detects the attack but also detects the source of the attack
and the elements causing delays. They used non-cooperative
nonzero-sum game theory to form a game between the
malicious node and the multimedia server node. They used
the dominant strategy in order to find the Nash Equilibrium
(NE) in a nonzero-sum game. The results showed that the
proposed detection mechanism offers a stable packet delivery
ratio between 90% and 100% with a very reduced additional
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FIGURE 7. Popular detection classes in our taxonomy.

overhead even in the presence of high number of malicious
nodes.

In [85], the authors proposed the IFGSPN approach
to model an expected attacker-defender interaction in a
MANET. They combined theoretical stochastic games,
intuitionistic fuzzy logic, and generalized stochastic Petri
nets (GSPN) in their approach. Their game is a complete
information and zero-sum stochastic type of game.

The authors in [86] used a complete information
non-cooperative game to describe the interaction between
attacker and defender, which is utilized in the assessment
risk of an ad-hoc network. Their approach takes into
account the behaviour of the attacker and defender, and
introduces the concept of node weight, which is used to
distinguish the influence difference of node weight. Their
game realized Nash equilibrium, thus leading to a defense
strategy and risk evaluation for the network. The findings
indicated that nodes with lower weights tend to have lower
potential danger. The principal goals of the authors in [87]
include securing the data packets and understanding the
unpredictable behaviour of the attacker. This is achieved
by developing a mechanism of embedding a secret digital
code that is resistant to collusion. They used game theory to
model the multiple-collusion attacker scenario. In addition,
they used game theory to predict nodes’ behaviour and to
choose an optimal strategy based on auxiliary information
to face their opponent. Moreover, this approach is an
extension of the previous game model that they proposed
in [92] for malicious behaviour detection. The results
showed that the proposed approach reduced processing time,
decreased resource utilization, and reduced transmission cost
in MANETs.

The authors in [88] analyzed the functioning mode of
another approach called CORE. In addition, they proposed
a new algorithm, named XCORE, to improve the vulner-
abilities of CORE. This algorithm takes into consideration
different types of attacks such as black-hole cooperative,
blackmail, overflow attacks, and selfish behaviour. They used
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game theory to model their approach. Their model came to an
equilibrium situation named Nash’s balance. The analysis and
arguments of this solution are not presented by the authors.

In addition, a static game theoretic approach was proposed
in [89] for security and QoS co-design in MANET. The main
goal of their approach is to model the interactions between
the attacker’s attacking target selection and the source’s relay
selection. Furthermore, a reputation-based coalition game is
proposed in [90] to detect the presence of smart jammer
nodes when they are passively eavesdropping and collecting
information about the network prior to launching the jamming
attack. Another work [91] involves a distributed game
theory-based multiagent anti-jamming (DMAA) algorithm as
a solution against intelligent jammers. They used a Markov
game, and consider the jamming pattern to include sweep
jamming and intelligent jamming.

Ill. SUMMARY AND COMPARISON

In this section, we present the main details of our taxonomy.
Our goal is to carry out a systematic review allowing
the collecting and indexing of a collection of guides to
describe published scientific knowledge on security problems
in MANETSs that are solved using game theory strategies.
In this regard, we grouped significant information into two
tables. It is very important to have knowledge about the
simulator used, performance metrics, and the attack types
of our taxonomy. As a result, we summarized it in Table.2.
Our study relates to security problems that used game theory;
therefore, we seek to highlight the principal characteristics
of game theory as form modeling, game model, game type,
concept solution, and information type in Table.3.

We summarize general information about the application
of game theory for security in MANETS in the following
elements below: detection type, simulator tools, attack types,
game elements, game forms, game models, game types, and
game solution concepts. And we compare classes that used
game theory for security in MANETS in Table.4.

A. DETECTION CLASSES IN MANETS

The pie chart in Fig.7 demonstrates the popular detection
genres in the last few years. Overall, attack detection and
intrusion detection are the most interesting research, obtain-
ing a percentage of 25% and 23% for each class, respectively.
Moreover, we find that malicious nodes mitigation and
selfish nodes mitigation are the least popular, obtaining a
percentage of only 14% and 18% for each class, respectively.
Hybrid selfish and malicious nodes mitigation class is slightly
popular for the research domain, with a percentage of 20%.

B. SIMULATOR TOOLS USED
With the spread of different simulation tools, it is important
to know which tools are used to resolve MANET security
problems based on game theory.

The pie chart in Fig.8 displays simulator tools used in the
last few years. Overall, NS-2 is the most popular tool used,
with a percentage of 40%, while NS-3, JAVA, DS, VPNPTool,

107591



IEEE Access

H. Messabih et al.: Overview of Game Theory Approaches for Mobile Ad-Hoc Network’s Security

TABLE 2. Attacks types, Tools used, and performance metrics of works that used game theory for security in MANETs.

Attack type Simulator used Performance metrics
[50] | Not specified NS-2 Throughput, routing overhead, routing latency, average
5 QZ, utility, strategy of nodes.
05 5_ [51] Not specified Java Detection rate, false positive rate.
g g [54] | Not specified Not specified Evolution of the malicious/regular populations.
S [53] | Malicious multi-attacker Node collusion (DDoS or MATLAB Regular node utility, malicious node utility, belief, and
OZ black-hole) uncertainty.
gb' [55] | Multiple attackers Not specified Average consumed energy, average remaining energy.
[52] | Preventing packet drop and DoS attack (caused by NS-2 Packet drop rate, average utility, detection accuracy, suc-
flooding packets) cessful defense rate, energy consumption, and routing
latency.
[56] | Selfish behaviour NS-2 Throughput, delay.
= E [62] | Selfish behaviour NS-2 Average delay, control overhead, packet delivery ratio,
= packet loss.
2. ; [57] | Selfish behaviour Not specified Convergent.
g g [ [63] | Selfish behaviour NS-2 Throughput , end-to-end delay.
2 [58] | Selfish behaviour NS-2 Network performance, system delay.
[59] | Selfish behaviour OMNET++ Residual energy, end-to-end delay, throughput.
[60] Selfish behaviour NS-3 Packet delivery ratio, Nodes lifetime, MPR nodes
[61] | Selfish behaviour No used simulator Not implemented.
[64] | Selfish behaviour + malicious node NS-3.17 Throughput, packet forwarded, packet received, end-to-
3 E end delay.
& S. | [66] | Selfish behaviour + malicious node (black-hole No used simulator Packet forward rate, route density factor.
z = attack)
crEQ'I (g/: [68] | Selfish behaviour (misbehaving nodes)+ black- | Network Simulator | Packet delivery ratio, delay in packet delivery and net-
£z hole work throughput.
g B [65] | Selfish behaviour + attacks in a variety of forms DS simulator Throughput, conserving power.
a (i.e. DoS at different network layers, packet drop-
E ping, and routing disruption at the network layer).
= | [69] | Selfish behaviour + malicious node Not specified Utility.
é' [67] | Selfish behaviour + malicious node Not specified Average utility, false positive rate, detection rate,
“ throughput.
[70] | Selfish behaviour + malicious node Not specified Throughput, packet delivery ratio, routing overhead,
propagation delay.
[71] | Selfish node + Sybil attacks NS-2 Throughput, evil drop rate, dropped packets.
[72] | Selfish behaviour + malicious node Not specified Not specified
— [75] Not specified Not specified Packet delivery ratio, detection rate, throughput, delay.
2 [76] | Routing attacks, DoS attacks, packet dropping, NS-2 Packet delivery ratio, detection rate.
g packet spoofing
8 [77] | MAC identification NS-2 Delay , average bits transfer.
) [73] | DoS NS-2 Attack detection accuracy, resources consumption of
g nodes (residual energy and used memory).
= [78] | Not specified No used simulator Not implemented.
= [74] | Not specified MATLAB Payoff index, system stability index (SSI), processing vs.
accuracy index level.
[9] Malicious packet dropping attack NS-2.28 Packet delivery fraction, routing load, false positives.
[79] | Black-hole and gray hole attacks OMNET++ Throughput, packet delivery rate and average cost.
[80] | Not specified Not specified Packet delivery ratio, battery power consumption, and
control packet overhead.
[81] | Not specified Not specified Evolution process, cost vs cooperation probability, num-
ber of completed tasks.
[82] | DoS attacks such as the greedy behaviour (MAC NS-2 Throughput.
> layer misbehaviour).
g [83] | Insider Jamming Attacks NS-2 Throughput, delay.
3 [84] | SYN Flooding Attack NS-2 Packet delivery ratio, control overhead, delay, through-
g put, jitter.
& [90] | Insider Jamming Attacks NS-2 Detection accuracy, detection delay, percentage of false
= positives, and the detection time of the insider jammer.
= [85] Not specified (Sybil attack, Selfish attack, RREQ VPNPTool Certainty, uncertainty, hesitation.
flooding attack, and Black-hole attack)
[86] | Not specified Not specified Detection rate, penalty loss.
[88] Cooperative black-hole attacks, blackmail, over- No used simulator Not implemented.
flow, and selfish behaviour.
[87] Prevention of the multi-collusion attack MATLAB Processing time, resource utilization, transmission cost.
[89] | Not specified Not specified Throughput
[91] | Sweeping jammer, intelligent jammers Not specified Cumulative rewards, normalized rates, channel number,
performance.

either, with a percentage of only 9%. There are some works
that did not specify the tools used, scoring a percentage of

OMNET++, and Network Simulator are the least popular,
with a percentage of 3%. MATLAB is not a popular tool
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TABLE 3. Game Theory properties which used for security in MANETSs.

Game Model Form modeling Game type Concept solution
=z [50] Non-cooperative Matrix Dynamic bayesian signaling game Perfect bayesian equilibrium
) [51] Non-cooperative Matrix Dynamic bayesian game Nash equilibrium
c’g g. [54] Non-cooperative Matrix Evolutionary game ESSs
= g [53] Non-cooperative Not specified Bayesian game Perfect bayesian equilibrium
g [52] Non-cooperative Extensive Dynamic repeated game Subgame perfect equilibrium
2 [55] Not specified Not specified Mean field game Not specified
[63] Non-cooperative Extensive Not specified Nash equilibrium
= E [56] Non-cooperative Matrix Repeated games Not specified
2 h Non-cooperative . . R .
0 7
g ; [57] and Cooperative Matrix Not specified Nash equilibrium & Pareto optimal
g3 [58] Cooperative Not specified Coalition Repeated game Not specified
§ [62] Not specified Not specified Supervisory game Not specified
[59] Cooperative Not specified Coalition game Not specified
citesahnoun2018coalition | Cooperative Not specified Coalition game Not specified Not specified
[61] Non-cooperative Matrix Not specified Nash equilibrium
[64] Non-cooperative Matrix Static and repeated game Nash equilibrium
g g §_ Z [69] Non-cooperative Not specified Bayes’ theorem. Perfect bayesian equilibrium.
= E.; g [67] Non-cooperative Matrix Bayesian signaling game Bayesian equilibrium
; § e [66] Cooperative Matrix Cooperative Not specified
=W
= g % [65] Non-cooperative Extensive, matrix Dynamic bayesian game Bayesian nash equilibrium
Q2 -
g5 [68] Not specified Not specified Supervisory game Not specified
[70] Non-cooperative | Extensive, matrix | Bayesian game (static and dynamic ) Not specified
[71] Non-cooperative Matrix Repeated game Nash equilibrium
[72] Cooperative Not specified Bargaining game Nash equilibrium
— [75] Non-cooperative Matrix Static bayesian game Bayesian correlated equilibrium
§ [76] Non-cooperative Matrix, extensive Static bayesian game Bayesian nash equilibrium
g [77] Non-cooperative Not specified Bayesian game Not specified
% [73] Non-cooperative Not specified Repeated bayesian game. Perfect bayesian equilibrium.
g [78] Non-cooperative Not specified Bayesian game Not specified
g [74] Non-cooperative Not specified Bayesian game Not specified
S [9] Non-cooperative Matrix Reactive and proactive game Nash equilibrium
[79] Not specified Extensive Dynamic mean field game Not specified
[80] Not specified Not specified Not specified Not specified
[81] Non-cooperative Not specified Evolutionary game ESS
[82] Non-cooperative Extensive Subgame theory Subgame perfect equilibrium
g [84] Non-cooperative Matrix Nonzero sum game Nash equilibrium
8 [85] Non-cooperative Matrix Zero-sum stochastic games Nash equilibrium
z [86] Non-cooperative Matrix Zero-sum Nash equilibrium
g [88] Non-cooperative Matrix Selfish games Nash’s balance
& [87] Non-cooperative Not specified Bayesian signalling game Perfect nash equilibrium
é‘ [83] Cooperative Not specified Coalition game Not specified
[90] Cooperative Not specified Coalition game Not specified
[89] Non-cooperative Matrix Static game Nash equilibrium
[91] Non-cooperative Not specified Markov game Not specified

24%. On the other hand, other works did not implement their
proposal, representing 9% in total.

C. ATTACKS TYPES ADDRESSED

It is important to know which type of attack is addressed by
game theory strategies in the context of MANETS. The pie
chart in Fig.9 illustrates attack types in the studied works in
this survey.

Overall, the selfish attack is the main target of research,
with a percentage of 31%, while attack types such as routing
attacks, flooding, blackmail, overflow, and Sybil are the least
addressed in research, with a percentage of only 3%. There
are some works that did not specify the attack types that
were handled with a percentage of 25%. Regarding selfish
attacks, certain articles solely consider this aspect, as was
presented in the selfish nodes mitigation class. There are other
articles that take into consideration selfish attacks along with
other attack types, as we presented in the class of hybrid
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selfish and malicious nodes mitigation. The authors in [64],
[67], [69], and [70] addressed selfish attacks and another
attack type, but they did not specify which other attack was
contemplated. The works in [66] and [68] handled selfish and
black-hole attacks. The work in [71] handled selfish attacks
and Sybil attacks. DoS Subclass attacks are not as popular in
literature as black-hole attacks, being that black-hole attacks
achieve a percentage of 10%. On the other hand, DoS attacks
are slightly more popular, achieving a percentage of 18%.
In the DoS Subclass sector, most works surveyed (8%) had
processed DoS attacks in general. Insider jamming attack is
a type of DoS attack that some works considered (5%). SYN
flooding and greedy attacks are other types of DoS attacks
that were addressed by about 3% of the surveyed works.

D. GAME THEORY ELEMENTS
The primary objective of our study is to conduct a literature
survey of works that employed game theory as a means
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TABLE 4. Comparison between classes used game theory for security in MANETs.

Malicious Nodes Mitigation

Selfish Nodes Mitigation

Hybrid Selfish and Malicious
Nodes Mitigati

Intrusion Detection

Attacks Detection

Not specified: [81].

Detection Types 14% 18% 20% 23% 25%
Simulator tools
o NS-2:[50], [52]. o NS-2: [56], [62], [58], [63]. o NS-2:[71]. o NS-2:[73], [76], [9], [77]. o NS-2:[82], [83], [90], [84].
o JAVA: [51]. o OMNET++: [59]. o DS simulator: [65]. o OMNET++: [79]. o MATLAB: [87].
o MATLAB: [53]. o NS-3:[60]. o NS-3: [64]. o MATLAB: [74]. « VPNPTool: [85].
« Not specified: [54], [55]. o Not specified: [57], [61] o Not specified: [66], [69], o Not specified: [75], [80], o Not specified: [88], [86],
(701, [67], [72]. [81], [78] [89], [91].
Attack types Selfish behaviour.
o DoS/DDoS: [53], [52]. o Selfish behaviour: [64], [67], o DoS: [73], [76]. o Insider Jamming attacks:
o Black-hole attacks: [53]. [701, [69], [66], [68], [71], o MAC identification attacks: [831, [90].
o Not specified: [50], [51], 651, [72]. [77]. o SYN flooding attacks: [84].
[54]. o Black-hole attacks: [66], o Packet dropping: [9], [76]. o Greedy attacks: [82].
[68]. o Not specified: [74], [75], o Overflow attacks: [88], [85].
o Sybil attacks: [71]. 781, [80], [81]. o Multi-collision attacks: [87].
o Jamming attacks: [91].
o Not specified: [86], [89].
Game theory forms
o Matrix form: [50], [51], [54]. o Matrix form: [56], [57]. o Matrix form: [64], [67], [66], o Matrix form: [75], [9]. e Matrix form: [84]-[86],
« Extensive form: [52]. « Extensive form: [63]. [71]. o Two forms: [76]. (881, [89].
o Not specified: [53], [55]. o Not specified: [58], [62], o Two forms: [65]. o Not specified: [73], [74], o Extensive form: [82].
[59]. o Not specified: [68], [69]. (771, [78], [80], [81]. o Not specified: [83], [87],
1901, [91].
Game theory models
« Non-cooperative game: [50], « Non-cooperative game: [63], o Non-cooperative game: [64], o Non-cooperative game: [9], « Non-cooperative game: [82],
[51]. [54], [53], [52]. [561. [57]. [61] [69]. [67]. [65], [70]. [71]. [73]-(78]. [81]. [84]-[89], [91].
o Not specified: [55]. o Cooperative game: [58], o Cooperative game: [66], « Not specified: [79], [80]. o Cooperative game: [83],
[591, [571, [60]. [72]. [90].
o Not specified: [62]. o Not specified: [68]. o Not specified: [79], [80].
Games theory types
« Bayesian game: [53], [51], o Supervisory game: [62]. « Bayesian game: [69], [67], « Bayesian game: [77], [78], o Subgame: [82].
[50]. o Repeated game: [56]. [65], [70]. [741, [75], [76], [73]. o Nonzero-sum game: [84].
o Dynamic repeated game: o Coalition game: [59], [60]. o Cooperative game: [66]. o Evolutionary game: [81]. o Zero-sum game: [85], [86].
[52]. o Not specified: [63], [57], o Repeated game: [71], [64]. o Repeated game: [73]. o Selfish game: [88].
o Mean field game: [55]. [61]. o Supervisory game: [68]. o Reactive and proactive « Bayesian signaling game:
« Evolutionary game: [54]. « Bargaining game: [72]. game: [9]. [87].

Coalition game: [83], [90].
Markov game: [91].

Game theory solution concepts

o Perfect Bayesian o Nash equilibrium: [63], [57], o Nash equilibrium: [64], [71], o Nash equilibrium: [9]. e Nash equilibrium: [84]-
equilibrium: [53], [50]. [61]. [72]. « Bayesian equilibrium: [73]. [86], [89], [87].
o Nash equilibrium: [52]. o Pareto optimal: [57]. « Bayesian equilibrium: [69], « Bayesian Nash equilibrium: o Subgame perfect
o Subgame perfect o Not specified: [56], [59], [67]. [76]. equilibrium: [82].
equilibrium: [52]. [62], [60]. « Bayesian Nash equilibrium: « Bayesian correlated equilib- o Nash’s balance: [87].
o Evolutionary stable strat- [65]. rium: [75]. o ESSs: [81].
egy: [54]. « Not specified: [66], [68]. o ESSs: [81]. o Not specified: [83], [90],
o Not specified: [55]. o Not specified: [74], [77], [91].
[78], [80].
Players and actions
o Normal node: o Normal node: o Normal node: « IDS: o Normal node:
-- {cooperate, decline}: -- {normal, selfish}: [56]. -- {forward, drop}: [66]. -- {monitor, not -- {decrement
[50]. -- {cooperate, not coop- -- {cooperate, not coop- monitor}: [75], [76], parameters, does
-- {cooperate, Defect}: erate}: [57]. erate}: [64]. [74]. not decrement}: [82].
[52]. o Selfish node: o Malicious node: « Malicious node: - {select, not select}:
« Malicious node: -- {trust, isolate}: [56]. -- {forward, drop}: [66]. -- {attack, not attack}: [89].
-- {attack, no attack}: -- {cooperate, not coop- -- {cooperate, not coop- (751, [76], [74]. « Malicious node:
[50]. erate}: [57]. erate}: [64]. -- {cheat, not cheat}:
-- {cooperate, defect}: [82].
[52]. -- {attack, not attack}:
[89].

of addressing security concerns in MANETSs. Therefore,
acquiring comprehensive knowledge regarding game theory
is imperative for further understanding.

The foundational components of game theory consist of
the identification of players and their corresponding actions.
The majority of the literature surveyed employs a two-player
framework, wherein participants assume the roles of either an
attacking node, a selfish node, or a normal node. In relation
to the conduct of the player, it can be observed that each
individual player possesses a total of two distinct actions.
In our taxonomy, we provide instances of player types and
their corresponding actions for each class, as indicated in
Table.4.

E. GAME THEORY FORMS
There are two primary forms for the representation of game
theory, namely, the matrix form and the extensive form.
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Figure 10 illustrates the proportion of form types utilized
by the participants of our survey. Typically, a majority
of the studies employ a matrix form to represent their
game, accounting for 49% of the sampled studies, whereas
the utilization of the extensive form is comparatively low,
constituting only 15% of the works surveyed. Approximately
36% of the works analyzed did not utilize any specific
form.

F. GAME THEORY MODELS

There are two principal models of game theory followed in
the works of our survey: the non-cooperative game model,
and the cooperative game model.

Fig.11 presents a bar chart that displays the frequency
of game model works that fall within each class of our
taxonomy. The results indicate that the non-cooperative game
model was more prevalent than the cooperative game model.
The non-cooperative game model was predominantly utilized
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FIGURE 8. Pie chart of simulation approaches for validating the different
solutions proposed.
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FIGURE 9. Percentage of works addressing different attack types.

FIGURE 10. Percentage of game theory forms adopted.

in the works belonging to the five categories of our taxonomy.
Upon closer examination of the information, it is evident
that all of the surveyed works pertaining to the mitigation
of malicious nodes and intrusion detection employed the
non-cooperative game model. In contrast, the selfish nodes
mitigation category employed a non-cooperative game model
in four of the studies, and a cooperative game model
in four other studies. Conversely, the attacks detection
category utilized a cooperative game model in only 2 stud-
ies, and a non-cooperative game model in eight others.
The hybrid selfish and malicious nodes mitigation class
has employed a cooperative game model in two of the
studies, and a non-cooperative game model in six other
studies.
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FIGURE 11. Game models adopted by the different surveyed works.

G. GAMES THEORY TYPES

Despite the various categories of games that can be found
in the context of cooperative game theory, two sole types
of game model are identified: the coalition game, and the
bargaining game.The coalition game was the subject of
investigation in five of the studies included in our survey
analysis, whereas, the bargaining game was used in one study
only. The non-cooperative game model encompasses multiple
game types.

The pie chart in Fig.12 compares the percentage of seven
game types of the Non-cooperative game model which were
utilized by the works included in our study. Overall, the
researchers solved the problem of security in MANET mostly
with three principal game types: Bayesian game, Subgame
theory, and Repeated Game. In detail, the Bayesian game was
the most utilized game type all over the works. It accounted
for nearly half of the total works studied. It is used alone
or hybridized with Dynamic, Static, and repeated game
types. The second most used game type was the Subgame
theory, with 17%. It was utilized as such, or used Bayesian
Signaling game, which is considered a type of Subgame
theory. The third most used game type was the repeated
game, with 13%. It is used alone or hybridized with dynamic,
static, and Bayesian game types. Static, non-zero-sum, zero-
sum, and evolutionary are the remaining game types used.
A static and non-zero-sum game shared almost the same level,
at 9% only. A zero-sum is not as popular as an evolutionary
game with 4%.

H. GAME THEORY SOLUTION CONCEPTS

Understanding the solution concept is a crucial aspect of
game theory. The survey under consideration employs six
solution concepts.

The pie chart in Fig.13 describes the information of
the different solution concepts that are utilized in the
works of our study. The various solution concepts into
which this study is distinguished are Bayesian equilibrium,
Subgame perfect equilibrium, Nash equilibrium, Bayesian
correlated equilibrium, evolutionary stable strategy, and
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FIGURE 13. Percentage of game theory approaches used in the surveyed
literature.

Pareto equilibrium. Nash equilibrium contributes 45% of the
total number of works. Bayesian equilibrium constitutes 32%
of the total number of works. 9% of the works used Subgame
perfect equilibrium. Evolutionary stable strategy and Pareto
equilibrium have a contribution are 5%. The remaining 4%
of the total number of works comes from Bayesian correlated
equilibrium. In the end, it can be concluded that Nash equilib-
rium and Bayesian equilibrium are the main approaches used
by most of the works. On the other hand, Subgame perfect
equilibrium, Bayesian correlated equilibrium, evolutionary
stable strategy, and Pareto Equilibrium, are not popular in
search works.

IV. DISCUSSION

In this section, a discussion study of MANET security using
game theory is presented. Table.5 displays the objectives,
advantages, and drawbacks of each work, where security in
MANETS using game theory is classified according to the
type of attack detection. In addition, Table.6 summarizes the
main performance metrics of the discussed categories.

By studying these methods, and as presented before,
we can discuss the advantages and drawbacks that are present
in the different classes where game theoretic methods for
MANET security can be classified.

The primary aim of mitigating malicious nodes in a given
class is to identify and minimize the presence of any nodes
that exhibit malicious behaviour. Furthermore, within this

107596

particular classification, there are two distinct subcategories,
distinguished primarily by their respective approaches to the
conservation of resource utilization. The malicious behaviour
detection subclass failed to consider resource conservation,
whereas the malicious nodes mitigation with resources
preservation subclass prioritized it. Furthermore, the main
drawbacks of the mentioned works in this class are:

« Did not take into account selfish nodes.

« Did not take into account imperfect information in their
game.

o Considered only incomplete information in their game.

« Did not specify the type of information in some works.

The primary aim of the selfish nodes mitigation class is
to prevent or segregate nodes exhibiting selfish behaviour
from the network. The primary benefit of this class is the
enhancement of MANET performance. The drawbacks of
this class can be summarized as follows:

« Did not take into consideration power consumption.

o The occurrence of a significant wastage of MANETSs
resources as a result of isolated selfish nodes.

o Did not take into consideration the attacks from
malicious nodes.

« Did not specify the type of information in most works.

The hybrid selfish and malicious nodes mitigation class
aims to identify instances of node misbehaviour, encompass-
ing both malicious and selfish nodes, through an integrated
approach. The drawbacks of this class are highlighted as
follows:

o The power consumption was not taken into considera-
tion.

« Not applicable to other routing protocols except the
specified one.

« Several changes were made to the protocol specification.

o The games they designed were limited to a two-player
format.

« Did not specify the type of information in some works.

The primary aim of the intrusion detection class is to
present a proficient intrusion detection mechanism that
minimizes power consumption. This class offers benefits
such as enhanced network intrusion detection capabilities,
and reduced power consumption. The drawback of this
class is that it does not take into consideration cooperative
attacks, and does not specify the type of information in some
works.

In the attacks detection class, the main objective is
detecting specific attacks. The main advantage of this class
is an improved MANET defense strategy. The drawbacks of
this class are summarized as follows:

« Not applicable to other attacks.

« Did not investigate a case of cooperative attacks.

« Did not take into consideration selfish nodes.

« Did not take into consideration power consumption.

« Used complete information in some works, while other
works did not specify the type of information.
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TABLE 5. Review of works that used game theory for security in MANETs.

Ref

Objectives

Solution proposed

Advantages

Drawbacks

[50]

Finding malicious activities and be-
haviours, and preventing packet-
dropping attacks.

Using Dynamic Bayesian signaling
game to find malicious activities
and behaviours, and incomplete in-
formation PBE to prevent packet-
dropping attacks.

Revealing the best actions of indi-
vidual strategies for each node, de-
termining the malicious behaviour of
a node, and furnishing secure and
reliable communication that makes
effective cooperation among nodes.

Did not take into consideration mul-
tiple attacks, energy consumption,
and selfish nodes.

[51]

Detecting malicious nodes, recog-
nizing, punishing, or expelling.

Using a Dynamic Bayesian game,
which is non-cooperative with in-
complete information.

Using more strategies in the game
for all of the normal and malicious
nodes, and storing data in a concise
and compact manner to be used in
different stages and cooperation of
neighbouring nodes.

Did not take into consideration self-
ish nodes and did not preserve the
resources consumption.

[64]

Preventing malicious behaviour
and avoiding selfish and malicious
nodes during the routing process.

Using Static and Repeated Game
Theory with Nash Equilibrium.

Enforcing  cooperation  between
nodes, improving network
performances, and  preventing

malicious nodes.

Not applicable to other routing proto-
cols except OLSR. Introduced many
modifications to the OLSR protocol.
Used a unique parameter (coopera-
tion rate) to evaluate node behaviour,
and did not take into consideration
other parameters like the overload of
the path, and the energy consumption
of the nodes constituting the path.

[54]

Predicting malicious behaviours and
preserving resource consumption.

Using evolutionary game theoretic
with ESSs in pure strategies.

Allowing a regular node to tune its
defensive strategy so as to achieve
an effective defense adapted to the
attacker’s strategy, and taking into
consideration energy consumption.

Did not study selfish and erroneous
nodes and installed host IDSs on
each regular node.

[66]

Detecting selfish nodes and avoid-
ing malicious nodes.

Using Cooperative game theory
with a CSN-NRN mechanism.

Guaranteeing secure and uninter-
rupted data transfer from the source
to the destination node in a minimum
idle time, and taking into considera-
tion route recovery and the effect of
misbehaving nodes in the MANET.

Not applicable to other routing proto-
cols except AODV; introduced many
modifications to the AODV protocol,
and did not take into consideration
the other types of selfish behaviour
of AODV nodes that can be detected;
did not address the detection of mali-
cious nodes, and their removal from
the network.

[53]

Representing the unpredictable be-
haviour of nodes.

Using Bayesian game with Perfect
Bayesian equilibrium.

Effective in the detection of mis-
behaving nodes, and in taking into
account collusion between attacker
nodes.

Did not take into consideration en-
ergy consumption, and did not study
Selfish and erroneous nodes.

[68]

Detecting misbehaviour nodes.

Using a misbehaviour node detec-
tion scheme, an incentive-based rep-
utation scheme, and a game theoret-
ical approach.

Reducing the misbehaviour node de-
tection cost in the network, identify-
ing selfish nodes and isolating them,
ensuring mutual cooperation among
selfish nodes, and increasing net-
work throughput and packet delivery
rate.

Not applicable to other routing pro-
tocols except DSR. Did not take into
consideration consumption power,
and lacks malicious nodes analysis.

[55]

Predicting malicious behaviours
while preserving resource
consumption.

Using an improved mean field game
theoretic (IMFGT) approach.

Could be applicable to multiple de-
fenders and multiple attackers; could
be used in both dynamic and cen-
tralized environments, and takes into
consideration consumption power.

Did not explain the working princi-
ple, and did not take selfish nodes
into consideration.

[65]

Detecting malicious and selfish

nodes.

Using a Bayesian game with imper-
fect and incomplete information and
Bayesian Nash Equilibrium.

Efficiency to determine the types
of nodes within a reasonable time-
frame while conserving power, ex-
ploiting malicious and selfish nodes
for the benefit of the network, and
retention of the malicious nodes to
make use of coexistence in some sit-
uations.

Did not take into consideration
consumption power, and multiple
attacker-defender scenarios have not
been considered.

[69]

Detecting misbehaving Nodes and
selfish nodes.

Using Bayes’ theorem, a belief sys-
tem, neighbor monitoring concept,
and Perfect Bayesian equilibrium.

Effective in detecting misbehaving
nodes.

PBE strategy suffered slightly when
selfish behaviour is exhibited.

[52]

Detecting malicious nodes.

Using dynamic repeated game with
Subgame perfect equilibrium.

Showed better efficiency in mali-
cious node detection, improved the
security-based routing in MANET,
and is effective in terms of power
consumption.

Did not take into consideration self-
ish nodes and energy consumption.

[67]

Exploring malicious behaviours and
detecting selfish nodes.

Using Bayesian Signaling game and
a reputation system.

Showed better efficiency in mali-
cious node detection

Did not take into consideration
power consumption.

[56]

Detecting and preventing selfish be-
haviour.

Using adaptive threshold algorithm
with repeated games theory.

Showed better efficiency in the as-
pects of throughput and delay in
MANETS, and effective detection
and prevention of selfish behaviour.

Less efficient when the network
topology changes frequently, does
not adapt to dynamic network envi-
ronments, and did not take into con-
sideration power consumption.

[62]

Identifying and isolating selfish
nodes.

Using an Audit-based Misbehaviour
Detection (AMD) scheme, an
incentive-based reputation scheme,
and a Game theoretic approach.

Simulation results showed minimum
delay, control overhead, packet loss,
and an increase in packet delivery
ratio with improved network perfor-
mance.

Huge wastage for a MANET because
of isolated selfish nodes.
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TABLE 5. (Continued.) Review of works that used game theory for security in MANETs.

[57] | Avoiding selfish behaviour. Using a credit-based system with | Showed better efficiency in avoiding | Did not take into consideration the
game theory. selfish behaviour. vulnerability of the network from the
rich credit nodes or attacks from ma-

licious nodes.

[63] | Identifying selfish nodes and isolat- | Using Non-cooperative game theory | Improving the performance of the | Huge wastage fora MANET because
ing them from the network. with perfect information. Ad-hoc network in both static and | of isolated selfish nodes; did not take

dynamic environments. power consumption into account.

[58] | Avoiding selfish behaviour and mo- | Using a cooperative repeated game | Effective in the detection of selfish | Did not take into consideration
tivating selfish nodes to cooperate. with imperfect information. nodes, decreasing selfish nodes in a | power consumption.

MANET, and improving the perfor-
mance of MANET.

[75] | Improving IDS strategy with high | Using a Non-cooperative static | Improving the detection of intrusions | High network overhead due to the
detection accuracy while reducing | Bayesian game with incomplete | in the network, minimizing power | VCG mechanism, unfair distribution
power consumption. information, a Hybrid IDS, and | consumption, minimizing intrusion- | of processing load among the nodes

Bayesian Correlated equilibrium. related traffic in the network, devel- | in a cluster, high time overhead due
oping an IDS with a high detection | to the IDS leader election algorithm,
rate and accuracy, and prolonging | not taking into consideration coop-
cluster lifetime. erative attacks, and consuming more

energy and processing overhead due
to the availability of a heavy IDS
module and a lightweight module on
every node.

[76] | Intrusion detection and minimizing | Using a Non-cooperative Bayesian | Minimizing power consumption, | Incurring in marginal overheads due
power consumption. game with incomplete information, | achieving a high detection rate, | to cluster leader node election, and

Hybrid IDS, and Bayesian Nash | reducing the false alarm rate, | failing to detect cooperative attacks.

Equilibrium. prolonging the cluster lifetime, and
minimizing intrusion-related traffic
in the network.

[77] | Preventing intrusion and improving | Using a Bayesian game with incom- | Providing a lightweight burden to | Did not explain the theory side and
energy consumption. plete information. nodes thereby improving energy effi- | game theory side.

ciency; simulated results showed im-
provement in estimated delay and av-
erage bit transfer parameters.

[73] | Finding an intrusion detection | Using repeated non-cooperative | Effective in the detection of attacks | Did not consider malicious node
mechanism allowing the | Bayesian game with Perfect | with less power consumption. coalitions in the proposed approach;
reinforcement of network security | Bayesian equilibrium. design proposed for a specific attack.
while preserving the network nodes’
resources.

[78] | Intrusion detection and treating re- | Using a hybrid IDS technique that | Accuracy in the results and pro- | Did not demonstrate the contribution
source consumption issues. combines a genetic algorithm with | longed cluster lifetime. through simulation or experimenta-

Bayesian game theory. tion.

[74] | Intrusion detection system. Using Bayesian game theory, | Could detect multiple forms of at- | Did not take into consideration coop-

Bayesian Hybrid Detection | tacks. erative attacks.

approach, and Genetic algorithm.

[89] | Attack detection in heterogeneous | Using a static game-theoretic ap- | Showed better efficiency in a quan- | Did not specify the type of attacker,
networks. proach for security and QoS co- | titative framework for relay selec- | meaning that both selfish and mali-

design with Nash equilibrium. tion and study of the trade-off be- | cious nodes are categorized as one;
tween system performance (through- | did not take into consideration mul-
put) and system security require- | tiple attacks.
ments.

[82] | Proposing a novel reaction | Using subgame theory with com- | Effective to bypass the MAC layer | Not applicable to other routing at-
scheme against the MAC layer | plete and perfect information and | misbehaviour attack while minimiz- | tacks and protocols, and adding a
misbehaviour while minimizing | Kiihn’s algorithm. ing changes to the IEEE 802.11 pro- | modification to the IEEE 802.11 pro-
changes to the IEEE 802.11 tocol. tocol.
protocol.

[83] | Detecting and mitigating insider | Using reputation-based coalition | Providing a framework to quantify | Did not use thousands of nodes in
jamming attacks. game-theoretic ~ with  imperfect | information needed by adversaries | simulations and experiments, the at-

information. to launch insider attacks, improv- | tackers’ nodes still utilize the net-
ing MANETs’ defense against in- | work services due to lack of isola-
sider attacks, reducing the incorrect | tion; the case of cooperative attacks
classification of legitimate nodes as | that could occur when the excluded
jammers, and excluding the attackers | nodes form a coalition with the aim
from the coalition by rerouting their | of jamming communication in their
paths and randomly changing their | previous coalition was not studied.
channel of transmission.

[84] | Detecting the attack and also detect- | Using a non-cooperative nonzero- | Detecting the presence of the SYN | Not tested on other routing protocols
ing the source of the attack, and the | sum game with Nash Equilibrium. flooding attack at an early stage, and | except AODV; did not confirm the
delay introduced. finding malicious nodes which try | efficiency by comparing it with other

to affect the multimedia communi- | protocols.
cation in MANETS by introducing
unnecessary delays.

[90] | Preventing internal attacks caused | Using reputation-based coalition | Improving the network’s defense | Did notinvestigate a case of coopera-

by an erstwhile legitimate node. game. strategy, and reducing false positives | tive attacks that could occur when the
that result from the incorrect clas- | excluded nodes form a coalition with
sification of unfortunate legitimate | the aim of jamming communication
nodes as insider jammers. in their previous coalition.
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TABLE 5. (Continued.) Review of works that used game theory for security in MANETs.

[85] | Describing more accurately the ex- | Using theoretical stochastic games | Describing in a more realistic way | Relying on the underlying assump-
pected behaviour of attackers’ inter- | with complete information and non- | the expected behaviour of attackers, | tion that the attackers have a com-
actions with the defense of MANET | zero-sum games, intuitionistic fuzzy | the behaviour of the security sys- | plete overview of the security system
nodes. logic, and generalized stochastic | tem, and dependability being taken | that might not always be a valid as-

Petri nets (GSPN). into account. Introducing time aspect | sumption.

and intuitionistic fuzzy parameters
for characterizing the success prob-
abilities of the attacker’s actions, al-
lowing to evaluate some QoS pa-
rameters, and helping to estimate ex-
pected losses associated with differ-
ent attack and defense strategies.

[86] | Describing the interaction between | Using non-cooperative game theory | Effective in the description of the | The utilization of complete informa-
attacker and defender. zero-sum with complete informa- | interaction between attacker and de- | tion did not correspond with reality.

tion and Nash equilibrium. fender.

[88] | Studying attacks and countermea- | Using Game theory with Nash’s bal- | Taking into consideration different | Presenting only the theoretical side.
sures. ance. types of attacks and selfish nodes.

[87] | Understanding the unpredictable be- | Using a multistage game with Nash | Reducing processing time, decreas- | Did not take into consideration
haviour of the attacker. Equilibrium. ing resource utilization, and reducing | power consumption.

transmission cost.
[9] Intrusion detection. Using a neighbor monitoring tech- | Increasing the packet delivery rate | Not applicable to other routing pro-
nique and game theory. by 42% in the presence of mali- | tocolsexcept AODV; requires adding
cious nodes, recognizing malicious | many modifications to the AODV
nodes at the beginning, and eliminat- | protocol; did not take into considera-
ing them from the network. tion other types of attacks.

[59] | Controlling the selfish nature and | Using a cooperative game and A | Showing a trade-off between power | Did not take into consideration the
defining a power control mecha- | Stable Payoff Allocation(SPA)” | consumption and the effectiveness of | vulnerability of the network from the
nism. model. networks in terms of throughput. attacks from malicious nodes.

[70] | Malicious and selfish nodes detec- | Using the Non-cooperative | Increasing the throughput and packet | Did not take into consideration con-
tion. Bayesian game approach. delivery ratio, and decreasing the | sumption power and multiple attack-

routing overhead and propagation | ers scenarios.
delay.

[91] | Avoiding attacks when there are in- | Using Markov game and distributed | Simulation results show that the pro- | Did not study multi-hop scenarios,
telligent jammers. multi-agent anti-jamming algorithm | posed DMAA can make the right de- | and did not take the change of hop-

(DMAA). cisions to adapt to the policy of the | ping cost into consideration.
jammer effectively in different situa-
tions.
[79] | Intrusion detection system. Using a dynamic mean field game | Simulation results corroborate that | Did not take power consumption into
theoretic approach. the dynamic mean field game theo- | consideration.
retic scheme outperforms the static
scheme.

[80] | Improving intrusion Detection Sys- | Using Game theory and K-means. Improving power consumption. Did not support a heterogeneous net-

tem and power consumption. work, and did not take into account
standards related to quality of service
and time.

[81] | Cooperative intrusion detection. Using an incentive mechanism and | Efficiently  incentivizing  non- | Only discussing the situation in

an evolutionary game. malicious nodes to cooperate and | which nodes pay more attention to
decreasing the false detection rate. their reputation scores; did not con-

sider nodes with different attitudes

on reputation and economic benefits.

[71] | Malicious and selfish nodes detec- | Using reputation-based scheme and | Reducing throughput consumed by | Did not take into consideration in-
tion game theory. malicious nodes and increasing good | complete information.

node throughput in the network.

[60] | Avoiding selfish behaviour, sup- | Using cooperative game and inte- | Enforcing cooperation between | Not applicable to other routing pro-
porting energy-aware and available | grating it into OLSR protocol. nodes and efficiently prolonging the | tocols except OLSR and introduced
bandwidth routing. network lifetime. many modifications to the OLSR

protocol.

[61] | Identifying and isolating selfish | Using Non-cooperative game theory Clarity to identify and isolate selfish | Huge wastage fora MANET because
nodes. with ESSDSR algorithm. nodes in a theoretical manner. of isolated selfish nodes.

[72] | Optimizing resource allocations, co- | Using bargaining game with Nash | Efficiently identifying the malicious | Did not eliminate malicious nodes
existence with colluding nodes, and | equilibrium. behavior of colluding nodes. and did not take into account stan-
mitigating selfish behaviour. dards related to quality of service and

time.

V. OPEN CHALLENGES AND FUTURE RESEARCH

DIRECTIONS
This survey provides insight into the game theory method-
ologies currently employed in the realm of security for
MANETs, as well as the anticipated research trajectories
for addressing security concerns in MANETS through game
theory.

Game theory plays an important role in MANET security.
All the same, there is little research in this field. In addition,
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the existing works suffer from numerous problems. In this
section, we discuss the limitations of the extensive survey
conducted in this work. In addition, based on the conducted
survey, we provided a set of promising future research
directions.
1) Limitations of current game theory for security tech-
niques in MANET::
e Most of the game models integrated in MANET
security techniques used two players. Yet, there are
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TABLE 6. Performance metrics detailed for works that used game theory for security in MANETSs.

players is not sufficient as multiple attackers or
collusion between the attackers may arise. Each
player is limited to assuming the role of a certain
sort of attacker since they are unable to exhibit
different behaviours simultaneously. Furthermore,
the states of defense exhibit variations depending
on the type of attacker, and it is more effective
to use collaborative defense strategies among
defenders rather than relying just on unilateral
defense measures.

Each player of the game models considered in
MANET security techniques has two strategies.
Yet, having only two strategies is not enough
to model accurately the behaviour of the player.
Furthermore, the wide range of actions presents a
challenge in terms of the player’s behaviours.

The form model of the game is a crucial component
in describing the game, and in illustrating the
interactions between players; however, there are
numerous works that do not specify the form
models in the context of game theory.

There are quite a large number of game theory
strategies besides the types of games used in
existing works. None of these additional types are
used despite their effectiveness.
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cases when a modelization based on solely two o The identification of information type is crucial in

assessing the players’ knowledge ratio relative to
their opponent, as well as the contextual factors;
however, most of the MANET security techniques
mentioned in this survey failed to specify it.

In MANETs, there are considerable types of
attacks that still need to be modelled by game
theory.

In game theory, there are numerous concepts that
have not been applied in MANET security.

A significant proportion of attention is directed
to optimizing the metrics of throughput, delivery
packet ratio, latency, and false positives ratio; how-
ever, other important QoS metrics were neglected
(e.g. bit rate, energy consumption, jitter, network
lifetime).

There is a lack of specific measurements pertaining
to game theory that effectively demonstrate the
impact of games inside networks. All of the afore-
mentioned studies focus on evaluating the net-
work’s performance, which may be influenced by
several external variables unrelated to the game
itself.

The majority of implementation outcomes acquired
so far need further improvement since they have
not yet attained the highest degree of performance.
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e There are works that handle malicious nodes
and selfish nodes simultaneously, and making no
distinction between them despite their different
effects.

o There are no uniform metrics used in the existing
game theory approaches for MANET security.
Various studies have similar objectives, but they
use distinct measures to articulate the outcomes
of their experimental investigations, which poses a
challenge regarding a fair comparison between the
approaches. In addition, there are works that use a
limited number of metrics.

2) Future research directions:

o Building game models that contain more than
two players, and more than two strategies per
player. The diversification in the number of players
allows for mimicking all the types of nodes that
exist in real networks. In addition, the increase in
the number of player strategies leads to players
that have dynamic behaviour, and it is directly
proportional to the opponent’s behaviour.

« Taking into account the form models and informa-
tion type used in the game.

« Application of new types of game theory besides
the types of games mentioned before. Fig. 4
demonstrates some game types that exist in both
cooperative and non-cooperative games, among
which there are those that have not yet been
adopted in the MANET security context.

« Taking into consideration new types of attacks
besides the types of attacks mentioned before.

o The incorporation of novel solutions and concepts
in addition to those previously referenced.

« Mitigate the weaknesses of existing game theory
security approaches for MANETs by combin-
ing game theory and Artificial Intelligence (AI)
methods. In particular, Al is used to increase
the accuracy of detection, and to minimize the
detection time. In addition, game theory is used for
decision-making against opponents to prevent and
mitigate harm in the network.

o Utilization of uniform metrics to allow comparison
performance between different approaches.

o Hybridization between different types of game
theory.

VI. CONCLUSION

The proliferation of mobile devices has led to the increased
significance of MANETS, including the subfamilies of
MANETs like VANETSs (between ground vehicles), and
FANETS (between aerial vehicles).

The domain of research pertaining to MANET security
is highly sensitive. As a result, game theory has emerged
as a significant approach for addressing security challenges
in MANETSs in recent times. For this reason, this paper

VOLUME 11, 2023

provides an overview of MANET security, with a focus
on the fundamental concepts and the various attacks that
threaten their security. Additionally, the paper discusses
existing security measures and the application of game theory
in MANET security.

Furthermore, a taxonomy was introduced for the utilization
of game theory in secure MANET solutions, which catego-
rizes them into five distinct classes: the first class pertains to
the mitigation of malicious nodes, the second class pertains
to the mitigation of selfish nodes, the third class pertains to
the hybrid mitigation of both selfish and malicious nodes, the
fourth class pertains to intrusion detection, and the fifth and
final class pertains to the detection and prevention of attacks.

The initial category comprises two subcategories that are
differentiated based on the objectives the researchers seek to
attain, with a focus on malicious nodes. These subcategories
are malicious behaviour detection, and malicious nodes
mitigation with resource preservation.

The second category comprises two subcategories based
on cases that identify self-interested nodes. This includes two
subclasses, namely: the avoidance of selfish nodes, and the
identification and isolation of selfish nodes. The objective of
the third class is to mitigate the presence of self-interested and
malicious nodes concurrently within MANETSs. The fourth
class presents some articles on intrusion detection in different
cases, and the last class displays the works addressing attack
detection in different cases.

Throughout this paper we provided an overview of perti-
nent details, presenting statistics pertaining to the subsequent
subjects: detection classes in MANETS, simulator tools,
attack types addressed, game theory elements, game theory
forms, game theory models, game theory types, and game
theory solution concepts. Furthermore, we compared the
classes of our taxonomy based on the previous items. Then,
we discussed the principal objectives and techniques used
and displayed the advantages and drawbacks of existing
works in the literature. Additionally, we examined what types
of performance metrics are used in game theory security
techniques for MANETSs to prove their effectiveness and
efficiency.

We extensively discussed the limitations observed from
game theory concerning the MANET security techniques sur-
veyed in this work. Based on these limitations, we suggested
promising future directions for MANET security research
based on game theory.

Finally, we concluded with some points that can improve
future work, and that we extracted from a comparison of the
studied works.

o Future perspectives: Although existing efforts addressed
significant challenges related to MANET security, room
for improvement remains regarding future perspectives
that should be considered to design innovations that
address MANET security problems using game theory.
One of the future work directions is to implement
MANET security by using game theory and new
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technologies. In addition, we plan to extend the
resolution of the security problem by combining
game theory with machine learning methods while
considering the limited constraints of MANETSs (i.e.
time and energy parameters).
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