Document downloaded from:

http://hdl.handle.net/10251/209090
This paper must be cited as:

Rathee, G.; Kerrache, CA.; Tavares De Araujo Cesariny Calafate, CM.; Bilal, M.; Song, H.
(2024). SMART: A Secure Remote Sensing Solution for Smart Cities Urban Areas. IEEE
Sensors Journal. 24(7):11553-11561. https://doi.org/10.1109/JSEN.2024.3362377

The final publication is available at

https://doi.org/10.1109/JSEN.2024.3362377

Copyright |nstitute of Electrical and Electronics Engineers

Additional Information



SMART: a Secure Remote Sensing Solution for

Smart Cities’

Urban Areas

Geetanjali Rathee, Chaker Abdelaziz Kerrache, Carlos T. Calafate, Muhammad Bilal, and Houbing Song

Abstract—Nowadays, smart cities are becoming an emerging
area of research for upgrading and modifying our existing society
by adopting the latest and the most trending technologies in
the market. Though the number of IoT based applications is
constantly increasing, with new products being launched every
6 months, many organizations are afraid of an early adoption
of such products because of their security issues. In particular,
the transmission and storage of online information causes a lot
of cybersecurity issues while ensuring a secure communication
mechanism. The aim of this paper is thus to present an efficient
and effective communicating mechanism for smart cities using
two decision-making models based on the SMART and Subjective
approaches. The SMART approach is used to make an intelli-
gent and ideal decision when communicating in the network.
In addition, the continuous surveillance of the communicating
entities can be done by computing their trust values through a
subjective mechanism. The devices having a higher trust value
are thus considered as more trustworthy devices. The proposed
mechanism is simulated and verified for various security metrics,
being compared to the state-of-art approaches. In addition, the
proposed mechanism is simulated and out-performed against
existing approaches by showing a 97% improvement in terms
of accuracy, utility value, delay and threat metrics.

Index Terms—IoT, SMART, Indirect trust values, security
scheme, remote sensing, smart cities.

I. INTRODUCTION

Urban planning is considered as a significant element to-
wards the development and modernization of smart cities
[1]. It basically encompasses the planning, layouts and con-
struction of new buildings, along with development directions
for implementing a new concept of regional city. It requires
involving Internet and computer-based technologies/software
in order to understand the whole information of smart cities
including a geographical perspective. [2]. The goal and moti-
vation of developing and constructing smart cities is to design
and efficient communication environment with minimal human
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involvement. In the practical construction process of develop-
ing urban areas for designing smart cities, it is important to
understand every single aspect of the communication process.
The construction of smart cities includes tons of information
being generated, followed by their storage and automatic
decisions by analyzing the data using various recent techniques
like Data Mining and Large Language Models. This way,
smart cities, where the handling of information is done through
various intelligent and smart devices to take an independent
decision, is done without any human involvement [3]-[5]. A
number of countries have been attracted towards this concept,
especially in urban areas where it is very difficult to interact
physically or on a regular basis [6], [7]. Hence, remote sensing
techniques are used in places that cannot be easily reached
by humans. In those cases, smart sensors and drones can be
easily deployed and implemented for continuous surveillance,
enabling devices to participate in taking immediate decisions
[81-{10].

Many counties adopted this concept of using remote sensing
in urban areas as a first step towards smart cities’ development.
However, the deployment and modification of information
cannot be easily done with the threat of cyber criminals and
intruders. Figure 1 presents an architecture for smart cities
where urban areas are under surveillance, and where activity
recognition of any kind relies on remote sensing techniques
in order to establish an efficient and effective communication
mechanism [11], [12]. The first phase mentions the remote
sensing and computation phase that gathers the huge amount
of information generated by ‘n’ number of devices in the net-
work. In addition, during phase two, the security approaches
are implemented in order to categorize the devices. Finally,
the third phase makes an accuracy prediction, and analysis of
records generated by legitimate devices in the network.

A. Objective

When deploying networks acting as Smart City infrastruc-
tures, a high number of cyber threats may be encountered,
enabling intruders to launch a myriad of possible attacks.
The involvement of various communicating devices, including
smart devices, smart alarms, etc., enables intruders to compro-
mise the legitimate intelligent devices in the network in such
a way that they may start behaving according to the intruder’s
intention [13]-[15]. For instance, compromised communicat-
ing devices miners may sense incorrectly or drop the pack-
ets during the broadcasting or forwarding of information in
the network. Compromised smart devices may further affect
the network performance by breaching confidentiality, access



1. Smart Cities using Remote Sensing

1(a). Communication among Devices
Ideal Devices Compromised Devices

2. Subjective Trust Model Approach for Trust Computation

Communication Network

4% Servers
R
loT Devices
Y
KRG B
-

1 (b). Computing and Prediction of Data
| Subijective Trust model and SMART |

Devices Accurate
Behavior Decision

s

3. SMART Approach for Accurate Prediction

ata

Nl Db S S

}LL '%l Prediction

Data

N

Fig. 1. Remote Sensing framework.

control and integrity. Preventing the disclosure of generated
information, along with client validation, are critical issues
that should be addressed before starting the communication
process in the network. In addition, the availability of the
required resources by legitimate devices is further significant
for ensuring an efficient and effective network communication
mechanism. The existing security mechanisms/techniques and
methods tried to achieve an efficient communication mecha-
nism using remote sensing techniques for surveillance of the
urban areas for smart city construction.

B. Contribution

The goal of our proposed solution is to provide an efficient
and accurate communication mechanism to identify dishonest
devices in the network. The proposed framework integrates
two different approaches to ensure the confidentiality, integrity
and availability of the resources in the network. Initially, we
use a subjective mechanism for categorizing the communicat-
ing devices into malicious and altered. The subjective approach
provides the confidentiality for recognizing the legitimate
devices, and to prevent accepting as valid any information
coming from malicious devices. Furthermore, the subjective
approach is integrated with the SMART technique for ensuring
an adequate availability and accuracy of the decision-making
process in the network [16], [17]. The real-time decision
making procedure seeks to identify legitimate devices during
the regular communication process; this is achieved without
overwhelming the network with additional overheads. The
proposed mechanism performance is analyzed and validated
using various security and networking parameters including
accuracy, replay attack, utility value and delay. Thus, we
briefly explain the contributions of our study in below points:

o The subjective approach is used to ensure the confi-
dentiality when recognizing legitimate devices, while
excluding the messages coming from malicious devices.

o The subjective approach is then integrated with the
SMART technique to ensure the availability and accuracy
of the decision-making process in the network.

o The proposed mechanism is further analyzed and vali-
dated against various security metrices in terms of accu-
racy, cheating threats, utility value and delay.

The remainder of this paper is structured as follows: a
literature review discussing a number of security models is
presented in section 2. A detailed explanation of the proposed
mechanism, along with the proposed methodology, system
model, and algorithms, is detailed in section 3. Afterwards,
section 4 validates the proposed solution using various se-
curity measures, including a comparison against the existing
approach. Finally, section 5 concludes the paper and discusses
future directions.

II. RELATED WORK

Though a number of security schemes or frameworks have
been proposed by various researchers [18], [19]. However, it
is very critical to ensure trust integrity and confidentiality in
the network with upgraded network performance in terms of
accuracy, counter cheating attack (replay attack), utility value,
and delay. This section discusses the main existing approaches
in the literature having as a main aim to ensure an accurate
and reliable communication among devices. The discussed
solutions are also highlighted in Table I.

Yaakob et al. [20] designed a cost effective IoT-based
remote sensing prototype for monitoring a patient’s health,
providing a continuous surveillance of the patients, where
sensors are integrated with Arduino UNO controllers for the
processing of information. The authors tried to overcome
the burden of looking over the patients physically by hav-
ing medical professionals remotely monitoring the patient’s
health. In another work, Simplicio Jr. et al. [21] proposed a
lightweight security framework for providing several services.
In particular, while transmitting or storing the information,



the proposed mechanism easily tracks the mobile health in-
formation gathering, along with the protection of the data by
a multi-agent duplication approach.In addition, the proposed
system has been deployed and tested in a real-time scenario
located in Sao Paulo, Brazil.

Rahman et al. [22] proposed a multi-tier lightweight secure
communication mechanism among end nodes.They presented
a secure Message Query Telemetry Transport mechanism
based on a cipher text/key attribute encryption mechanism
using the ECC cryptosystem. In addition, they introduced
a multi-tier communication mechanism along with an extra
security layer. Liu et al. [23] investigated various multi-
source heterogenous information gathering for the public data
platform. Afterwards, they focused on the integration of data
and sharing by introducing warehouses and application deploy-
ment. The aim of the multi-source information gathering is to
continuously update services’ multimedia information in real
time. Brisimi et al. [24] explored new variants for sensing and
classifying roadway obstacles by introducing some appropriate
regularization. The authors used classification and clustering
algorithms to sense the obstacles. In addition, the authors
presented novel metrics based on actual/real data computation.
Finally, they used Boston’s city roadmap for verifying and
checking the affectability of their system. Chen et al. [25]
developed a framework for urban and spatial network for en-
suring the sustainability based on smart cities. With the launch
and continuous development of high-resolution images, the
satellite has covered various chromatograms such as panchro-
matic, multispectral and hyperspectral. The authors used a
state-of-the-art approach to construct an efficient model. They
then analysed the remote sensing services, and updated the
processed data by designing an urban model for smart cities.
The proposed mechanism is verified through experimental tests
against different scenarios. Finally, Hendy et al. [2] developed
an ICT framework for smart cities to achieve their goals. The
authors did a literature review, and have chosen Dubai as a
case study by identifying the determinants, subdimensions,
etc. The paper also arranged the entire group into seven basic
dimensions.

A. Problem Statement

Though a number of schemes and approaches have been
proposed by various researchers and engineers, existing mech-
anisms still face certain computational and storage overhead
issues. In particular, existing approaches require complex
computations in order to provide security that may further
introduce long delays, lack of accuracy, and increased storage
overheads in the network. In this regard, the proposed solution
provides better security by introducing less delays and pro-
viding more accuracy by detecting the legitimacy of devices
during the information transmission process.

III. PROPOSED MODEL
A. System Model

The modernization of urban areas is considered as the main
part and the future of smart city deployment to learn the future

directions, layout and city construction. For modelling the gen-
erated information from the surroundings, and take an accurate
and correct decision at once, there is always a possibility of
an intruder’s invention with the aim of degrading the network
performance. The involvement of malicious devices during
the information gathering, analysis of the data, and decision-
making processes, not only affects the communication mech-
anism, but also leads to generating a threat on organizations
when adopting new technologies. Therefore, it is fundamental
to protect and secure each communicating device/sensor while
transmitting the information in the network. The system model
of proposed scenario consists of number of IoT devices as
10,11...In that communicate and interact with each other in
a network size of ‘n’ devices. The system block diagram of
the proposed framework is depicted in Figure 2 having two
different approaches to provide an accurate and trustworthy
decision-making process. The horizontal dots represent ad-
ditional analysis and computations task done by the devices
during the processing of information in the network. In addi-
tion, the vertical dots represent the division of processes done
during the information processing. The top phase presents
the tasks performed by ‘n’ number of devices; the middle
phase presents the implementation of security approaches over
‘n’ number of devices. Finally, the bottom phase presents
the category of devices (either legitimate or malicious) after
assessing their nature.

The diagram shown in Figure 2 consists of ‘n’ IoT devices
that generate, transmit and process a large amount of data
from their surroundings. The collected information is further
processed and analysed using two different approaches, such
as SMART, i.e. Simple Multi-Attribute Rating Technique, and
a subjective trust model. The subjective model is considered
as the trust model approach for analysing the communication
history or behaviour of the device. There is a number of
ways to determine the communication history of a model, and
where trust is considered as one of them, being considered
the most adequate approach without adding any extra cost
for the security layer when analysing the behaviour of each
communicating device [26]. The trusted devices are again
integrated with SMART for providing an accurate and correct
decision making by each communicating device in real time.
The decision-making process is considered as a computer-
based system where a weight product is integrated for each
criterion in order to analyse the entire history of the device.
The weights in this approach are termed as the trusted values
computed through the subjective approach. The detailed ex-
planation of each security measure, such as the SMART and
subjective approaches, is discussed below.

In addition, Table II provides a list of abbreviations before
their usage in order to properly understand the workflow of
the proposed solution.

B. Subjective Method

The subjective trust model is defined as a direct method
of trust computation by directly monitoring the node’s expe-
rience. The number of data packets successfully transmitted
or forwarded by a device, and the number of packets received



TABLE I
LITERATURE SURVEY.

Author’s Name

Technique

Performance Metrics

Limitation

Hendy et al. [2]

Developed an ICT framework
for smart cities to achieve their
goals.

The paper also arranged the entire transmis-
sion into seven basic dimensions.

Needs to improve security for real-time
transmissions.

Yakoob et al. [20]

Designed a cost effective IoT
based remote sensing proto-
type for monitoring the pa-
tient’s health.

The continuous surveillance of the patients
where sensors are integrated with Arduino
UNO controllers for processing the infor-
mation.

The authors tried to overcome the bur-
den of looking over the patients phys-
ically by remotely monitoring the pa-
tient’s health through medical profes-
sionals.

Simplicio Jr. et
al. [21]

Proposed a lightweight secu-
rity framework for providing
several services related to se-
curity.

The proposed mechanism easily tracks the
mobile health gathering of information
while promoting or protecting the data from
information loss through various agents.

Significant computational delay is in-
troduced.

Rahman et al.
[22]

Multi-tier low-weight secure
communication  mechanism
among end nodes.

The authors have proposed a detailed se-
curity framework and analysis of informa-
tion with an enhanced security model that
includes improved features.

The system requires complex computa-
tion.

Liu et al. [23]

Various multi-source heteroge-
nous information gathering for
the public data platform.

The authors have focused on the integration
of data and sharing by introducing ware-
houses and application deployment.

Leads to networking security threats.

Brisimi et al. [24]

Explored new variants for
sensing and classifying the
roadway obstacles by intro-
ducing some appropriate reg-
ularization.

The authors have used a classification and
clustering algorithm to sense the obstacles.

Authors did not propose any model.

Chen et al. [25]

Security framework for urban
and spatial networks for ensur-
ing the sustainability based on
smart cities.

The authors have used a state-of-the-art ap-
proach to construct an efficient model.

Two-level trust scheme leads to in-
creased security costs.
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Fig. 2. System Block Diagram.

by that device within time ‘t’, determines the historical obser-
vation of each device. In addition, the delay can be raised in
the network to analyze relevant communication issues such as
congestion, system failures, etc.; in that case, it is necessary

to consider a threshold value when determining the trust of
each device. To this end, a delayed time decay function for
each device can be introduced, where the amount of delay is
allowed in the network is defined as:



TABLE II
LIST OF ABBREVIATIONS.
Definition Value
Decay function dy
Device monitoring m;
Subjective observation of device i and j  SO;;
Computed decay function Cy
Computed decay function over time ’t’ Cl
Error influence Vi
Various differential equation coefficients a, b, ¢
Response function V(f)
Grey fitting precision index y(f)
dp=0"7T0<s<1,1<f<n (1)

Where delta denotes the authentication mechanism which
measures the smaller base coefficient. The smaller the value
of coefficient, the greater is the attenuation of each value. In
addition, at the pth time (Z,,), the monitoring device m; makes
a subjective observation according to the equation below:

Z?:l deOij(tf)
Y

The subjective observation of each device is computed as

follows:
Cr(ty)
Ci(ty)

Now, after a nonce of time ‘', the trust value of each device
can be obtained as TV = TV(;1), TV(42y. .- ... TV(tn), that can
be transformed to a sequence of data generated by devices
as V(0) = v0y,v09,...v0,. An average series is generated
in order to check the influence of errors during information
communication as below:

50i;(t) =

2

50i;(t) = 3)

f
H=> v

m=1
0 O (m =1
where,x_(o)(f) = (x (m) +$2 (m ))
The above equation can be further transformed to:
df(m) = ae®=1 —¢ 4)
InY ", V- OU=DVT )

b=

S (v o7 1) ©)

Z b(f-1) Zv(l } (6)

m=2
The assumption is determined as v(1) = a—¢, U = be, and
the transformed differential equation can be established as a
response function after the reduction process is determined as:

V(u)(f) b(f 1)2 ( e_b) (7)
1+e?
As per the above stated equation, in case f = 1,2,...n, the

set v(0)(f) presents an fitting sequence in case f > n, which

means it is a prediction sequence. The grey fitting precision
index is further computed as:

Vo)
VO(f)

This represents the fit level based on the derivation degree
from original sequence.

y(f) = ®)

C. SMART

SMART is a multi-attribute rating mechanism that pro-
vides an accurate decision making after considering the trust
value from the subjective observation function. SMART is a
weighted decision model on a scale from O to 1 for computing
and comparing the values of each device. The model applied
for each device is defined as:

)= Wami(z;),i=1,2,..n )

The number of steps that the SMART system applies
following the subjective observation scheme, according to the
function above, are the following:

o Step 1: The number of criteria considered for decision

making need to be defined.

e Step 2: The criteria weight is defined as the trust values
of each communicating device, and computed through
the subjective approach using a 1-100 interval on each
criterion.

o Step 3: The normalization of each communicating device
is illustrated as the comparison among the device’s weight
and the actual weights of each criterion as:

Wa
> Wa
Where, W, is the weighted criteria, and oW, is the total
weight of all criteria.
o Step 4: After providing the criteria parameters for each
device, the utility value is converted into a data criterion
raw value as:

N =

(10)

Co—C;
Cmaa: - C’min

Where, M;(x;) is the utility value of a criterion from
—1 to I, and C,,4: and C,,;, are the maximum and
minimum criterion values. In addition, Cy (%) is the value
of minimum criteria.

o Step 5: After determining the b = wvalues for each cri-
terion, the shifting values obtained using normalization,
along with their weighted criteria values, are obtained.

The working of the entire proposed mechanism can be easily
understood using an Algorithms 1 and 2 as explained below.

IV. PERFORMANCE ANALYSIS
A. Model design

In order to understand the process of information transmis-
sion in urban areas through remote sensing mechanisms, we
needed to build a well-planned management and construction



Algorithm 1 Secure Remote Sensing Algorithm using Sub-
jective and SMART.

Prerequisite: All the devices are authentic and able to
communicate among each other

Input Value: (1) A network N having N = dy,ds, d3. .. ... dn,
number of smart devices

Qutput: Device is ideal or altered

Given: An effective communication system using subjective
and SMART approaches

Step 1: Establish the networking environment.

all nodes Dy =D =1,2,....D x=1 to N Compute confiden-
tiality of each communicating device using

Subjective () Model

(Device is ideal)

Maintain a trust level network of legitimate devices and
determine their legitimacy and confidentiality

Block/deny further communication

Step 2: Each ideal device is surveilled using SMART

Algorithm 2 Subjective() and SMART() Approaches.
Step 1: The delay of each communicating device is computed
using:

dp=0"F0<s<1,1<f<n (12)

Step 2: The subjective observation that is used to analyze the
authentication of communicating devices is defined as:

2 j=1dsS0ij(ty)
SO,4(t) = ==—
Zf:l

The subjective observation of each device is computed as

follows:
_ Cylty)
Ci(ty)
Step 3: Finally, the precision index to measure the confiden-
tiality is computed as:

(13)

SO, (t)(ty) (14)

C= %[(i "V Va — Z v as)
(TL 1) f=2 m=2
(0)
W) = i (16

of the problems and surroundings of a smart city. The complete
model design and simulation framework of our proposed
mechanism is presented in Figures 3 and 4. Figure 3 presents
the designed framework, which must be considered to pro-
vide a secure and efficient communication mechanism among
devices in the network. IoT devices that gather and generate
the information from the surroundings will pass their entire
information to base stations, where data will be processed and
analysed by applying both the security mechanisms proposed:
SMART and subjective methods. Furthermore, the processed
and categorized information will be reported, and will be

s N
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loT Devices
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Subjective

v

Report and Decision
(legitimate/alternate)

Fig. 3. Proposed framework.

tagged as either legitimate or alternate.

Figure 4 represents the simulation flow where the frame-
work of our proposed mechanism using MATLAB simulation;
such framework enables analysing the behaviour of each
communication device, and to tag it as either legitimate and
malicious. Furthermore, Table IV represents the simulation
parameter for verifying and validating the proposed solution.

TABLE III
SIMULATION METRICS FOR VERIFICATION OF PROPOSED APPROACH
Metrics Value
Total no. of devices 300
Weights based on TV of device
Devices alteration rate 20%
Varying trusted values of devices [0, 1]
Power of transmission [15,20] dBm

Devices types Legitimate=300, Altered= 60

Now, in order to analyze the behaviour of the network over
the time, a measuring parameter known as satisfaction ratio is
considered that recognises the stability in the network. Figure 4
presents the satisfaction ratio of the interaction as a function of
simulation time. The x-axis represents the count of simulation
steps, while the y axis represents the satisfaction of trusted
devices. Initially, all the trust models are increasing, and then
remain stable in the network after identifying the behaviour
of each communicating device.

B. Model Performance

In order to verify the accuracy and validity of our pro-
posed mechanism when compared to existing technologies,
a comprehensive test is conducted using MATLAB where
1000 devices, and time of 250 steps, were used to recognize
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the behaviour of devices (i.e., legitimate or altered). The
validity is proved by dynamically containing the presence of
20% altered devices in the entire simulation while validating
the proposed framework. Initially, subjective trust approach
is applied to the 1000 devices in order to categorize them
as either legitimate and malicious. In addition, the SMART
mechanism is applied to further improve the decision-making
accuracy when devices are communicating in the network.
The immediate response to any device according to the sur-
roundings is handled by SMART mechanism. The devices are
aligned with some weights here represented with trust values,
and computed through a subjective approach using our criteria.
The weighted normalization and parameter values, along with
their alternatives, is represented in Table III.

TABLE IV
PROPOSED MODEL PARAMETERS

0,45 A
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Counter Cheating Attack (%)
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0,25 T T T T T
100 150 200

Simulation Time (s)

Fig. 5. Cheating Threat.

identifying the intruders in the network. The authors have con-
sidered real-time data for detecting the error propagation for
validating and simulating the results. Our proposed mechanism
is simulated against these methods by using the subjective and
SMART approaches for sensing the illegal activities in urban
areas, thereby ensuring a secure communication system. The
trusted approaches of proposed method and existing method
is compared and verified in order to identify the validity and
out-performance of our work.

D. Results and Discussion

The simulation is done to measure performance metrics
that include cheating threats, utility value, accuracy and delay.
Figure 5 represents the cheating threat by malicious devices
during the communication process. Initially, the altered devices
behaves as highly reputed devices with good performance for a
specific interval of time, and then started behaving malicious.

Figure 5 shows that, as simulation steps increase, our proposed

Criteria  Weight Parameter Values Alternatives = Normalization
Cl TV1 Low (1) Al TV1/1000
C2 TV2 Mid (2) A2 TV2/1000
C3 TV3 High (3) A3 TV3/1000
C4 TV4 Very High (4) A4 TV4/1000
C5 TVS Higher (5) A5 TV5/1000

model performs better than existing approaches, as we are
continuously monitoring the behaviour of all devices, along
with their trust values. The subjective approach identifies the
behaviour of each node as early as possible by detecting

C. Baseline Methods

The baseline approaches considered for comparing and
validating the proposed scheme, BA1 and BA2, are a real-time
forest inventory framework [10], and trusted framework for
identifying intrusion or data failure [19], respetively. Srividya
[19] et al. have proposed a trustworthy resource reservation
protocol for identifying the failure in the network. The authors
have used a weighted algorithm for reducing the delay by
choosing the shortest path. In addition, the simulation results
proved the link failure and trust accuracy while transmitting
information in the network. Nicholas et al. [10] proposed a
fine-scale advanced remote sensing airborne laser scanning for

their internal features such as activeness, behaviour, resource
requirements etc., as compared to existing trusted approaches.

Figure 6 presents the utility value of each device during
the communication process in the network. Such utility value
is determined by converting the criteria’s value from -1 to -
I through the equations defined earlier. The presented figure
shows the overall utility values of communicating device in the
network. The devices having a high utility value are considered
as highly trusted and recommended for decision-making in
the network. In particular, our SMART approach is used to
compute the utility value of each device, representing an
efficient and accurate decision-making process compared to
existing mechanisms.

Figure 7 represents the accuracy graph while recognizing
the legitimate number of devices in the network accurately.
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For this analysis, we have intentionally inserted a 20% of
malicious devices in the network, and the proposed approach
identifies the legitimate devices accurately because of the sub-
jective recommendation approach that computes the device’s
trust and monitor their communication process in the network.

The general definition of delay means the amount of time
required to reach one packet from source to its respective
destination. Here the delay is computing based upon the
decision asking process requested and proceed by the device
upon analysing the change in network behaviour’s. Finally,
Figure 8 shows the delay involved for legitimate devices to
take decisions upon request from their surrounding elements.
The proposed mechanism presents the delay while making
the decision by the devices during the communication process
in the network. The proposed mechanism presents less delay
while offering more accurate decisions as compared to existing
schemes.

Dealy (ms)

1 T T T T T

10 20 30 40 50 60

Number of Devices

Fig. 8. Delay.

V. CONCLUSION AND FUTURE WORK

The adoption of modern technologies like remote sensing
has a major role in the smart cities’ development. Yet, the
adoption of various heterogeneous techniques may also open
the door for intruders to compromise the connected devices,
and control their functionalities. In this paper we proposed
an integrated security mechanism to remotely sense the urban
areas that are using IoT devices. The proposed mechanism
involves two trust-establishment solutions for ensuring a se-
cure communication network. Simulation results were carried-
out using different metrics, and we compare against different
state-of-art solutions; the obtained results evidence the high
performance of our proposal in terms of utility value, accu-
racy, replay attack, satisfaction ratio and delay. The proposed
mechanism provides approximate 97% improvement when
compared to existing approaches for various security metrics.

As future work, we plan to investigate the case of Al-
empowered adversary models, and improve our proposal to
face these new kinds of attacks.
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