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ABSTRACT With the proliferation of service-oriented architectures, the ubiquity of mobile networks, and
an expanding spectrum of services available to users, the service selection process has become paramount
in designing and implementing contemporary applications. Service selection strategies in mobile networks
involve choosing the optimal services from many available options based on QoS (quality of service),
bandwidth, and mobility, ultimately augmenting network efficiency and user experience. Nonetheless,
particular challenges can impact the efficacy of these strategies. This paper presents a comprehensive
survey of service selection strategies in mobile networks, transitioning from traditional approaches to
emerging techniques, while also introducing a taxonomy classifying service selection methods based
on criteria including mobile devices as service providers, architectural perspectives, computing devices
allocation, evaluation metrics, and service selection methods. Additionally, We offer insights into the latest
QoS-aware and energy-centric service selection methodologies, while addressing challenges related to
battery life and energy efficiency, Quality of Service (QoS), security and privacy, as well as scalability

and resource management. Additionally, we discuss prospective trajectories and future direction.

INDEX TERMS Service selection, mobile networks, QoS, IoT.

I. INTRODUCTION
OBILE networks have become an integral part of
our lives, connecting us to various services and
applications wherever we go. From making calls and sending
text messages to accessing the Internet and streaming media,
mobile networks provide us with the means to stay connected
and access information on the go Fig. 1. However, with
the increasing complexity and diversity of services available,
it has become crucial to have practical service selection
mechanisms in place [1], [2], [3].
With the emergence and integration of the Internet
of Things (IoT), mobile networks underwent substantial

transformations, resulting in the growth of what are now
known as mobile Internet of Things networks. This conver-
gence has prepared the way for a wide range of applications,
including smart homes and health monitoring, industrial
automation, and environmental sensing, which benefit from
mobile networks’ increased connection and flexibility [4]. In
the context of Mobile IoT, service selection is the process
of selecting the most appropriate services from a pool of
available options that best meet the specific needs and
preferences of users or applications while taking into account
various constraints and criteria, such as quality of service
(QoS), energy efficiency, security, cost, and latency. This
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selection procedure is critical for maximizing user experience
and system performance in mobile situations when resources
are limited and conditions can change rapidly [3].

A significant challenge in service selection in mobile
IoT networks is determining the optimal services that
fulfill users’ needs, considering the diverse range of capa-
bilities, variations in latency, performance attributes, and
the extensive array of available services. These services
span from fundamental voice and messaging functions to
data-intensive applications like video streaming, Augmented
Reality (AR), online gaming, and IoT-based applications
such as smart homes, wearable devices, and industrial IoT
[5]. To address these challenges, Service selection in mobile
IoT networks has rapidly become an attractive topic for
researchers and industries by leveraging various techniques,
Decision-Making Algorithms [6], machine learning-based
algorithms [7], and game theory models [8].

The introduction of fifth-generation 5G technology has
further revolutionized service selection in mobile networks
and played a crucial role in enabling wireless communication
and connectivity for mobile devices, allowing people to
stay connected and access a wide range of services on the
go [9], [10].

On the other hand, The QoS requirements significantly
influence the service selection process. which involves com-
monly used metrics in the service selection, such as latency,
bandwidth, reliability, and cost [11]. Different algorithms
and techniques have been applied to assist users in selecting
suitable Services, given that specific features, limitations,
and prices characterize every service [12], [13].

Furthermore, cloud computing has gained significant
traction as a predominant computing paradigm, driven by
the proliferation of wireless network applications and the
apparent limitations in resources and storage capacity for end
users. This paradigm offers extensive computing resources,
continually evolving and enhancing the methodologies
available to help consumers choose the most appropriate
services [14], [15].

this paper aims to offer a comprehensive overview of
service selection within mobile networks, focusing on the
employed strategies.
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TABLE 1. List of acronyms.

Acronym Definition

5G Fifth-Generation

AHP Analytic Hierarchy Process

ANP Analytic Network Process

API Application Programming Interface

BS Base Station

CC Cloud Computing

(2% Consumer Vehicles

GA Genetic Algorithm

ILP Integer Linear Programming

IoT Internet of Things

TIoV Internet of Vehicles

MANET Mobile Ad-hoc Network

MCDM Multi-Criteria Decision Making Methods

MEC Mobile Edge Computing

ML Machine Learning

1% Provider Vehicle

QoE Quality of Experience

QoS Quality of Service

REST REpresentational State Transfer

RFID Radio Frequency Identification

SAW Simple Additive Weighting

SLR Systematic Literature Review

TOPSIS Technique for Order of Preference by Sim-
ilarity to Ideal Solution

UAV Unmanned Aerial Vehicle

UAVNET Unmanned Aerial Vehicle ad hoc Network

VANET Vehicular Ad-hoc Network

WS Web Service

WSN Wireless Sensor Networks

The rest of this paper is organized as follows. Section II
provides a brief background to understand the main con-
cepts of service selection in the mobile environment. and
Section III provides the Existing Service Selection Works.
Section IV presents the Proposed taxonomy for service
selection approaches in mobile networks. Service selec-
tion solutions’ methods and techniques are presented in
Section V. Section VI discusses The main challenges and
future directions. Finally, we conclude in Section VII.

Il. BACKGROUND

We introduce in this section concepts and paradigms essential
for readers to comprehend the proposed topic. Then, we
proceed to review the main applications of service selection.
Table 1 presents a comprehensive compilation of acronyms
utilized in this research article to enhance the overall
legibility and comprehension of the study.
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A. USEFUL CONCEPT DEFINITIONS e Edge Computing (EC): EC is a paradigm that extends

Service selection: Choosing the most suitable services
from a pool of candidates is called service selection.
This process relies on non-functional features, com-
monly known as Quality of Service (QoS) metrics,
which include price, reliability, security, and reaction
time. The quality of service selection may fluctuate over
time due to its operation within a limited environment.
Therefore, the system for selecting services must be
flexible enough to accommodate consumer preferences.
Consequently, it is feasible to substitute a service
with an alternative that provides equivalent features
and comparable or improved Quality of Service (QoS)
during its lifespan [16].

Service discovery: 10T service discovery and selection
entail the thorough examination of services provided by
IoT devices to pinpoint the most suitable options. This
method takes into account the limitations inherent in
IoT systems as well as the expectations of users, with
the aim of improving the quality of service (QoS) [17].
Quality of Service (QoS): QoS: It is the ability to
achieve the desired level of performance regarding a set
of parameters, such as cost, bandwidth, latency, delay,
packet loss ratio, jitter, and throughput, among others.
The QoS places greater emphasis on the considerations
and criteria involved in the selection of services. The
QoS traits are recognized and employed during service
selection to enhance the discovery process and choose
the best appropriate services from a pool of potential
options [18].

Internet of Things (IoT): The term IoT is semanti-
cally related to two words, “Internet” and “Things,’
where the Internet is known as the global system that
uses TCP/IP protocol suite to interconnect different
computer networks, while Things refer to any objects
that surround us and have the capability to sense and
collect data about its environment. Therefore, IoT can
be defined as a global system based on an IP suite, in
which objects equipped with sensors, radio frequency
identification (RFID) tags, or bar-codes have a unique
identity, operate in an innovative environment, and
are seamlessly integrated into the information network
by using intelligent interfaces [19]. IoT relies on a
wide range of materials, network infrastructure, com-
munication protocols, Internet services, and computing
technologies [20]

Cloud Computing (CC): CC refers to a specific
approach for managing adjustable and scalable infras-
tructures. This involves utilizing remote servers to
define data centers, deployed centrally on a world-
wide scale [21]. According to Sunyaev et al. [22],
the cloud computing platform provides various on-

demand services categorized by usage tranches.
These services include processing power, stor-
age, development environments, bandwidth, and
others.
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the capabilities of CC to edge nodes, such as smart
sensors, smartphones, smart vehicles, and edge servers.
This paradigm enables computation and storage to be
performed at the nearest level, typically within the Base
Station of cellular mobile networks [23]. Edge devices
connect to cloud data centers via the core network
only when advanced processing is required [24]. Edge
computing enhances the capabilities of cloud computing
by facilitating the execution of computational tasks at
the edge nodes. This approach is particularly beneficial
for real-time applications and services that require low
latency and high bandwidth. By distributing computa-
tion and storage closer to where data is generated and
consumed, edge computing reduces network congestion
and improves overall system performance.

e Mobile Ad hoc NETwork (MANET): MANET refers to

a wireless network in which mobile devices establish
communication without relying on a fixed infrastructure
or centralized resources [25]. The devices can operate in
either stationary or mobile configurations, enabling the
formation, reconfiguration, and self-repair of networks
in a dynamic or ad-hoc manner. MANETSs have the
potential to provide users with access to information
and offer a more cost-effective alternative compared
to conventional networking technologies. They can be
used in scenarios where fixed network infrastructure
is impractical, impaired, or impossible [26]. Some
advantages of MANETSs over fixed-topology networks
include flexibility, scalability, and cheaper management
expenses [27].

Vehicular Ad hoc NETwork (VANET): VANET is a
specific type of Mobile Ad-Hoc Network (MANET)
designed for communication between vehicles in
motion. It is established by employing the fundamental
concepts of MANETSs within the context of vehicular
environments [28]. VANET is a decentralized wireless
network that allows various mobile cars and connected
devices to establish communication and exchange valu-
able information with each other [29].

Unmanned Aerial Vehicle (UAV): a UAV refers to an
aircraft without a human pilot. Instead, it is operated
manually by an individual situated on the ground or
autonomously by utilizing a software program [30].
UAV networks facilitate the interconnection of many
UAVs. According to Kerrache et al. [31], these networks
possess a wide range of potential applications, including
but not limited to military surveillance, search and
rescue missions, and various other uses. In an ad-
hoc UAV network, a subset of UAVs is connected to
the ground base stations, while all UAVs collectively
establish an ad-hoc network. In this particular system,
UAVs can establish communication channels with both
other UAVs and the ground base stations [1].

Wireless Sensor Networks (WSNs): WSNs are composed
of numerous miniature devices that can communicate
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with one another while operating under constrained
power resources. These wireless sensors are strategically
placed in a specific environment to detect and monitor
various environmental phenomena [32]. Due to the lim-
ited power resources of sensor nodes, the data collected
from the designated environment is transmitted directly
to the base station.

B. STANDARDS AND TECHNOLOGIES

Various protocols and standards in IoT mobile networks
enable devices to communicate seamlessly with the Internet.
Support critical public safety functions. These standards are
critical to the expanding environment of mobile networks,
ensuring that devices communicate consistently, securely,
and efficiently in an increasingly connected world. These
standards include:

e NB-IoT Standardization: NB-IoT, a fundamental
technology for the Internet of Things (IoT), was
standardized in 3GPP Release 13 (LTE Advanced Pro).
This standardization was an important milestone, show-
casing the 3GPP’s ability to quickly react to emerging
market needs. NB-IoT is one of several technologies
geared at addressing the IoT industry, demonstrating
3GPP’s commitment to providing a diverse portfolio of
technologies for operators to use based on their market
requirements (3GPP) [33].

o Advances in 5G for IoT: The evolution to 5G Advanced
(5G Advanced) involves important advancements with
3GPP versions 17 and 18, which focus on increas-
ing radio access network features such as MIMO
enhancements and dynamic spectrum sharing. These
enhancements are critical for enabling new IoT use
cases because they improve the network’s ability to
manage high mobility scenarios, increase robustness,
and reduce user equipment power consumption. Release
17 includes substantial enhancements in beamforming,
multiple-input and multiple-output (MIMO) operations,
user equipment power reductions, and positioning [34].
These improvements aim to raise network performance
and support ultra-reliable, low-latency communication
(URLLC), which is critical for time-sensitive IoT
applications such as industrial automation and remote-
control applications.

« 3GPP’s Role in IoT Standards: 3GPP has helped
shape IoT standards by developing a “portfolio of
technologies” that includes NB-IoT, eMTC (also known
as LTE Cat M1), and EC-GSM-IoT. These technologies
support a wide range of IoT applications, including
enhanced mobile broadband (eMBB) and ultra-reliable
and low-latency communications (URLLC), which are
critical for the next generation of IoT deployments.
The standardization efforts include enhancements span-
ning numerous releases, with a focus on improving
positioning, power efficiency, and compatibility for
new [oT applications. With each release, 3GPP refines
and expands IoT capabilities, guaranteeing that mobile
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networks can meet the diverse and changing needs of
global IoT deployments (3GPP).

Proximity Services (ProSe) over 3GPP networks is vital
because ProSe is a key standard enabling direct connec-
tion between devices in LTE (Long Term Evolution) and
beyond. ProSe, as specified by 3GPP, allows devices
in close proximity to connect directly with one another
via the LTE network, skipping the core network. This
feature is notably useful for public safety applications,
as it allows first responders to communicate in places
where the network is overcrowded or non-existent [35].
It also creates chances for new commercial services and
Internet of Things applications that benefit from direct
device-to-device connectivity.

C. APPLICATIONS RELYING ON SERVICES SELECTION
-The service selection process is even more challenging.
Selecting the best service that matches the end user’s
functionality and quality requirements is necessary. It
involves determining the most suitable service that fulfills
the user’s requirements and optimizing the network resources
to provide the desired level of quality and performance
within various contexts, such as software development,
cloud computing, service-oriented architectures, Internet of
Things (IoT), Healthcare Systems, Network Management,
E-commerce, Web Services, etc. Fig. 2 presents the Service
Selection Applications.

o Cloud Computing(CC): Within cloud computing, it
is common for companies to encounter the need to
make informed decisions regarding selecting cloud
services. These services include a range of offer-
ings, including but not limited to storage, computing
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power, and databases [36]. The primary objective of
such decision-making efforts is to identify the most
suitable cloud services that match the organization’s
specific goals, considering aspects such as performance,
cost, security, and other important considerations.
Service selection approaches assist organizations in
making well-informed judgments regarding the choice
of cloud service providers and the selection of service
plans [37].

« Internet of Things (IoT): Service selection is essential
in IoT systems where various devices and sensors need
to interact with each other to provide many services such
as cameras, actuators, mobiles, homes, hospitals, etc.,
where this Technique helps choose the most appropriate
services for data processing, storage, and analysis in
IoT applications [38].

o Healthcare Systems: In healthcare, service selection
strategies can be employed to choose suitable medical
services to optimize patient care effectively. These
strategies assist healthcare clinicians and administrators
select the most appropriate services, treatments, and
patient interventions. Such techniques include Health
Information Systems, Emergency Medical Services,
Personalized Medicine, Medical Imaging and Diagnosis,
Telemedicine Services, etc. [39], [40].

« Web Services(WS): Service selection is choosing the
most suitable Web service from a pool of available
services to fulfill a specific activity or demand, known
as service selection. Different components of the
services are evaluated during this phase to ensure the
services satisfy the customer’s demands. These aspects
consist of metrics for Quality of Service (QoS), security,
cost, etc. Based on the factors above, various Web
services are evaluated and compared during the selec-
tion process, and select the best service for consumer
demands [41], [42].

« Smart cities: Smart cities use sophisticated technology
to enhance the overall well-being and standard of
living of their citizens. Smart cities use high-tech
to improve residents’ lives. The challenge in this
environment is finding and selecting data and services
in this architecture to enhance citizen lives and nurture
new innovative companies. These services include
transportation, energy and environment, health and
social service, crime and disaster prevention, education,
demographics, logistics urban development and facility
management, culture, tourism, and city administration
[43], [44].

« E-commerce: E-commerce involves online purchases
and sales. It is available on computers, tablets, smart-
phones, and other smart devices in various markets.
E-commerce sells books, plane tickets, etc. E-commerce
platforms use many services to manage product cat-
alogs, payments, orders, customer support, and more.
The service selection process is when the consumer
selects the most suitable service from the available
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options. Therefore, choosing the best service requires
applying methods and techniques. This process creates
a comprehensive and competitive online platform [45].

lll. EXISTING SERVICE SELECTION WORKS

This section reviews the existing service selection surveys
in various fields. In addition, we present contributions and
discuss the related work of Service selection in mobile
networks in the second subsection.

A. EXISTING SERVICE SELECTION SURVEYS

Within the scope of mobile network service selection, the
imperative to make informed decisions spans across an
array of diverse domains, underscoring its pervasive signif-
icance in the realm of contemporary telecommunications.
This multifaceted decision-making process is intrinsic to
the effective utilization of mobile network services and
contributes significantly to the evolving landscape of mobile
communication technologies. A few reviews have surveyed
the service selection problem in different environments;
previous surveys related to this issue are summarized
below (See Table 2). In this subsection, we discuss the
existing literature on service selection. Authors [46] provide
a review of the literature on QoS-aware dynamic Web
service selection. It covers current QoS models and related
calculation methods, examines and evaluates current service
selection strategies and approaches, and highlights several
weaknesses of existing algorithms. The work suggests several
future study possibilities, such as trusted service selection.
This survey also notes the difficulties of developing Web
service applications and the need for in-depth research.
By using a new classification method, the authors [47]
surveyed, classified, and analyzed various service selection
algorithms in the Internet of Things (IoT) environment
under Quality of Service (QoS) constraints. The study
identifies two main problems that need to be addressed by
the research community to propose a suitable solution for
the service selection problem: (i)Identifying the methods to
design an appropriate IoT environment and determining the
methodology for implementing the proposed solution. (ii)
highlights the importance of an evaluation step for assessing
the efficiency and effectiveness of the proposed solution.
The authors [16] propose a taxonomy to categorize and
compare different service discovery and selection techniques
in IoT. The authors discuss the main challenges associated
with service discovery and selection in IoT and how they
differ from traditional service management approaches. It
also explores the key factors that need to be considered
when evaluating the quality of service (QoS) and quality of
experience (QoE) for cloud services in [oT and how these can
be measured and optimized. The authors [48] aim to Present
a Systematic Literature Review (SLR) and study the current
IoT service selection approaches where they Describe the
main challenges of the IoT service selection and Provide an
exact evaluation of discussed mechanisms using some impor-
tant QoS metrics. Sun et al. [14] provide a comprehensive
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TABLE 2. Comparison of the reviewed works about service selection.

Ref. Year Domain Approach criteria

Han et al. [46] 2011 Web service Analyze and discuss the strategies of services selection
systematically

Abosaif et al. [47] 2020 Internet of Things (IoT) Classify and analyze algorithms for service selection un-
der QoS constraints.

Li et al. [48] 2020 Internet of Things (IoT) Centralized, decentralized, and hybrid taxonomy

Achir et al. [16] 2022 Internet of Things (IoT) Description methods, selection algorithms, and architec-
tural aspects

Sun et al. [14] 2014 Cloud services Analyze the five perspectives: decision-making tech-
niques, data, parameters representation models, and
characteristics of Cloud services.

Bouzary et al. [49] 2018 Cloud services Selection criteria, objective function, algorithms, map-
ping approaches, and correlation awareness

Mangele et al. [50] 2017 Dynamic environments Based on multi-agent approach, QoS, ontology, and func-
tional requirements

Mhakur et al. [15] 2022 Cloud services Eight dimensions considered: context, decision-making
methods, cloud service performance parameters, pur-
poses, simulation/language tools, datasets, domain, and
experimental methods

Hosseinzadeh et al. [2] 2020 Cloud service, web service MCDM-based service selection, classification service se-
lection techniques according to the applied MCDM meth-
ods

thakur et al. [51] 2023  Cloud services,Internet of Things (IoT) Description and investigation the Quality of Service
based Cloud Service Composition (QoSCSC) from the
perception of Al

Ghafouri et al. [52] 2022 Web Service Classify the QoS prediction methods to select best service
in web

Our work 2024 Internet of Things (IoT), Vanet,UAV Decision-making and description methods, categories for

service selection, provide a Taxonomy of service selection
approaches in mobile networks

survey of state-of-the-art Cloud service selection approaches,
analyzing them from seven perspectives: context, purpose,
data representation models, selection techniques, selection
parameters, methods for quantifying qualitative parameters,
and criteria weighting methods. The authors classified Cloud
service selection approaches into three categories: MCDM-
based, multi-criteria optimization-based, and logic-based.
In [2], the authors have highlighted the extensive use
of multi-criteria decision-making (MCDM) techniques in
service selection, specifically in determining the weight
of quality of service (QoS) factors and ranking services
provided by different service providers. The authors present
a comprehensive classification of service selection schemes
based on Multiple Criteria Decision Making (MCDM) and
discuss their adaptation and application in various contexts,
including Web service selection, Web service composition,
and cloud service selection. The primary objective is to assist
decision-makers in assessing the relative importance of each
Quality of Service (QoS) factor and the ranking of services
offered by different service providers. Another work has
presented an exhaustive survey of the optimal selection and
composition of cloud-based services [49]. It begins with a
summary of recent research in cloud manufacturing, followed
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by a discussion of the SCOS (Service Composition and
Optimal Selection) issue. The authors discuss the difficulties
associated with the authenticity and dependability of QoS
values, the significance of user behavior data, and the need
to move towards automated and integrated service compo-
sition. The survey also presents recent advancements in six
main areas of cloud manufacturing, including architecture,
business modes, enabling technologies, resource modeling
and scheduling, service virtualization, and task description. A
survey for service selection has been investigated in dynamic
environments. Mangele et al. [50] have analyzed various
service selection approaches in dynamic environments and
propose a method for selecting the most effective one based
on certain factors. The proposed approach was tested by
manipulating the relevant services description of available
services, and the method was evaluated based on response
time, recall, and precision metrics. The experiments showed
that the content-based algorithm returned more relevant
services to the user and took a shorter time. The authors
also discuss the QoS constraints that must be considered
when selecting a service, such as reliability, response
time, cost, throughput, integrity, and platform/API. The
authors [15] introduced a systematic review of existing
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cloud service selection approaches and offered a taxonomy
based on a thorough literature study according to eight
dimensions: decision-making methods, context, purposes,
cloud service performance parameters, simulation/language
tools, domain, datasets, and validation methods. The authors
identify nine crucial challenges in selecting cloud services
that require additional research. Comparing the Analytic
Hierarchy Process (AHP) and the Analytic Network Process
(ANP), the study concludes that AHP is superior without
feedback and dependencies. In contrast, ANP is ideal
for complex decision-making involving interdependencies
between criteria and alternatives.

B. SERVICE SELECTION IN MOBILE NETWORKS

This section discusses the existing literature on service
selection in mobile networks (See Table 3). It reviews
various approaches and techniques for improving the process
of service selection in mobile networks, such as game theory
models, machine learning, and fuzzy logic. The strengths and
limitations of each approach are evaluated, providing insights
into the evolution of service selection mechanisms. In the
UAV context, a new Game Theoretic approach was proposed
for Selection Services in UAV Clouds (GTSSUC) [53] to
enable normal users to select the most suitable UAV-
Service-Provider. The proposed approach considers the user
requirements and the qualities of the UAV provider to find
the most adequate provider. The simulation advocates for
the proposed method’s efficiency in both network QoS and
service gain.

In the same context, Brahimi et al. [54] investigated a
Game Theory approach for Cloud Services(GTCS)in MEC-
and UAV-enabled networks, enabling ordinary end-users to
select the most suitable UAV service provider based on spe-
cific features, limitations, and prices. Hadjkouider et al. [8]
introduced a Stackelberg game-based solution for service
discovery and selection in the context of UAV-based mobile
edge computing. The proposed game is efficient in terms
of price and QoS metrics. It allows clients to determine
the most appropriate provider while efficiently considering
consumer preferences and service constraints.

Two Linear Integer Problem (LIP)-based optimization
techniques [55] are proposed for selecting the optimal
set of UAVs: Energy Aware Selection of UAVs (EAS)
focuses on minimizing energy consumption, while Delay
Aware Selection of UAVs (DAS) aims to reduce response
times. DAS is particularly effective for optimizing operation
time, while EAS is geared towards minimizing energy
consumption. In the context of Vehicular Ad hoc Networks
(VANETSs), Brik et al. [56] introduced a novel game
theory-based approach for managing service provisioning in
vehicular cloud computing. This approach takes into account
the benefits of each player and allows Consumer Vehicles
(CVs) to select the most suitable Provider Vehicle (PV) based
on their probability of interaction. CVs can choose to either
Consume (C) or Not Consume (NC), while PVs can decide
whether to Offer (O) or Not Offer (NO). However, this
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approach operates exclusively on a Vehicle-to-Vehicle (V2V)
architecture and does not consider Vehicle-to-Infrastructure
(V2I) interactions.

In [57], authors introduced a flexible approach for
selecting a vehicular cloud service provider based on
a link stability metric and linguistic quantifiers. The
system efficiently handles user preferences and reduces
latency while considering consumer preferences and service
provider features. The ranking was refined by defining two
unique operators: Least Satisfactory Proportion (LSP) and
Most Satisfactory Proportion (MSP). Additionally, the work
presented in [58] proposed a multi-agent/multi-objective
interaction game system to manage on-demand service
provision in a vehicular cloud based on a game theoretic
approach and a Quality of Experience (QoE) framework.
Three game approaches were developed to help drivers
minimize service costs and latency while maximizing their
privacy. Furthermore, the authors investigated the QoE
framework for service provision in a vehicular cloud for
various types of users.

Zhang et al. [59] investigated a Stackelberg game-based
approach to address the challenge of service pricing and
selection for IoT applications offloading in a multi-MEC
system. The proposed method comprises two stages: in the
first stage, the cloud service broker sets service prices and
load-balancing strategies to maximize revenue, while in the
second stage, IoT users determine the number of their gener-
ated application requests. The method of backward induction
is employed to solve the game, and the effectiveness of the
proposed scheme is validated through simulation results. In
the same context, Singh et al. [60], analyzed the issue of IoT
service selection, considering the IoT framework as a com-
position of three major components: things, communication,
and computing. Subsequently, the quality-of-service (QoS)
parameters associated with each of these components are
discussed. Furthermore, the authors investigate a framework
that presents a hybrid strategy for selecting IoT-based
services, which combines the Analytic Hierarchy Process
(AHP) and Technique for Order of Preference by Similarity
to Ideal Solution (TOPSIS) approaches.

Process management in resource-constrained WSNs is a
crucial topic that warrants significant attention to intelligently
select services with optimal QoS values and residual energy.
In [61], authors proposed an energy-aware QoS-guaranteed
workflow management mechanism, a novel QoS model,
an efficient service selection schema, and an adaptation
mechanism for balanced energy usage in WSNs using Linear
Programming (LP). The study also addresses the necessity
for runtime modifications of component services based on
residual energy and explores the trade-off between execution
process changes and network lifetime.

C. SERVICE DISCOVERY IN MOBILE IOT NETWORKS

Service discovery in the Internet of Things (IoT) is critical
for rapidly discovering and accessing services across several
IoT networks. Multiple approaches have been presented to

3235



REVIEW OF SERVICE SELECTION STRATEGIES IN MOBILE loT NETWORKS

Hadjkouider et al.:

poziper)ueda ] — S A310U0'S0() (d11) SuruwreiSord resur NSM L10T [19] Suqy,
pozi[enjue0s — a so0 poyew WADIN Lol 020¢ [09] yBug
POZI[eIUed(] — a 43muo ¢ oy (SN Vd 10830 wyL103[ Y I01 150% [z9] 1w
POZI[RIYUOI(] DA s‘a o011 oures S1aqaxoelg I01 0%0% [6¢] Sueyy,
POZI[RIYUOI(] — a SoD) wWyIoS[ Y IO1 0202 [8¢] Suex
[eoTyoIRIAH Suryndwoy) pnoyH a Aoeatrd ¢ 9500 ‘Aduegery wnqmbsy ysen STANVA 910% [8¢] Arebory
stoyrjuenb opsmaurry
pozijenjuade(]  Surndwo)) pnor) a seouaIjaId I9sn ‘Sop) ‘poyryuenb Azzn g STANVA L10C [Lg] ruewre]y,
PLqAH Supndwo) pnor) s‘a 83800 * SO0 owred wmiqmbyy yseN SLANVA 8102 log] suag
[eoTydIRIA] — s‘a AZ1oua‘Aelo(] awred winuqImbry yseN SAVN 910¢ [cg] ySenoN
A310U0

pozi[eLjue0s(Q OHIN s‘a ‘1800 ‘AeppndySnory, oured Wby yseN SAV (] €¢0¢ [pe] rurerg
[eoryoIeIAH Suryndwoy) pnoy) s‘a 1500 ‘Aefo(q owred wWMLIqIMbr yseyN SAVN 1202 [eg] ereqSnog
PpozI[eIjuad9( OHIN a ootid ‘sof) owres 319([exoelS SAVN €c0g  [8] epmoy(pey
EBuLbEL i pRevs JUSTIUOITAUY (s/a) os1yeys/KLydrureudq soINqLIy posn anbrutypa], A3orouya], JIeS9X ‘Joyd

*S$)0MIaU 3[IOW U] UOIJI3]3S SDIAISS INOE SHJOM JUBISHIP 9y} Jo uostiedwo) "¢ J7gVL

VOLUME 5, 2024

3236



‘lEEEs IEEE Open Journal of the
Com: )0C"  Communications Society

improve the service discovery processes in IoT contexts.
Demir et al. [62] introduced a service discovery technique
called Peer-Assisted Multi-Service Discovery (PAMSer) that
is designed to be both highly scalable and reliable. The
system aims to identify and pick services that fulfill the
specified Quality of Service (QoS) criteria. This algorithm
utilizes a peer-to-peer (P2P) research discovery technique
to give real-time quality of service (QoS) information for
services. It eliminates the requirement for periodic monitor-
ing of services or flooding of search query messages, as seen
in current systems. Furthermore, a selection optimization
algorithm called Optimal Selection (OptSel) is proposed
to enhance the selection process. The authors propose a
deep reinforcement learning-based approach for selecting
and composing moving IoT services [63]. The primary focus
is on optimizing the composition process through learning
algorithms. The project seeks to address key difficulties in
IoT service composition by focusing on improving accuracy,
scalability, and efficiency. The suggested method is evaluated
using a detailed comparison to a parallel flock-based
service discovery algorithm, which provides useful insights
into its accuracy and effectiveness. Furthermore, the study
contributes to the formal modeling of crowdsourced moving
services by employing a spatiotemporal model to ease
service discovery and composition, minimizing dependency
on traditional indexing processes. Through these efforts, the
study hopes to advance the state-of-the-art in IoT service
composition, opening up new options for future research
and development in this field. The study [64] proposes
a latent-based recommendation system optimized for the
Social Internet of Things (SIoT). It uses multi-modal features
to generate latent item graphs targeted at increasing service
recommendations. Extensive experimental evaluations are
carried out, using real-world datasets and performance
metrics like MAE, RMSE, Precision, Recall, and NDCG.
The results show that the suggested system outperforms
the baseline approaches in terms of accuracy and precision.
In addition, the experimental setup includes comparisons
with existing methodologies, a complete examination of item
graphs formed from multi-modal features, and sensitivity
analysis on important hyperparameters, which provide exten-
sive insights into the system’s performance and robustness.
In [65] authors present a configurable distributed network
service discovery system that employs stateless scanning
technology and random destination address approaches to
improve efficiency. This text discusses the use of the
operating system protocol stack to thoroughly examine and
establish connections, resulting in more precise service
discovery. Moreover, the paper provides a collection of
patterns that may be used to convert user-customized service
descriptions into standard syntax. This helps to simplify the
process of integrating these descriptions into the scanning
tool ecosystem. A service discovery solution specifically
designed for distributed embedded systems based on edge
choreography has been proposed [66]. This solution utilizes
Raspberry Pi machines at the IoT edge layer. The application

VOLUME 5, 2024

assesses the use of the CPU and the duration of delays
in various methods of exchanging messages, emphasizing
the influence of a regular expression interpreter on the
efficiency of the system. This study presents illustrations
of message body structure for different delivery patterns,
highlighting the incorporation of new services with a limited
understanding of meaning. The paper [67] introduces a Web
service selection method specifically developed to facilitate
the worldwide optimization of Quality of Service (QoS)
and dynamic replanning. This algorithm utilizes location
matrix coding and integrates user feedback to improve
the precision of service selection. The study conducts a
thorough evaluation to determine the efficacy of several
QoS measurement methods and ranking algorithms. User
satisfaction metrics are used as the criteria for evaluation.
Simulation studies are performed to verify the effectiveness
of QoS-aware service discovery in satisfying consumers’
requirements. Moreover, the paper discusses the difficulties
related to harmonizing the comprehension of QoS indicators
among consumers and service providers, highlighting the sig-
nificance of this comprehension in enhancing service quality
and satisfaction. A specialized Graph Neural Network (GNN)
method designed for service discovery [68] is presented
in large-scale Social Internet of Things (SIoT) networks,
using the social connections between devices. The suggested
approach’s usefulness in facilitating fast service discovery
across SIoT networks is demonstrated by simulated tests
done on real-world datasets, evaluating various embedding
strategies and clustering methodologies. The authors present
a new technique, as described in [69], that focuses on
clustering objects to enable the grouping of entities that have
similar services and capabilities, with the goal of promoting
reciprocal collaboration. The suggested approach improves
the efficiency of service search by clustering objects based
on shared criteria and establishing relationships between ser-
vice kinds and inter-object collaboration. This methodology
enhances both the efficiency of service discovery and the
effectiveness of community identification inside the Social
Internet of Things (SIoT) ecosystem.

IV. PROPOSED TAXONOMY FOR SERVICE SELECTION
APPROACHES IN MOBILE NETWORKS

The following section explains the proposed classification
approach for service selection in mobile networks, as
depicted in Fig. 3. Our taxonomy classifies the methods
into five categories based on the state-of-the-art research
approaches identified in our survey.

o The first category comprises mobile devices that func-
tion as service providers or sources. They may be
equipped with various sensors (e.g., cameras, thermal
sensors, LIDAR) to wirelessly collect and transmit data
in real-time, such as UAV, VANET, MANET, and IoT
applications.

« In the second category, architecture specifies the struc-
ture, behavior, and perspectives necessary to meet all
technical and operational requirements while optimizing
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FIGURE 3. Taxonomy of service selection approaches in mobile networks.

TABLE 4. Summary of service selection methods in mobile networks.

computing

Cloullet

Mobile edge
computing

Architecture

Centralized

Decentralized

Hierarchical

Hybrid

Type

i

UAV

Vanet

Algorithms [7]

formance and make se-
lection decisions based
on data.

more data over time.

— Adapts to changing
patterns in user behav-
ior and network condi-
tions.

Method Goal Pros Cons Types

Multi-Criteria To evaluate and prior- | — Allows for a system- | - Can be complex to | — Analytic Hierarchy Process

Decision Making | itize services based on | atic comparison of ser- | implement. (AHP)

(MCDM) [6] multiple criteria. vices. — Requires accurate | — Technique for Order of Pref-
— Can consider a wide | weighting of criteria. erence by Similarity to Ideal
range of criteria. Solution (TOPSIS)

— Multi-Attribute Utility The-
ory (MAUT)

Machine Learning | To predict service per- | — Can improve with | — Requires significant | — Neural Networks

amounts of data for

training.
— May be complex
to understand and
explain.

— Decision Trees
— Reinforcement Learning

Game Theory [70]

To analyze and predict
interactions  between
decision-makers

— Provides insights into
competitive and coop-
erative scenarios.

— Can lead to equitable
resource distribution.

— Theoretical and may
not always reflect real-
world complexities.

— Requires comprehen-
sive understanding of
all players’ strategies.

— Cooperative games
— Non-cooperative games.

Fuzzy Logic [71]

for optimal service
selection.

To make better
informed service
selection decisions
under conditions of

uncertainty, vagueness,
or imprecision

— Flexibility and intu-
itive decision making
optimization and con-
trol

— Complexity in imple-
mentation

— Computationally in-
tensive

— Takagi-Sugeno Fuzzy model
— Fuzzy Multi-Criteria Deci-
sion Making

Algorithms based

To combine multiple
services to meet com-
plex user requirements

— Allows for flexible
and customized service
offerings.

— Can leverage the best
features of each service

— Composition can be
complex to orchestrate.
— May introduce la-
tency or compatibility
issues.

— Genetic Algorithms (GAs).
— Dynamic Programming.
— Greedy Algorithms.

common quality attributes such as performance and
security. It illustrates how processes interact with one
another and how network components are distributed.
The architecture structure comprises centralized, decen-
tralized, hierarchical, and hybrid elements.
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e The third category describes computing devices
that allocate computing resources, such as servers,
storage systems, and databases, to provide services,
applications, and data storage. The proper-
ties above encompass scalability and flexibility,
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such as cloud computing, edge computing, and
cloudlet.

e The metrics in The fourth category refer to the
specific criteria or parameters employed in assessing
and selecting various mobile services or applications.
These indicators assist consumers and service providers
in making well-informed decisions regarding selecting
services that align with their requirements and prefer-
ences, such as cost, security, and user preference.

o The fifth category identifies service selection methods
that encompass a range of techniques and tactics
employed to ascertain the most suitable service or appli-
cation for fulfilling a specified task or function. Given
the restricted resources and connectivity alternatives
available on mobile devices, efficient service selection is
paramount to offer an excellent user experience. These
methods include Game Theory, Machine Learning,
Fuzzy Logic, and MCDM (Multi-Criteria Decision
Making). Fig. 3

V. SERVICE SELECTION SOLUTIONS’ METHODS AND
APPROACH

A. SERVICE SELECTION’ METHODS

The techniques of Service selection methods in mobile IoT
networks, such as Game Theory, Machine Learning, Fuzzy
Logic, and Multi-Criteria Decision Making (MCDM), have
been applied in the context of mobile IoT networks. We
discuss this issue below for detailed experimental results and
case studies.

o Game Theory: Game Theory is employed to represent
interactions among different agents in a network, where
each actor strives to maximize its own utility. Within the
realm of mobile IoT networks, these agents encompass
devices, services, or users. Game Theory enables the
examination of strategic choices in situations involving
competition or cooperation, especially in cases with
scarce resources, where gadgets or services vie for these
restricted resources [70]. Game-theoretic approaches
frequently result in equilibrium solutions, where no
actor may gain a benefit by unilaterally changing their
strategy. These equilibrium points ensure that resource
allocation and service selection are optimized fairly and
equally. Implementations sometimes involve the use of
auction-based models or cooperative gaming scenarios
to allocate resources and provide services efficiently.
These advanced techniques improve decision-making
processes in mobile IoT networks, guaranteeing equi-
table allocation of resources and optimizing overall
network performance.

o Machine Learning: Machine Learning: By employing
machine learning methodologies, it becomes feasible
to predict the most advantageous services for IoT
(Internet of Things) devices through the examination of
previous information [72]. This predictive methodology
is extremely beneficial in adjusting to changing network
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circumstances and user needs. Training machine learn-
ing models on historical data can lead to high accuracy
in predicting service requirements, enabling efficient
allocation of services through dynamic optimization.
Different machine learning techniques, like as neural
networks, decision trees, and reinforcement learning,
are used as centralized methods for allocating services
in real-time. These algorithms take into account both
network conditions and device behavior. In addition,
techniques such as federated learning or distillation,
which function based on teacher-student paradigms,
successfully tackle issues related to scalability and
flexibility [73]. These innovative methodologies enable
systems to constantly optimize the distribution of
services, ensuring the effective use of resources and
enhancing overall system performance.

Fuzzy Logic: Fuzzy Logic deals with the process of
thinking that is characterized by being approximate
rather than strictly rigid and precise [74]. Fuzzy
Logic is highly beneficial in mobile IoT networks
for making decisions when faced with ambiguity and
inaccurate information, which is common owing to
the dynamic nature of these networks. Fuzzy Logic
systems are highly effective in managing ambiguity and
uncertainties that are naturally present in IoT situations.
They provide strong decision-making processes for
selecting services. Fuzzy Logic implementations may
use fuzzy rule-based systems that assess different
factors, such as battery life, network bandwidth, and
service latency, in order to find the most suitable
service options [71]. By integrating Fuzzy Logic
into decision-making procedures, mobile IoT networks
may proficiently handle ambiguous circumstances,
guaranteeing adaptable and effective service selection
customized to the current network dynamics. Possible
implementations could involve the utilization of fuzzy
rule-based systems to select services depending on fac-
tors like as battery life, network bandwidth, and service
latency.

MCDM: Multi-criteria decision-making (MCDM)
approaches are essential for assessing and resolving
conflicts between numerous criteria in decision-making
processes. In the context of mobile IoT networks, these
criteria often include aspects like as service quality,
cost, energy consumption, and latency [60]. MCDM
methodologies, such as the Analytic Hierarchy Process
(AHP) or Technique for Order Preference by Similarity
to Ideal Solution (TOPSIS), have demonstrated their
efficacy in systematically assessing and prioritizing
many criteria to pick the best appropriate services
for IoT devices. MCDM is utilized in the selection
of IoT services for smart cities, where many criteria
such as service response time, dependability, and
energy efficiency need to be carefully evaluated. By
utilizing Multiple Criteria Decision Making (MCDM)
procedures, decision-makers may effectively navigate
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intricate decision landscapes, taking into account a wide
range of criteria and making well-informed choices that
are in line with their intended objectives.

The existing methods for service selection solutions can

be categorized into two main groups, Fig. 4:

o Optimization-based techniques: In service selection,
optimization-based techniques aim to find the optimal
allocation or assignment of services to specific demands
or requirements. The objective is to optimize a particular
performance metric, such as minimizing cost, maxi-
mizing efficiency, or maximizing resource utilization.
This involves employing techniques such as dynamic
programming, integer programming, greedy algorithms,
etc. The focus is on determining the best configuration
or combination of services that satisfy the given
constraints and optimize the defined objective [55].

o Comparison-based techniques: refers to a specific
method of selecting services that involves comparing
different services to identify the optimal combina-
tion that can effectively fulfill a given set of needs.
These techniques consider various factors and criteria,
such as cost, quality, reliability, customer satisfaction,
and other relevant criteria. The focus is on iden-
tifying the best alternative(s) based on the overall
performance across multiple criteria [75]. One of
the most common comparison-based service selec-
tion approaches is Multiple Criteria Decision Making
(MCDM) [76], which includes methods such as
Analytic Hierarchy Process/Analytic Network Process
(AHP/ANP), Technique for Order of Preference by
Similarity to Ideal Solution (TOPSIS), outranking,
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Analytic Hierarchy Process (AHP)

TOPSIS

‘

Multi-Attribute Utility Theory (MAUT), and Simple
Additive Weighting (SAW), among others.

B. SERVICE SELECTION-BASED APPROACH

« QoS-based service selection: Quality of Service (QoS)
involves implementing a mechanism that assigns vary-
ing priority levels to different applications, users, or
data flows. This mechanism also ensures a specific
performance for a given data flow. QoS-based service
selection entails selecting the most suitable service
by considering the user’s quality of service (QoS)
prerequisites and the range of services that are acces-
sible. This methodology is employed within wireless
networks to enhance the service rendered to users.
The suggested method entails the reception of user
requests and subsequent analysis of service patterns
by identifying comparable services, locations, and the
requisite data values. The primary objective of this
initiative is to optimize the quality of service (QoS)
advancements in the realm of mobile networks, as stated
in reference [77].

o Cost-based service selection: Cost-aware service selec-
tion in mobile environments involves choosing services
from various providers based on cost considerations.
Wireless networks offer connectivity and data services
for both personal and corporate use, thus necessitating
a balance between cost and quality. Cost-aware service
selection aims to find the most cost-effective solution
for users, taking into account factors such as data usage
patterns, coverage, dependability, scalability, and value-
added services. Additionally, it requires knowledge of
service providers’ pricing and agreements. Conducting
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research, comparing services, and analyzing cost-quality
trade-offs within budget constraints can help users select
a reliable and affordable service [78].

Energy consumption-based service selection: The
issue of limited battery capacity is becoming more rele-
vant in energy consumption within mobile environments
of service selection due to the advancements in mobile
networks [79]. Conventional approaches endeavor to
attain this goal by employing a straightforward method
of selecting services based solely on their minimal
reaction time. However, the challenge is determining
the most optimal service for each activity to minimize
the overall energy usage. Using these strategies can
effectively minimize the reaction time of composite
services, as demonstrated in the study by Feeney and
Nilsson [80]. Consequently, adopting these methods
can ensure the lowest possible standby energy con-
sumption. In wireless networks, it is imperative to
minimize standby energy consumption and optimize
data transmission during favorable network circum-
stances to mitigate energy consumption associated with
data transmission.

Security-based service selection: In the current digital
landscape, security-based services have emerged as
pivotal components, prioritizing the safety and protec-
tion of various entities, particularly individuals. This
paradigm emphasizes selecting services that bolster
essential security elements [81], including authentica-
tion, trust, privacy, object access control, and data
integrity. The selection process aims to ensure that
chosen components, be they services or objects, align
seamlessly with the security requirements defined by
users and ongoing programs, thereby guaranteeing an
optimal level of responsiveness [82]. A viable solution
to enhancing security in service selection involves inte-
grating pseudonym techniques [83]. This strategy offers
a promising approach to address privacy concerns in
the digital age. By leveraging pseudonyms, personalized
services can be delivered without compromising the
imperative of privacy preservation. This integration
heralds a future where privacy and service quality can
coexist harmoniously. The following case studies serve
as illustrations [84]:

— Online retail: Within the domain of e-commerce,
online retailers are implementing pseudonym strategies
to protect customer purchase records. Through the pro-
cess of anonymizing transactional data, these systems
guarantee the confidentiality and protection of sensitive
consumer information.

— Healthcare services: Healthcare providers are using
pseudonyms for patient records, which allows for
discreet treatment and medical care delivery while
maintaining strict privacy regulations.

Despite the effectiveness of pseudonym techniques
in strengthening privacy, it’s crucial to recognize
their inherent vulnerabilities. Potential risks encompass
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linkability, inference attacks, data breaches, and addi-
tional cybersecurity threats like phishing attacks [85], all
of which present substantial challenges in service selec-
tion. This necessitates vigilance against such malicious
activities and the implementation of robust security
measures to safeguard sensitive data and uphold service
integrity.

« Combined metrics based service selection: This par-
ticular set of methodologies aims to identify the
most appropriate services and objects by considering
a range of characteristics [2]. The selection method
is commonly employed to integrate services or prod-
ucts to construct a more intricate framework that
enhances capabilities and overall performance. The
various metrics under consideration encompass all
network performance characteristics, including energy
consumption, security, dependability, throughput, and
other relevant factors. Therefore, the selection method
requires establishing a harmonious balance between
these specified metrics, which may occasionally conflict
with each other, to determine the most advantageous
services from the array of choices available. Regularly
assessing metrics for each selectable element and
maintaining their updates are crucial to ensure the
utmost accuracy of outcomes throughout the selection
process [86].

VI. CHALLENGES AND FUTURE RESEARCH
DIRECTIONS

The service selection problem has been extensively explored
by researchers, resulting in the proposal of several study
approaches. However, it is imperative to acknowledge
that specific unresolved challenges within academic and
industrial domains require attention and resolution in the
forthcoming period. This section focuses on the challenges
and future research directions related to promoting and
developing competent and efficient service selection solu-
tions. Figure 5 presents the challenges and future research
directions.

A. CHALLENGES

« Battery life and energy efficiency: battery capacity is
a constraint for mobile devices. Extending battery life
and enhancing energy efficiency continue to be signif-
icant obstacles. Discovering and selecting appropriate
services from the geographically closest cloud data
centers can reduce energy consumption in a mobile
environment. Additionally, addressing this challenge
involves optimizing service selection to utilize fewer
device resources.

o Quality of Service (QoS): QoS presents several signifi-
cant challenges. It is crucial to ensure efficient, reliable
communication and provide users with a satisfactory
and consistent level of service, especially in scenarios
where there may be variations in network conditions,
service providers, and user requirements.
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o Security and privacy: security and privacy measures for
service selection in mobile environments and networks
are essential to safeguard the integrity and protection
of data. It is a major concern for customers to
ensure confidentiality, authentication, data integrity, and
privacy when they require any service from a service
provider. Several research efforts have been conducted
to address security and confidentiality concerns and
ensure secure service delivery.

o Scalability and resource management: It can be defined
as managing the growing number of mobile devices
and efficiently allocating resources. The system must
be capable of accommodating new devices, services,
or operations and handling increasing requests without
compromising the quality and performance of existing
services. Therefore, scalability refers to the ability to
manage a large volume of connected devices in a mobile
environment, which is considered a challenge for the
network.

B. FUTURE RESEARCH DIRECTIONS

As the technological landscape evolves, several key domains
emerge as potential focal points for academic and industry-
based exploration:

« 5G and beyond: selecting a service provider and plan in
the context of 5G (fifth generation) wireless technology
involves considering various factors to ensure you get
the best value and performance, and with increased
connectivity compared to previous generations, which
required offering faster data speeds and lower latency to
minimize a gap between the possible transformation in

3242

terms of performance and efficiency and the emerging
new service requirements.

« Edge AL it revolutionizes service selection by imbuing
it with intelligence, dynamism, and responsiveness
to evolving conditions and user preferences. This
integration enables the system to effectively optimize
and select the most suitable service, while also ana-
lyzing and comparing the Quality of Service (QoS)
offered by diverse providers. This capability proves
especially valuable in scenarios necessitating real-time
decision-making. Furthermore, Edge Al facilitates the
customization of services based on preferences and
content availability across multiple platforms, thereby
enhancing the overall user experience.

o Self quantity: Self-quantification on mobile devices and
apps can significantly influence personal data analyt-
ics and self-improvement, including service selection.
It enhances decision-making and overall well-being
through data collection and tracking, health and fitness
tracking, data privacy and security, affordability, and
guaranteed service availability.

« Blockchain technology: it is a chain of blocks in which
transaction information is recorded and maintained
in a distributed public ledger across several peer-to-
peer-connected virtual computers. The selection of a
provider is typically based on the values provided and
customer feedback. These services are offered to various
organizations and utilized by multiple consumers. This
underscores the need for a trustworthy environment
to evaluate the parametric values for service selection
using blockchain technology.

VIl. CONCLUSION

As a promising and dynamic field, service selection in
mobile networks has garnered significant attention across
various domains such as healthcare, education, e-commerce,
transportation, etc., aiming to select the most suitable
services for users based on multiple factors. However, the
mobility of networks introduces a range of challenges that
must be addressed to make the service selection process
more seamless and efficient.

This paper reviews proposed solutions that leverage
mobile networks for service selection, employing differ-
ent techniques and application services while safeguarding
privacy using pseudonym techniques. We categorize these
solutions based on the metrics used, including QoS-based
selection, cost-based, security-based, etc., and classify them
into two main groups: optimization-based and comparison-
based techniques. Through this classification, we identify the
integration of some new technologies for service selection
to better serve users’ needs, such as deep learning and game
theory, along with addressing recent research advancements.
Finally, we highlight the main challenges and future research
directions in this field, aiming to inspire further studies
and engage researchers interested in advancing this area of
research.
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