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We provide, to our knowledge, the first experimental demonstration of the feasibility of sending several parallel keys
by exploiting the technique of subcarrier multiplexing (SCM) widely employed in microwave photonics. This
approach brings several advantages such as high spectral efficiency compatible with the actual secure key rates,
the sharing of the optical fainted pulse by all the quantum multiplexed channels reducing the system complexity,
and the possibility of upgrading with wavelength division multiplexing in a two-tier scheme, to increase the number
of parallel keys. Two independent quantum SCM channels featuring a sifted key rate of 10 Kb∕s∕channel over a link
with quantum bit error rate <2% is reported. © 2012 Optical Society of America
OCIS codes: 060.4230, 270.5568.

Quantum key distribution (QKD) exploits the laws of
quantum mechanics with the objective of sharing a random sequence of bits between two users with a certifiable security [1,2]. Photonics has proved to be one of
the principal enabling technologies for long-distance
QKD using optical fiber links, and several techniques
have been proposed in [3–8]. Initially investigated for
point-to-point links, there is an increasing interest in
its extension to network environments [9–11] including
passive optical networks [12–13], where the use of multiplexing techniques can bring an added value for multiuser operation. Initial results [14] for wavelength division
multiplexing (WDM) systems, combining one or more
classical information channels with a solitary QKD channel have identified spontaneous Raman scattering as the
dominant impairment from the strong signals. Very recently, a WDM based QKD system using three different
wavelengths in the C-band has been reported [15], featuring promising results, which include a 200 Kb∕s key generation rate with a 14.5 dB transmission loss using
1.22 GHz pulse generation rate. Nevertheless, WDM multiplexing alone is spectrally inefficient as it consumes a
full wavelength channel for an individual key in the range
of 100 of Kb∕s to a few Mb∕s.
In a previous work [16], we theoretically proposed the
distribution of more than one key per wavelength by
means of subcarrier multiplexed quantum key distribution (SCM-QKD) [17]. Here, we experimentally demonstrate, for the first time to our knowledge, the
feasibility of the SCM-QKD approach to achieve the simultaneous distribution of two parallel keys by using frequency channels very closely packed in the optical
spectrum.
The operation principle of SCM-QKD can be explained
referring to Fig. 1, which shows a scheme of the experimental setup assembled to demonstrate the feasibility of
the SCM-QKD approach by multiplexing different independent keys. Four main blocks can be distinguished,
which correspond to the quantum transmitter (Alice),
the quantum receiver (Bob), both interconnected by
an 11 Km access network link [10 Km single-mode fiber
(SMF28e) followed by 1 Km dispersion compensating
0146-9592/12/112031-03$15.00/0

fiber (DCF)], the classical reference channel, and the
overall electronic control system.
In the experiment, Alice’s transmitter produced weak
coherent-state pulses by strong attenuation of a laser
source previously pulsed using a time gating electronic
signal to drive a 20 dB extinction ratio electro-optic
Mach–Zehnder modulator. The output pulses had
1.3 ns FWHM and a repetition rate of 1 MHz. The nominal
3 dB laser linewidth was 10 MHz and the emission wavelength was 1557.30 nm. Quantum states to encode the
binary secret keys were prepared at Alice’s location by
amplitude modulating the faint laser pulses using a
20 GHz bandwidth external electro-optic modulator
(AM), biased at quadrature. We employed two RF subcarriers (f RF1  10 and f RF2  15 GHz), generated by independent voltage controlled oscillators (VCOs). The laser
source radiation was externally modulated by the RF
subcarriers.
For parallel key distribution, each RF subcarrier transmits a different key, which is generated by randomly
phase modulating the output of each VCO among four

Fig. 1. (Color online) Experimental SCM-QKD system to distribute different keys in parallel: AM, amplitude modulator; PM,
phase modulator; VCOs, voltage controlled oscillators;
Att1∕2A∕B , electrical attenuators; CWDM, coarse wavelength
division mux/demux; EDFA, erbium doped fiber amplifier;
RFA, RF amplifier; SPAD, single photon avalanche detector;
and Φ1∕2A∕B , RF phase shifters.
© 2012 Optical Society of America
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possible values: 0, π and π∕2, 3π∕2, which form a pair of
conjugate bases required to implement the Bennet–
Brassard BB84 protocol [16]. Thus, the SCM-QKD system
permits to combine all the parallel keys to compose a
superkey, the bit rate of which will be given by the
sum of the individual keys for each single channel.
The control system enabled the pseudo random generation and independent variation of phase shifts Φ1A
and Φ2A onto each subcarrier in synchronicity with
the arrival of the faint pulses. Eight-bit, digitally tunable
phase shifters (500 ns switching speed) capable of providing full 360° phase shifts with a 1.4° resolution step
were employed for that purpose. Electrical attenuators
(Att1A and Att2A ) were placed at the input of both phase
shifters to independently control the amplitude of the RF
signal driving each subcarrier. Bob’s receiver has a similar configuration as Alice, but in this case, the optical signal after propagating through the fiber link is modulated
by means of a 20 GHz-bandwidth phase modulator (PM).
Bob selects the basis for each subcarrier to realize the
measurement of the transmitted qubit by synchronously
inserting independent random phase shifts Φ1B and Φ2B
taking values of 0 or π. After filtering, the photon detection was realized by placing an ID Quantique (id201) single photon avalanche detector (SPAD) for each optical
sideband. The quantum efficiency and the dark count
probability of the SPADs were 10% and 10−5 , respectively,
which were operated using a time gate of 2.5 ns and synchronized with the faint pulse source by means of the
control system.
A classical reference channel was required to convey a
synchronization signal from Alice to Bob and also to stabilize the link against fiber length fluctuations [7] by providing Bob with exact replicas of the 10 and 15 GHz
electrical subcarriers produced at Alice’s side. The reference and quantum channels were coarse wavelength
multiplexed (CWDM) to share the same optical fiber link.
The CWDM multiplexer mixed two optical bands with a
20 nm wavelength separation and had insertion losses of
0.5 dB. The optical band centered at 1551 nm was used to
transmit the quantum channels while the adjacent band
at 1531 nm was used for the reference channel. After fiber transmission, a CWDM demultiplexer separated the
quantum and reference channels [18]. Note from Fig. 1
that the reference channel is optically amplified first by
means of an erbium doped fiber amplifier (EDFA) and
electrically by an RF amplifier (RFA) after detection at
Bob’s receiver.
The total system loss was 6.5 dB (2.5 dB in the 11 km
fiber link and 4.5 dB in Bob’s receiver), which includes
the CWDM components, the phase modulator, and the
spectral filtering stage.
In order to prove the feasibility of the SCM-QKD approach by independently phase encoding, both RF subcarriers were considered with an averaged photon
number of one photon per pulse to implement BB84 protocol with strong reference, which, according to [19], is
unconditionally secure. Figure 2 shows the sifted key
rate of the individual subcarriers (∼10 Kbit∕s at f RF1
and f RF2  15 GHz) and the aggregate sifted key rate
(∼20 Kbit∕s) when both subcarriers are transmitted simultaneously. Furthermore, the aggregate sifted key rate
is very close to the maximum multiplexing gain (3 dB)

Fig. 2. (Color online) (a) Evolution of the sifted key rate for
each individual SCM-QKD channel and the multiplexed sifted
key rate when SCM multiplexing technique is considered.
(b) Measurement of the corresponding QBER for each single
channel and for the multiplexed rate.

corresponding to the number of subcarriers (N  2) as
predicted theoretically [16]. The corresponding quantum
bit error rate (QBER) is plotted in Fig. 2(b) featuring a
value below 2% for all count rates, which implies visibilities higher than 96% according to the signal level. This
reflects the fact that the drifts due to temperature and
vibrations are properly compensated by the reference
channel. Additionally, in our experimental setup, the
dark count minimizing the afterpulsing effects was below
10−5 and the dispersion was compensated. Also, the
Raman effect was reduced below the dark count for each
optical sideband by proper adjusting the input power of
the reference channel.
Note that independent key distribution using a tightly
spectral separation (5 GHz) according to both electrical
subcarriers is thus demonstrated for the first time to our
knowledge [20]. Indeed, the spectral filtering stage was
designed to reduce the crosstalk due to adjacent subcarriers and intermodulation products (located outside of
the sidebands) below 23 dB in respect to signal photon
probability. In order to achieve this objective, we designed an optical filter based on apodized fiber Bragg
gratings (FBGs) comprising three stages. The first one
provided the strong reference by reflecting the optical
carrier with a FBG of a reflection coefficient close to
99.9%. The second stage separated the upper RF bands
from the lower RF bands. Finally, the third stage filtered
each RF band featuring over 20 dB of rejection ratio and
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a spectral bandwidth around 2.5 GHz. Therefore, there
were five ports, one for each band and one more for
the optical carrier as shown in Fig. 1. Each FBG was centered at one fixed wavelength with 1 pm of accuracy,
which required a temperature control system with
0.1 °C accuracy implemented by placing each apodized
FBG inside of the individual thermal box managed by
a temperature controller.
Finally, we computed the values for the secret key rate
of the SCM scheme (without considering error correction) using the expressions developed in [19] for BB84
with strong reference. We obtained an average reduction
around 40% compared to sifted key as expected. The aggregate secret key rate was around 16 Kb∕s. In this context, we would like to point out that despite the fact that
we experimentally demonstrated moderate single and aggregate sifted key rates, the capacity of the system can be
increased by at least 2 orders of magnitude by using commercially available components such as phase shifters
with a switch time of 25 ns, SPADs with high-speed gating
at frequencies up to 100 MHz, and optical filters with 32
output ports in a single device with a very narrow channel spacing (∼5 GHz).
The importance of these results is significant for several reasons, which are now stated. First, SCM relies on a
technique that is very well known for its high spectral
efficiency. Since the actual key rates achieved by QKD
systems are very modest in comparison with those of
classical broadband communications, the use of a multiplexing technique with reduced spectral separation between adjacent channels seems a natural and
sustainable choice for the delivery of parallel keys.
As an example, to the best of our knowledge, the record result for secure bit rate is around 1 Mb∕s for a link
distance of 50 Km [21]. Thus, in this case, since the typical channel separation in dense WDM is 100 GHz, the intrachannel spectrum efficiency is far limited to around
2%–4%. In this sense, the use of SCM technique can increase efficiently this ratio up to values higher than
50% with the use of broadband modulators (∼50 GHz)
and optical filters with very narrow channel spacing
(∼1–2 GHz). This estimation shows that the SCM-QKD
technique could provide an order of magnitude improvement in terms of the final key rate. Second, the optical
source is shared by all the multiplexed channels, which
reduces the complexity of the system since all keys are
carried on the same wavelength assigned in an optical
network providing a reduction of system complexity,
management, and cost. A third advantage is that the
SCM approach can be combined and upgraded with
WDM to increase the number of parallel keys.
In conclusion, we have experimentally demonstrated,
for the first time to our knowledge, the feasibility of a
multiple QKD system based on subcarrier multiplexing.
The proposed approach permits an increase in the final
key rate of the quantum transmission and the distribution
of parallel keys for different users. The advantage of the
SCM multiplexing technique against standalone WDM
over QKD is that the same photon source is shared by
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different keys and consequently, the complexity of the
synchronization and control system is reduced drastically when the QKD system is introduced in an optical
network. Furthermore, the capacity of SCM-QKD systems can be increased by introducing WDM as a second
tier multiplexing domain. The obtained results confirm
that MWP is a promising technology to enhance the viability of quantum systems.
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