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Abstract. The development of Zero Defects and Zero Waste (ZDZW) solutions
to implement in-process inspection technologies requires collaborative networks
due to the involvement of several stakeholders. The quality assurance digital
transformation in the EU industry demands the integration of non-destructive
inspection technologies (NDIT) to boost manufacturing competitiveness and
resilience. These engagements between the partners that conform to the
collaborative networks are needed to provide competitive and innovative
products in manufacturing quality assurance. The efforts of the subject matter
experts will be focused on the definition of the engineering requirements based
on the hardware, software (including artificial intelligence algorithms for defect
detection) and data management. In this paper, the different elicitation
requirements for developing NDIT solutions are categorised, quantified, and
analysed to develop in-process control activities.

Keywords: Collaborative Network - Quality Assurance - NDIT - Zero Waste -
Zero Defects - Elicitation.

1 Introduction

Recent industry developments in the European Union (EU) are focused on increasing
sustainable production to foster profitability, and these require that manufacturing
companies engage in collaboration networks for the digital transformation of the entire
industrial ecosystem [1]. The integration of non-destructive inspection technologies in
modern production lines to support in-process inspection requires the development of
several enabling technologies, such as data storage, data analytics and digital twin [2].
Industrial companies that can integrate in-process inspection technologies based on
Zero Defect and Zero Waste (ZDZW) solutions can provide more efficient and
effective processes, resulting in a competitive advantage [3].

Employing an operational perspective, the use of NDIT solutions in the manufacturing
process enhances the analytical and operational capabilities and thus optimizes defect
creation and material consumption. The integration of ZDZW solutions such as
Microelectromechanical ~ systems-based  Interferometric  Optical ~ Coherence
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Tomography (MIR-OCT) on the lithography process or artificial vision at plastic
injection molding, allows accessing inspection data in real-time and enhancing the
reliability of the inspection. The integration of these non-destructive real-time
monitoring technologies will reduce the workload associated with reprocessing and
expenditures related to scrap. Real-time monitoring can reduce scraps and rework
expenses and the associated workload [4].

The adoption of collaborative networks for the digital transformation of the quality
assurance of the EU industry demands the integration of non-destructive technologies
to boost manufacturing competitiveness and resilience. The cost of poor quality in the
manufacturing industry is estimated to range between 5 and 30% of the total income
since it is dedicated to covering the expenditures related to repair, rework, inspection,
recalls and complaints [5].

This paper presents a collaborative approach between stakeholders and subject matter
experts (technological providers, research centres and final users) to define the
elicitation requirements to develop non-destructive inspection technologies in an
industrial environment. The NDIT solutions will be based on a cyber-layer that acquires
data from the sensor and applies data analytics to inspect the manufacturing process.

2 Non-Destructive Inspection Technologies

This section presents several non-destructive inspection technologies for a better
understanding of in-process quality assurance monitoring (integrity, reliability, and
accuracy) of parts fabrication. In the development of non-destructive inspection and
data collection methods for industrial applications, it should be noted one of the main
objectives is to align them with circular economy models that minimize environmental
impact and align with sustainable development goals. Integration of these NDI
technologies will help optimize production, reduce waste, and eliminate destructive
sampling, keeping companies at the technological forefront. Figure 1 appears the
schematic classification of NDIT according to their primary signal. Therefore, helping
industries in this digital transition period has become a mandatory challenge within the
R&D sector and manufacturing industry.

Quality assurance is an integral pillar of each manufacturing industry since it ensures
that the products are produced in accordance with customer or regulatory
specifications. The conventional methods are highly dependent on operators, where the
level of detectability depends on human visual capacity and fatigue. These quality
inspections are performed downstream, in batches, where parts have more added value,
material, production resources consumed and energy consumption which is directly
related to higher cost. The integration of these ZDZW solutions through the
development of collaborative networks between customers and technological providers
will boost the development of automatic inspection equipment and artificial
intelligence algorithms for the early detection of defects [6].
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Fig. 1. Classification of non-destructive technologies and types of sensors employed.

The NDIT, together with Al algorithms and Digital Twin presents the ability to detect
defects or lack of control on a real-time basis, and these solutions present an advantage
for advancing sustainable production since improve the decision-making process and
reduce the downstream quality inspection [7]. Through the identification of patterns
and trends, the aim of the ZDZW solutions is to deploy artificial intelligence algorithms
that help to prevent material and energy costs in the production process [8].

The ZDZW pursues this objective to obtain competitive advantages in terms of
sustainable production by avoiding the propagation of defects at both lower and higher
levels of the production process and to provide assistance in decision-making.
Throughout the last decades, non-destructive testing technologies and recurring
improvements in sectors related to it such as vision, thermography, OCT, and Acoustic
Emissions have gained weight due to the numerous advantages they offer over
conventional methods [9]. In addition, it must be considered that these techniques allow
higher levels of scalability, easier data acquisition and analysis thanks to Al algorithms
and mathematical models deployment.

2.1 Acoustic Emissions

The non-destructive inspection of acoustic emission (AE) method is based on the
sampling of sound waves (pulses or echoes) emitted and detected by the same
transducer or by another transducer that detects energy releases due to physical active
phenomena (20kHz-1MHz range) [10]. By subjecting different objects and materials
to tension stresses, plastic deformation, phase transformation and even fractures, the



energy released within the process causes stress waves in the material, enabling discrete
pulses to be captured during the process and employed for inspection purposes [11].
Any defect or anomaly in the material affects the linearity, direction, amplitude, and
frequency of the wave generated and is transmitted thus enabling its detection by AE
methods (Fig. 2). Therefore, performing adequate signal filtering which enables to
reduction of ambient noise interferences combined with stress wave amplification in
the materials, has become an indispensable requirement to obtain optimum signals and
their subsequent analysis [12]. AE inspection method is a non-destructive method that
allows non-contact inspection, and in several industrial applications is replacing
interferometric laser systems as defect inspection technology [13].
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Fig. 2. Principle of the acoustic emission wave detection [14].

2.2 Infrared technology

Thermography is a non-destructive and non-contact technique that allows to detect the
radiation emitted by an object. The IR sensors receive the emitted infrared waves from
the surface of the material and convert them into electrical signals and subsequently
into IR images [15]. Surface defects present an inhomogeneous heat distribution which
translates into changes in the electrical signals detect by the IR sensors. Several
anomalies or defects in parts can be detected in IR technology, such as voids, cracks,
and inclusions, but with some limitations when it comes to pixel size and material depth
penetration [16]. Moreover, using an infrared (IR) camera offers greater area capture
depending on the application, faster frame-rate acquisition and higher accuracy when
compared to pyrometers.



According to the different principles that are used with thermography technology, it
can be divided into passive (without external excitation) or active (with external
excitation) methods (Fig. 3). Passive infrared thermography relies on the relationship
between object emissivity intensity and surface temperature. Based on the types of
excitations, the active IR thermography collects data thanks to the material excitation
provided by external sources such as pulsed laser thermography, step-pulsed
thermography lock-in thermography, vibro-thermography, induced eddy-currents, and
lamps [10].
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Fig. 3. Classification of sensor or non-destructive technologies according to electromagnetic
spectrum.

2.3 Al Visual Inspection

Visual Testing inspection considers a wide range of methodologies and techniques,
from human-based visual inspections to autonomous visual inspection processes with
assisted Al algorithms for enhanced detection. It must be noted that all these
methodologies may not fall within the visible spectrum wavelength but are regarded as
visual testing techniques. The average size of a defect that can be detected by a human
eye fall in the range of 1pm, but it will be conditioned to measurement subjectivity or
interpretation, ambient conditions and visual fatigue among other external factors [17].
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Fig. 3. Camera configuration. Objects fall free through the device, being captured in the center
where the camera views converge and visual hull [18].



The implementation of automatic visual inspection equipment, with adequate lighting
conditions, magnification optics, higher resolution cameras and software tools
(dimensional measuring, defect detection, etc.) can be improved the visual accuracy,
detectability, reliability and process speed inspection compared with human visual
inspection methods (Fig. 3).

The last decade with the development of computer vision solutions combined with
Convolutional Neural Networks (CNN) or other Al algorithms, has improved image
interpretation by being able to extract regions of interest and detect previously
unexposed features for a multitude of processes, from dimensional control to defect
detection [18]. By achieving early detection of defects at an early stage of the
production process, significant savings in both raw material and energy can be
achieved. Both traditional and Al approaches can be easily integrated into the system
on standalone hardware with 10T protocols, achieving a high degree of integration,
versatility, and compatibility.

2.4 MIR-OCT

Optical Coherence Tomography (OCT) is a 3D imaging technique that relies on
interferometry from different laser light sources coming from internal microstructures
and material interfaces in which low temporal coherence light is used to create high-
resolution three-dimensional models [19]. Through recording the different interference
signals from return beams in the beam splitter as a spectrum, the light beam is then
scattered with the help of diffraction grating and its interference pattern is later detected
with a high-speed Charge-Couple Device (CCD) linear camera. Therefore, Fourier
transformation is performed on the detected linear spectrum detected by the CCD
camera and reflectivity is obtained as a depth function (Fig. 4).
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Fig. 4. OCT system. a) Overview of the 4-um OCT system. b) Schematic of the sample consisting
of three layers of ceramics. ¢) 3D 4-um OCT volume visualizations of the sample [20].



Since it is a non-invasive, non-destructive inspection technique with high accuracy
(detects anomalies within the range of 8-8.6 um), it has become a technique that has
gained a lot of attention in recent years [20]. More specifically, in the Additive
Manufacturing (AM) industry of ceramics where unwanted cracks, bubbles and
particles between layers are critical and must be identified and removed [21, 22].

3  Alayered ZDZW platform

The integration of ZDZW solutions on the manufacturing shopfloor requires a reference
architecture with a multi-stage system (Fig. 5). Eger et al. (2018) proposed a zero-defect
manufacturing architecture based on six major pillars [2]. The lowest pillar “Data
Acquisition System” consists of a set of sensors o0 NDIT which collect and synchronize
data gathered in the production process. The in-process inspection solutions will
provide quality information since there are capable of measuring some parts’
characteristics or properties. Other sensors integrated into the machine or
manufacturing process will provide information about the machine or production
status. The data collected from the first layer will be deployed with the use of specific
protocols (OPC-UA or XMPP) which allow the merging of data from different sources
(second layer). From the second layer, data is fed to the “Data Management Platform”,
the function of this third layer is to store and update the acquired data in a structured
way. Data Management infrastructure (third layer) allows users to construct and carry
out complex queries to search for information, and therefore improve searchability, and
should aim to at least meet FAIR data principles: Findability, Accessibility,
Interoperability, and Reusability [23].

The fourth layer “Quality Assurance Engineering Platform” is designed to optimize the
quality and production efficiency through defect detection, identification, and location
by Artificial Intelligent (Al) and Machine Learning (ML) algorithms. The fifth layer
consists in a customizable dashboard which provides aggregated and processed
information about the production process and makes it readily available for everyone.
The last layer connects the gathered data and decisions to the Enterprise Resource
Planning (ERP), where the cyber-layer transmits decisions to the physical equipment
to adjust the manufacturing process. The “Zero Defects and Zero Waste” (ZDZW)
Horizon Europe project aims to develop non-destructive inspection technologies to
cover the needs of several industrial sectors (energy production, consumer goods and
health products), through the development of sensors, data acquisition and data analysis
using artificial intelligence algorithms. Also, the generic architecture for the platform
will be based on previous projects such as ZDMP and i4Q [9]. To develop such
capabilities the collaborative networks, conformed by several stakeholders (NDIT
providers, software developers, end users, research centres, etc.) should gather efforts
to implement these ZDZW solutions into production environments [7]. The ZDZW
Horizon European project can be considered a Virtual Organization Breeding
Environments (VBES) where all partners involved agree on common business
principles, define rules for sharing and working methods, and provide a high level of
mutual awareness about the competencies and resources [24].
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Fig. 5. A layered-level semantic platform for the implementation of automatic NDIT solutions.

4 Engineering requirements for the collaborative process

Recently, the connectivity of collaborative networks of non-destructive sensors,
machines, data repositories, Al algorithms and digital twins has become a hew approach
for the creation of competitive advantage through the creation of added value, and at
the same time brings some technological challenges. The adoption of VBES allows to
establish a long-duration commitment between partners, whose main objective is to
boost collaboration, where members agree on business principles, define the rules for
sharing and working methods, and provide a high level of mutual awareness about the
competencies and resources [24]. By joining efforts during the definition of engineering
requirements the members can share risks and resources, find synergies, smooth the
customer integration, and join complementary skills and capacities while maintaining
a high level of agility [25]. These engineering requirements and specifications for the
collaborative process should be designed in terms of data communication, security, and
management to fully support the different industrial scenarios where NDIT will be
implemented.

The use of Zero Defects and Zero Waste solutions to automate any quality inspection
process must be validated for its intended use, ensure accuracy, reliability, consistent
intended performance and requirements, and the ability to discern invalid or altered



records. When non-destruction inspection equipment is implemented in a production
line the device manufacturer must ensure that it performs as intended use in their chosen
application.

A requirement can be considered a specification, need, or expectation for an NDI
system or its developed software. Depending on its industrial application, there can be
many different types of requirements (e.g., functional, interface, communication,
integration, data integrity, accuracy, etc.). ZDZW solutions requirements are typically
derived from the system requirements for those aspects of system functionality
allocated to software or system. Requirements are usually stated in functional terms and
are defined, refined, and updated as a development project progresses. Success in
accurately and completely documenting ZDZW requirements is a crucial factor in
successfully validating the resulting solution or software. ZDZW solutions or related
software requirements are typically derived from the overall system requirements and
design for those aspects of the system that are to be implemented using these solutions.
The different stakeholders that form the collaborative network for the development of
non-destructive inspection solutions for in-process quality control should focus their
efforts on the following pillars:

o Safety: The development of ZDZW solutions should consider data security
and data safety to avoid failures, since the manufacturing system employs in
most cases their managed data that can be employed for regulatory purposes.

e Reliability: The non-destructive inspection technologies are currently
employed in several stages of the manufacturing processes to provide product
reliability and integrity of production quality [26, 27, 28].

e Availability: In the manufacturing context where the aim is to improve the
first-time-right rate the availability of process and product data gathered by
sensor or NDIT has created new optimization opportunities [9]. At the same
time automated acquisition, high volume and several sources of information
have increased the complexity of the cyber-physic system (CPS), which
requires the use of collaborative networks to faster develop these technologies
[27].

e Resilience: Current manufacturing and process industry companies need to
increase their manufacturing resilience, to become more competitive,
profitable, sustainable and intelligent with related effects, such as lower costs,
lower energy consumption (per output), lower level of wasted materials and
scrapped output, faster production processes making it flexible to adapt to
changes, thus reducing the time required to bring quality at the designed levels
in the event of change [9].

e Security: The Internet of Things (IOT) enables new security threads in the
interconnected world, some of the major security and trust issues are network
security, data security, access control, malware protection and privacy [12,
29].
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5 Survey in elicitation requirements

For developing faster and more reliable NDIT or software solutions during the
developing phase the elicitation requirements must be gathered from the final user, as
well as the different partners involved in development activities. The use of a survey is
a novel method to target, quantify and prioritise the requirements according to users’
and developers’ input. The goal of the survey is to identify the relevant requirements
for each pillar (safety, reliability, availability, resilience and security), instead of going
into depth on each sub-topic.

The key audience of the survey are software/electrical/material/R&D/quality engineers,
as well as subject matter experts, which form part of the collaborative network required
to develop NDI solutions which will be integrated into manufacturing environments.
With the aim of preparing a technical survey, current work has performed a state-of-
the-art analysis to elaborate the survey questionnaire [2, 6, 7, 9, 29, 30]. Surveys involve
evaluating the elicitation requirement extracted for literature review against several
options (not important 27, less important “4”, important “8” and very important “10”),
see Table 1 to review the questionnaire and the results for SME input. The analysis of
the elicitation requirements NDIT survey aims to provide a research landscape of these
development, guidelines, and identify relevant topics to consider during the
development of the solutions.

RELIABILITY

AVAILABILITY

SAF1 - The software
should ensure the
correct execution of
code
(9,1£1.4).

SAF3 - The software
should be written in
error-free code
(8,7 +1.6).

SAF11 - The software
should generate an error|
message if there is no
communication with the
NDI equipment
(8,7 1.9).

REL2 - It should ensure
the collection and
synchronization of data
coming from NDI
equipment
(9,1 =1.4).

REL11 - The software
should not be harmful to
other components
(8,9 =2.1).

REL4 - The software
should ensure consistent
data transfer
(8,8 £2.0).

AVAZ - The software
should not affect
production speed and
machine productivity
(9,0 £1.6).

AVA3 - The software
should ensure its stand-
alone operability
(8,3 2.1).

AVAI11 - The software
should measure and
record data Parameters
(8,1£2.2).

RES4 - The software
should ensure the
minimization of fault
tolerance
(8,5 £1.5).

RES1 - The software
should ensure protection
lagainst data loss (harmful
events)
(8,4 £2.0).

RES3 - The software
should proceed according
to ethical standards
(8,4 22.0)

SEC9 - The software
should ensure secure data
storage
(8,8 £1.6).

SEC1 - The software
should provide critical
security update
functionalities
(87 +1.9).

SEC8 - The software
should have user
authorization and

authentication to precede
access to sensitive client
information.
(8,7 £2.2).

Fig. 6. Higher-scored topics in the elicitation requirements survey.
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From the results, it can be seen how the code (SAF1, SAF2 and SAF3), data sharing
(SAF11, REL2 and REL4), data record (AVA11, RES1 and SEC9), resilience (SAF1,
REL11, AVA2, AVA3 and RES4) and security (SEC1 and SECS8) are the main
elicitation requirements to consider when the ZDZW are developed (Fig. 6). While
requirements related to standardization of files (SAF7, SAF13, REL7, AVA10), backup
functionalities (REL14, RES7), compatibility (REL12, AVATY), access (SEC4, SEC5,
SECG6) and monitoring (RES5) present the lower score and higher standard deviation.

6 Conclusions

The development of ZDZW solutions based on non-destructive inspection technologies
will provide tools to ensure in-process quality inspections based on defect detection
during manufacturing which will reduce material and energy consumption and improve
efficiency and profitability. In this paper, an extensive review of ZDZW elicitation
requirements has been presented for further research development of NDI system, as
well as common challenges that need to be addressed are provided. The deployment of
the cyber-physical system for production quality assurance will consider safety,
reliability, availability, resilience, and security as the main pillars for the definition of
the elicitation requirements to be employed for all the partners that conform ZDZW
collaboration network.

The continuous evaluation of the requirements (records, communication, security,
code, etc.) will be needed to ensure the efficient deployment of the solutions in the
industrial environment. In the future, it is expected the integration of different layers
(data acquisition, communication, data management, artificial intelligence, platform
and ERP) for the implementation of automatic NDIT solutions for quality assurance
purposes. The European industry, which currently faces continuous integration of
emerging technologies, and lacks new skills to deal with it, can adopt collaborative
networks for the agile development of NDI solutions for future quality assurance
purposes. The development of the ZDZW platform, where NDI solutions will be
available for commercial use, can bring an innovative ecosystem where small and
medium enterprises can access them and integrate them into their manufacturing
systems.
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Table 1. Survey questionnaire and results for ZDZW elicitation requirements.

Pillar Feature Results Pillar Feature Results
Safety SAF1 - The software should ensure the correct execution of code. 9,1+1.4 Auvailability AVAL - The software should ensure interoperability with other solutions. 6,8 +2.8
SAF2 - It should ensure the secure transfer and storage of factory and NDI data to a remote 8,2 +1.9 AVA2 - The software should not affect production speed and machine productivity. 9,0 +16
repository.
SAF3 - The software should be written in error-free code. 8,7 +1.6 AVAS3 - The software should ensure its stand-alone operability. 8,321
SAF4 — It provides the capability of securely moving data from the factory level to the cloud level. 7,6 +2.4 AVAA4 - 1t should provide a Data Visualization and Analytical tool to support Quality Assurance. 7,9 +2.1
SAF5 - The software should be written in an understandable way (according to coding standards). 8,3 +1.9 AVAS - The software should (automatically or manually) update its libraries. 74 +26
SAFG6 - In case a data repository will not be provided, the system should be able to read data from 6,6 +2.8 AVAG - The software should provide Interface adaptability to the end user. 75+24
the Raw Log File.
SAF7 - The software should use proven and established libraries. 7,2 +25 AVAT - The software should ensure its integration with other software systems. 6,1 +2.9
SAF8 - The software should be able to collect and save all part measurement data provided by 8,3 +1.9 AVAB8 - The software should communicate with other manufacturing machines or software. 7,3+27
measurement equipment automatically in digital format.
SAF9 - The software should avoid losses and corrupt of data due to communication failure. 8,6 +138 AVAQ - The software should ensure the convenient processing of unseen data. 6,6 +2.7
SAF10 - The software should behave as from stakeholders intended. 8,018 AVAL10 - The software should communicate with other existing databases. 6,7 +2.7
SAF11 - The software should generate an error message if there is no communication with the NDI 8,7 +1.9 AVA11 - The software should measure and record data Parameters. 8,122
equip.
SAF12 - The software should generate an error message if there is no communication with the PLC. 7,9 +23 Resilience  RES1 - The software should ensure protection against data loss (harmful events). 8,4 +2.0
SAF13 - The software should contain information related to the software driver derived from a 7,0 +2.4 RES2 - The software should ensure protection against data corruption (harmful events). 8,4 +2.0
particular interface protocol and contains the data signals.
SAF14 - The software should behave in interaction with other solutions as intended. 7,327 RES3 - The software should proceed according to ethical standards. 8,4 +2.0
SAF15 - The software should ensure proper data exchange. 8,2 +2.1 RES4 - The software should ensure the minimization of fault-tolerance. 8,2 +23
Reliability REL1 - The software should ensure appropriate storage capacity. 7,923 RESS - The software should include control/monitor processes for data input. 7,7 +26
REL2 - It should ensure the collection and synchronization of data coming from NDI equipment. 9,1+14 RES6 - The software should be developed in connection to version controls. 1,7 +22
REL3 - The software should ensure data transformation and integration from digital sensors. 8,4+22 RES?7 - The software should provide backup functionalities. 7,4 +26
REL4 - The software should ensure consistent data transfer. 8,8 +2.0 Security SEC1 - The software should provide critical security update functionalities. 8,7 +18
RELS - The software should ensure consistent data formats. 8,1+22 SEC2 - The software should be secured with administrator password in Certain fields. 7,9 +25
RELSG - The software should ensure stable operations. 8,716 SEC3 - The software should ensure protection against data loss (human errors). 7,8+22
RELY - The software should synchronize data from sources with different sampling times. 7,3+25 SEC4 - The software should ensure protection against data corruption (human errors). 7,822
RELS8 - The software should correlate current processing parameters with final workpiece quality. 7,8 +2.0 SECS - The software should include an authorized user login. 7,6 +25
REL9 - The software should ensure product conformity by examining data collected along the 8,1 +2.3 SEC6 - The software should protect the code with Programming user password. 7,7 +2.9
production line and the NDIT equipment.
REL10 - The software should ensure the collection of data from quality-related sensors (time- 8,3 +1.5 SEC7 - The software should be restricted in its functionalities according to EU law. 8,1+2.2
stamped).
REL11 - The software should not be harmful to other components (Workload). 8,9+21 SEC8 - The software should have user authorization and authentication to precede access to 8,7 +2.2
sensitive client information.
REL12 - The software should work in different infrastructures (OS, Hardware). 6,3+26 SEC9 - The software should ensure secure data storage. 8,8 +16
REL13 - The software should correlate associated inspection information with the production order 7.8 +2.5
(such as customer, batch number, etc).
REL14 - The software should provide backup functionalities. 7,1+27
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