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Abstract

The use and importance of complex software-intensive systems are growing. As they are
used in a wider range of situations in which dependability must be ensured, the reliability
of the systems and of their components needs to be addressed throughout their lifecycle,
including at early development stages. In addition, the means used to deal with reliability
need to be linked to and integrated into the overall systems engineering practices and
processes. Within this context, we present an approach to design reliable systems in practice
in the scope of model-based systems engineering (MBSE) and knowledge-centric systems
engineering (KCSE), two systems engineering perspectives whose adoption is increasing.
While MBSE relies on explicit system models, KCSE places artificial intelligence at its core to
capture, formalise, and reason over system knowledge. Both perspectives are combined to
model systems and analyse whether their design addresses the expected system reliability
properties, leveraging knowledge representation, natural language processing, and infer-
ence mechanisms. The approach links the processes and tools of Arcadia/Capella for MBSE
and of SES Engineering Studio for KCSE. A joint application process has been defined for
system modelling, ontology development, structured textual requirements specification,
traceability management, and model quality analysis, all of which are targeted at system
reliability. For validation, the approach has been applied on eight systems that cover five
different application domains, considering tens of diagrams, of knowledge elements, of
reliability properties, and of analysis possibilities. Based on the validation results, we argue
that the approach is a feasible means to design reliable systems. The approach is also the
first one that effectively combines MBSE with Arcadia/Capella and KCSE with SES to
design reliable systems in practice.

Keywords: model-based systems engineering; knowledge-centric systems engineering;
reliability; system design; artificial intelligence; Arcadia; Capella; SES Engineering Studio

1. Introduction

Software-intensive systems pervade society nowadays. For example, cyber-physical
systems, automated systems, autonomous systems, and software-intensive electronic Sys-
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tems and components play a major role in communications, Industry 4.0, healthcare, and
transport, making our lives easier and better. The range of functions and applications of
the systems is increasing, leading to a larger set of usages in which dependability must be
ensured [1]. For many systems, it is not acceptable that they fail or that their failure can pose
an unreasonable risk. In critical domains, dependability is addressed in accordance with
industrially agreed best practices presented in engineering and assurance standards [2],
e.g., DO-178C [3] in aerospace, ISO 26262 [4] in automotive, and EN 50128 [5] in railway.
The quality of the systems needs to be guaranteed so that they can be deemed dependable,
including their reliability, and so that they are allowed to operate.

Reliability can be defined as the ability of systems and components to perform their
required functions under stated conditions for a specified period of time [6]. In essence,
reliability relates to the extent to which a system behaves well and without failure. Re-
liability needs to be considered during the whole system lifecycle, from inception until
decommission. For example, systems can be monitored during operation to analyse if
their behaviour is as defined. At early development stages, reliability must be addressed
when a system is envisioned, specified, and designed, i.e., when engineers make decisions
about how the system will be. It is at these stages that the expected functionality and
operation conditions of a system are defined, as well as how they will be satisfied. Means to
characterise and analyse system reliability according to the decisions made must be used.

The means used to characterise and analyse system reliability must also be linked
to and integrated into the overall systems engineering practices and processes. We focus
on two perspectives currently used in industry, whose adoption is growing, and that can
be used together: model-based systems engineering (MBSE) [7] and knowledge-centric
systems engineering (KCSE) [8]. In MBSE, models that represent systems and their elements
(e.g., in diagrams) are used to specify, analyse, realise, and manage system artefacts. MBSE
is commonly applied for complex systems in a wide range of application domains, such
as aerospace, automotive, defence, and railway. KCSE specialises in MBSE from the main
principle that systems and software engineering processes can exploit knowledge bases
about systems and their lifecycles. These knowledge bases, which are traditional artificial
intelligence (AI) means [9], can correspond to ontologies that characterise system domains
and consider different types of knowledge elements and of semantic aspects. The growing
complexity of system architectures and the need for sound knowledge require approaches
that can capture, structure, and reason over diverse engineering knowledge. KCSE meets
this requirement by using Al techniques such as ontologies and automated reasoning
to facilitate systematic analysis, traceability, and decision-making. These capabilities are
particularly relevant in the field of reliability engineering, where implicit expert knowledge,
cross-domain dependencies, and early-stage uncertainty must be managed explicitly. The
ontologies can be employed for, e.g., system specification and analysis. KCSE also usually
exploits other traditional Al techniques, e.g., natural language processing (NLP). The use
of Al for different tasks is positioned as a key aspect for current and future systems and
software engineering (see e.g., [10-13]).

We present an approach that combines MBSE and KCSE to design reliable systems in
practice. The approach integrates (a) the Arcadia method and the Capella tool for MBSE [14]
and (b) SES Engineering Studio [15] (hereafter referred to as SES) for KCSE. Arcadia is
an MBSE method for systems, hardware, and software architectural design developed by
Thales, and Capella is the tool that implements and supports Arcadia, providing method-
ological guidance and intuitive model edition features. SES is a tool to orchestrate the
development of all kinds of systems (hardware, software, hybrid. . .), supporting interoper-
ability between an unlimited number of existing systems engineering tools. SES integrates
several (sub-)tools for specific KCSE tasks, e.g., ontology management and system artefact
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quality analysis. Many companies from different application domains use and support
Arcadia/Capella and SES in the industry, most often companies that develop critical sys-
tems. Nonetheless, a reliability-oriented joint application of Arcadia/Capella and SES
has not been defined. Our approach has been developed in the scope of two large-scale
industry-academia European projects: iRel40 (intelligent Reliability 4.0) [16] and VALU3S
(Verification and Validation—V&V—of Automated Systems’ Safety and Security) [17]. The
projects dealt with how to increase the reliability of modern systems and applications and
with how to improve the way suitability and quality of safety- and security-critical systems
are confirmed, respectively. Industrial partners from the projects expressed the need for
and their interest in combining Arcadia/Capella and SES.

The approach defines how Arcadia/Capella and SES can be combined for the design
of reliable systems in practice. It also considers compliance with standards. The approach
consists of five activities: (1) System modelling, (2) Ontology development, (3) Structured
textual requirements specification, (4) Traceability management, and (5) Model quality
analysis. The activities address different reliability needs and use Arcadia/Capella, SES,
or both, as well as Al For validation, the use of the approach on eight systems has been
studied, covering five different application domains and tens of diagrams of knowledge
elements, of reliability properties, and of analysis possibilities.

The main contribution of our work is the development and application of an approach
that effectively combines MBSE with Arcadia/Capella and KCSE with SES to design
reliable systems in practice. To the best of our knowledge, other researchers have not
presented such results. Practitioners and researchers interested in or working with MBSE
and KCSE can benefit from the approach, and they can now know more precisely how to
use Arcadia/Capella and SES together for reliable-system design, as well as how this joint
use has been enacted for specific systems. Beyond the contributions on tool interoperability,
the approach sets principles on how to specify reliability data in Arcadia/Capella diagrams
and how to use reliability-related information in different KCSE tasks, with the ultimate
goal of designing reliable systems.

In addition, we extend our prior work. First, we outlined our vision to link Arca-
dia/Capella and SES for model-based reliability-oriented system design [18], introducing
possibilities and alternatives. Later, we presented the possibilities and alternatives selected
and their initial application [19]. The main extensions in this paper from these prior publica-
tions are: (a) the update of the approach according to the latest versions of Arcadia/Capella
and of SES; (b) a revised, more thorough description of the activities of the approach,
including major details not presented yet such as all the reliability characteristics that can
be specified in Arcadia/Capella diagrams and the existing SES quality analyses that can be
used, and; (c) a full validation considering different systems in depth and covering all the
activities of the approach. This results in an updated, complete, and validated description
of the approach, which facilitates its application and provides evidence of its effectiveness.

The next sections present the background of our work (Section 2), the approach
(Section 3), its validation (Section 4), and our main conclusions (Section 5).

2. Background
The background is divided into Arcadia/Capella, SES, and related work.

2.1. Arcadia/Capella

Arcadia/Capella [14] is an Eclipse-based open-source MBSE solution. While Arcadia
serves as a methodology for architecture engineering of systems, software, and hardware,
Capella (Figure 1) functions as the implementation tool for Arcadia. Major companies,
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including Thales, GMV, and Siemens, are among those that utilise Arcadia/Capella in
their operations.
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Figure 1. Capella screenshot.

Capella implements specific functionalities to follow the Arcadia method, such as the
method explorer and a wide range of modelling accelerators and aids, so that systems
engineers can focus on design instead of on model maintenance. Capella is a modelling
tool that provides a wide range of diagram types organised into the five engineering steps
defined in Arcadia, and whose use can be tailored to project- and system-specific needs
and characteristics:

1.  Operational Analysis captures the goals and conditions that system users need to
meet in their work or mission, without consideration of any particular solution or
system to accomplish these goals. The main diagrams of this step are the Operational
Capabilities diagram, Operational Activity Interaction diagram, Operational Activity
Breakdown diagram, and Operational Architecture diagram.

2. System Analysis specifies how the system is expected to meet the users’ needs, as
outlined in the prior Operational Analysis or in the form of requirements provided by
a client. The main diagrams of this step are the System Functional Dataflow diagram,
System Functional Breakdown diagram, System Architecture diagram, Functional
Scenario diagram, and Exchange Scenario diagram.

3. Logical Architecture represents the initial design decisions of a solution’s architecture.
The main diagrams of this step are the Logical Functional Breakdown diagram, Logical
Functional Dataflow diagram, Logical Component Breakdown diagram, and Logical
Architecture diagram.

4.  Physical Architecture provides a detailed specification of all the subsystems or compo-
nents to be developed or acquired. It also defines the system integration, verification,
and validation phases. The main diagrams of this step are the Physical Functional

https://doi.org/10.3390/app16052179


https://doi.org/10.3390/app16052179

Appl. Sci. 2026, 16,2179

5o0f 34

Breakdown diagram, Physical Functional Dataflow diagram, Physical Component
Breakdown diagram, and Physical Architecture diagram.

5. End-Product Breakdown Structure (EPBS) establishes the expectations for each system
component and specifies the conditions for their integration, leading up to product
V&V. The main diagrams in this step are the Configuration Items Breakdown diagram
and EPBS Architecture diagram.

Capella offers extension and integration mechanisms, e.g., viewpoints to extend and
enhance system specification. Expert knowledge is required to define viewpoints for
specific domains, which are implemented using Capella Studio [20]. Viewpoints define
extensions that are specific to the model elements managed by Capella, define additional
properties to the elements, and can add a new group of commands to the palette of the
diagram editor.

2.2. SES Engineering Studio

SES [15] is a commercial environment for KCSE that different large companies use
in their systems and software engineering processes, e.g., Airbus, Toyota, and Ariane,
among others. It is a software solution specifically created to coordinate the development
of diverse system types, including hardware, software, and hybrid systems. SES facili-
tates seamless interaction between many existing systems engineering tools, such as tools
for requirements management, MBSE, simulation, risk management, RAMS (reliability,
availability, maintainability, and safety) management, and MS Office.

SES integrates various (sub-)tools to support key KCSE activities, most notably:

o  RQA—Quality Studio (hereafter referred to as RQA) for system artefact quality analy-
sis. It allows users to define, calculate, manage, and report quality for any engineering
item that can be accessed through any available connection in SES.

e V&V Studio for V&V management. V&V is connected to the notion of quality assur-
ance and management. V&V Studio merges the three concepts, managing the V&V
actions necessary for quality assessment processes.

e RAT—Authoring tools (hereafter referred to as RAT) for text-based system specifi-
cation. It is a tool for system analysts and engineers during the writing or model
creation process.

e  Traceability Studio for traceability management. It provides support to manage and
specify traces between elements of system artefacts and automatically identify poten-
tially missing traces.

e Knowledge Manager for ontology management. It supports the development and
maintenance of knowledge bases from a systems engineering standpoint, enabling the
storage of valuable system information in a shared system knowledge repository.

When entering SES, the user can select the different artefacts that they want to manage
for KCSE, considering the different functionality provided by the (sub-)tools. Connections
are established with the artefact sources, e.g., Excel spreadsheets and Capella projects.
All in all, SES can be regarded as an expert, rule-based system for systems and software
engineering that exploits semantic information about a domain and that uses Al techniques
such as NLP and machine learning.

SES exploits ontologies that consist of five distinct parts [21]:

1.  Terminology, which includes the terms used in a specific domain and their syntactic
information. For instance, the word ‘car’ is a noun.

2. Conceptual Model, which focuses on semantics and relationships. For instance, the
semantics of ‘car’ can be ‘system’ and it specialises “vehicle’.

3. Patterns, which are templates (aka boilerplates) used for structured system informa-
tion specification and analysis.
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4. Formalisation, which involves the semantic representation of system information
according to patterns.

5. Inference Rules, which are procedures utilised to derive information, such as deter-
mining the correctness of specifications based on the structure and content of textual
requirements and model elements.

Each part of an ontology uses elements of the previous ones. The elements of the
different parts are employed for quality analysis, structured textual specification, and
traceability management.

2.3. Related Work

Related work can be divided into general work that has dealt with, e.g., reliability
aspects in MBSE or ontology-based systems and software engineering, work with Arca-
dia/Capella, and work with SES.

As the work on and interest in MBSE has increased, it has become easier to find
general work on, e.g., model-based safety analysis [22], V&V [23], risk management [24],
and traceability [25]. Pieces of work on system modelling and reliability can be found
for specific languages and tools such as AADL [26], Papyrus [27], Rhapsody [28], and
SysML [29], but not integrated with KCSE. It has also become easier to find publications on
the use of ontologies to support different systems and software engineering activities, e.g.,
safety, security, and dependability risk assessment [30], requirements engineering [31], and
software reliability modelling [32].

Closer to this paper, some publications have used both models and ontologies for
systems and software engineering. The goals of these publications include the definition
and usage of ontologies for software [33] and V&V [34] processes in general, as well as more
specific purposes. For instance, Dong et al. [35] proposed an ontology and semantic rules
for traceability management in MBSE, Jinzhi et al. [36] explored the concept of cognitive
digital twin, and Peugeot [37] presented the GONG environment for ontology-based MBSE
with UML class diagrams. Visions and initiatives have also been reported in the context of
ESA [38] and NASA [39]. Nonetheless, the structure and content of the ontologies used in
prior general work are different to those exploited by SES, which consist of further element
types, are based on KCSE industrial needs and practices in several domains and enable a
more detailed and broader system specification and analysis possibilities. In addition, to
the best of our knowledge, the publications that have combined models and ontologies for
systems and software engineering have not focused on the design of reliable systems in
compliance with standards.

Different publications have presented work with Arcadia/Capella, addressing aspects
areas such as cybersecurity risk assessment [40] and integration, verification, and valida-
tion [41], also considering safety [42], safety-security [43], and reliability aspects [44]. Some
authors have addressed solutions and usages more specific than only the application of Ar-
cadia/Capella in a given case. For instance, Brau et al. [45] proposed a solution for satellite
system availability evaluation on the basis of its physical architecture, and Brunel et al. [46]
defined a viewpoint for formal safety and security assessment of system architectures with
Alloy. It has been mentioned that there is an interest in an ontology-driven framework for
simulation model development connected with Arcadia/Capella [47], but such a solution
does not appear to have been created.

The joint use of Arcadia/Capella with other engineering methods and tools has
also been presented, e.g., with Cyber Architect [43], STPA (System-Theoretic Process
Analysis) [48], and Valispace [49]. These pieces of work aim to provide broader, more
suitable solutions that mitigate the limitations of the different individual methods and
tools. This is in line with our integration with SES, which aims for Arcadia/Capella and
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SES to benefit each other to design reliable systems. Regarding commercial tools, some
(e.g., ATICA [50]) support model-based safety analysis with Capella, covering analyses
for faults, failures, and reliability in general. As indicated below in Section 3, these kinds
of tools complement our work. In essence, they can provide input about reliability data
and needs to consider for, e.g., system architecture design. Although the work on and
interest in Arcadia/Capella is growing both in academia and in industry, we are not aware
of any publication by other authors that has reported in detail the link of Arcadia/Capella
with KCSE.

In relation to work with SES, integration of SES and system modelling has been
reported or referred to in the past. Historically, structured textual requirements specification
with RAT and requirements quality analysis with RQA have been proposed as possible parts
of MBSE processes (e.g., [51]), although not integrated as such. For instance, requirements
specification on diagrams was not possible. Nonetheless, SES sub-tools have evolved
during the last few years to enable full integration.

In the scope of the AMASS project (Architecture-driven, Multi-concern and Seamless
Assurance and Certification of Cyber-Physical Systems) [52], we worked on different
aspects of the integration of KCSE with SES and MBSE. For assurance and certification
purposes, RQA was integrated with a method and tool for model-based assurance evidence
management [53] and was used for quality analysis of safety cases [54]. The use of SES
features for traceability and for semantic information search was also studied [55]. For
artefact quality analysis [8], progress was made in relation to requirements metrics (e.g.,
based on the Conceptual Model part of an ontology), model metrics for Simulink, SysML,
and UML diagrams, and the use of checklists for manual artefact analysis, in addition to
analysis of artefact quality evolution [56]. We also worked on ontology development in the
context of compliance with standards [57], but not considering the combination of MBSE
and KCSE.

Attention has been paid to facilitate model reuse with SES for different system mod-
elling languages, e.g., SysML [58]. This is based on the more effective semantics-based
searches that SES can enable when compared to other MBSE tools such as Rhapsody and
Papyrus. Tool interoperability [59] and trace discovery [60] have been and are a major
concern for SES, including interoperability with MBSE tools and model element traceability.

As can be observed, progress has been made towards the integration of system mod-
elling and SES, especially recently. However, in-depth work on the link of Arcadia/Capella
and SES to design a reliable system has only been presented in our prior publications,
which present the previous, reduced versions of our approach.

3. Approach Description

Our approach to designing reliable systems in practice combines (a) MBSE with
Arcadia/Capella and (b) KCSE with SES. It mainly exploits available means in these
solutions, including Al-based SES capabilities. The approach adapts how the means are
used to the specific needs of reliable-system design and provides an integrated process
that combines MBSE and KCSE. The approach is also aligned with how practitioners use
Arcadia/Capella [61] and SES [62].

As shown in Figure 2, the approach has been divided into five activities for System
modelling, Ontology development, Structured textual requirements specification, Traceabil-
ity management, and Model quality analysis, all of which are targeted at system reliability.
Structured textual requirements specification, Traceability management, and Model qual-
ity analysis use the results from System modelling and Ontology development. It must
be noted that SES is a proprietary solution; thus, all the tool support that the approach
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exploits cannot be shared via, e.g., an open-source repository, and full disclosure of SES
implementation details is not possible.

Both activities must be executed One or several activities can be executed

Creation of Arcadia/Capella diagrams requirements specification

& Use of reliability-oriented viewpoints Integration of reliability requirements

System modelling
in SES into Arcadia/Capella diagrams

} Structured textual

Ontology development Traceability management Model quality analysis
Specification of reliability-related Creation of links between reliability- Evaluation by SES of Arcadia/Capella
terms, semantics & patterns with SES related info. & other artefacts with SES diagrams considering reliability needs

Figure 2. Overview of the approach.

The following sub-sections describe the approach activities, using an in-flight enter-
tainment (IFE) system as a running example. IFE refers to the entertainment available to
aircraft passengers during a flight, which must be reliable and safe. With the sometimes
miles of wiring involved, voltage leaks and arcing can become a problem. For instance,
an IFE system was implicated in the crash of Swissair Flight 111 in 1998 [63]. To address
possible issues, IFE systems are typically isolated from the main systems of an aircraft.
There exist public examples of IFE models [14] and of reference requirements [64].

3.1. System Modelling

The initial step of the approach involves creating Arcadia/Capella diagrams. The
selection of Arcadia/Capella steps and diagram types will vary depending on the goal and
extent of the modelling project. For instance, if the requirements are managed in DOORS,
there might not be a need to model requirements in Arcadia/Capella diagrams. For the IFE
system, a Physical Architecture diagram contains different physical components such as
the passenger remote control, video server unit, and private video display unit (Figure 3).
Arcadia/Capella diagrams could be part of the Software Requirements Data and the Design
Description that DO-178C requires.

An important feature of our approach is the extension of Capella, allowing the spec-
ification of reliability information for diagram elements (Figure 3; Reliability Attributes
below). We have created viewpoints with the Capella Studio development environment
(Figure 4) that can be used for different systems. Certain diagrams may contain information
regarding anticipated reliability features, while other diagrams may depict actual features.
Such actual features are represented in physical architecture diagrams. The determination
of reliability information will follow the specification, decomposition, and refinement steps
of Arcadia, from high-level characteristics in logical diagrams to lower-level characteristics
in physical diagrams.

For the development of the viewpoints, first, we studied which diagrams could be
correctly extended in Capella Studio. Once this was confirmed, we examined for which
elements of the diagram it made sense to add reliability information. We then chose what
viewpoints would be developed and the information to be included using them. After the
implementation, the behaviour of the viewpoints was tested within Capella Studio. Finally,
the viewpoints were installed in Capella and activated in the corresponding diagrams.

The Arcadia/Capella diagrams and their respective elements to which reliability
information can be added using the developed viewpoints are as follows:

Logical Architecture diagram: Logical Components and Logical Actors.
Physical Architecture diagram: Physical Components and Physical Actors.
EPBS Architecture: Configuration Items.

System Functional Dataflow diagram: System Functions.
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e Logical Functional Dataflow diagram: Logical Functions.
e  Physical Functional Dataflow diagram: Physical Functions.

Two different viewpoints have been developed: one with reliability and environment
information for the Logical Architecture, Physical Architecture, and EPBS Architecture
diagrams, and another for the functions in the System Functional Dataflow, Logical Func-
tional Dataflow, and System Functional Dataflow diagrams. The first viewpoint consists
of two parts. The first part contains general attributes of reliability, while the second part
contains attributes on environmental aspects. The attributes have been selected from exist-
ing sources, e.g., [65-68]. The information to be added to the viewpoint can be adapted
to the types of elements or systems under development. Appendix A lists the complete
set of reliability attributes (e.g., Mean Time Between Failure and Failures in Time) and
of environmental aspect attributes (e.g., Temperature and Humidity) considered. The
second viewpoint applies to the system functions, logical functions, or physical functions
of dataflow diagrams. It adds the attribute “response time” to those functions.

As an example, the IFE system requires voltage considerations for its elements [64],
which can be specified in Capella using the viewpoint. The value of viewpoint attributes
related to failure rates may vary depending on the assurance level of the system.
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Figure 3. Arcadia/Capella diagram and reliability viewpoint.
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It is important to note that our approach does not involve conducting analyses to
obtain system reliability data, such as fault tree analysis. It is assumed that the required
information, including the specifications of existing components that will be part of a
system, is available or has been obtained. Arcadia/Capella diagrams have been integrated
with various reliability and safety analysis methods and tools, e.g., ATICA [50]. These
methods and tools, and others, can be utilised prior to conducting the System Modelling
activity, and their outcomes can be used as inputs for the activity.
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Data Reliability.data {

Class Reliability {
extends la.logicalComponent, pa.PhysicalComponent
Attributes:
assessed type ecore.EBoolean
mtbf type ecore.EFloat
mttf type ecore.EFloat
mttr type ecore.EFloat
failurerate type ecore.EFloat
reliability type ecore.EFloat
confidence enum Confidencelevel
Associations:
envi contains [0,*] Envi
}

Class Envi {
Attributes:
voltage type ecore.EString
power type ecore.EString
current type ecore.EStrihg

2 org.polarsys.capella.vp.reliability.vpds| v
< >
S= Qutline 52 O 8 [ Properties (& Console 52 €] ErrorLog
v ] Reliability A Capella

ok envi
[ assessed
[&] mtbf
G mttf

Figure 4. Capella Studio: definition of attributes of a viewpoint.

3.2. Ontology Development

In modern organisations, knowledge has become one of the most valuable assets.
Effective management of this asset is crucial for success. This involves gathering knowledge
from various sources and storing it in repositories. This knowledge can then be reused as a
key asset in systems and software projects. Knowledge Manager supports these needs via
storage of knowledge by means of ontologies in well-structured repositories, ensuring easy
access and maintenance. The knowledge stored is organised within a System Knowledge
Repository and is used by other SES tools.

Ontologies are necessary to apply KCSE with SES, including for Al-based capa-
bilities. Default ontologies are provided by SES for various languages, containing pre-
defined terms, semantic categories, and patterns, among other elements. These ontologies
must be customised and expanded to meet the specific needs of system domains and
reliability analysis.

Our approach does not define specific needs for the Formalisation and Inference Rules
parts of the ontologies used by SES, but only reutilizes their existing elements for purposes

such as quality analysis. The rest of the parts must include specific elements:

1. In the Terminology part, the user defines terms related to the domain, such as
those pertaining to reliability, as well as those from relevant engineering and as-
surance standards. System-specific terms can be automatically imported from

Arcadia/Capella diagrams.
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2. Inthe Conceptual Model part, the user specifies the semantic categories for terms, such
as those related to standards, and specifies the relationship types between system
artefacts. All the ontologies created for standards have two clusters, one for the
glossary of terms and another for the acronyms (Figure 5).

3. In the Patterns part, the user can add, edit, or delete system specification patterns.
The approach focuses on patterns for reliability and safety requirements. A total
of 26 sentence patterns have been specified from the literature [69-71]. An ex-
ample of the patterns is the following: When detecting <failure modes> <within-
before-after-exactly at-no later than-every>, <Logical component> should <alarm>
<for relevant persona>.
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Figure 5. Ontology for the DO-178C standard in Knowledge Manager.

These elements are used in other activities of the approach, e.g., for NLP and reason-
ing. NLP exploits terms and their syntactic information from the Terminology part, their
relationships and semantic information from the Conceptual Model part, and references
to terms, to syntactic information, and to semantic information from the Patterns part.
Reasoning (Inference Rules part) is mainly based on elements of the other parts of an
ontology via procedures that consider these elements.

The ontologies are tailored to specific scopes, such as reliability considerations, system
domains, and engineering and assurance standards. SES also provides ontology manage-
ment functionality [21], including copy and merge, enabling users to jointly utilise content
from multiple base ontologies while also managing ontology versions. This functionality
also considers possible semantic conflicts when merging ontologies from different domains
or overlapping standards, warning users and guiding them in their resolution.

Regarding the IFE system:

1.  The DO-178C standard incorporates relevant terms such as ‘configuration item’, ‘high-
level requirement’, ‘memory device’, and ‘safety monitoring’, ‘video monitor” is a term
from the Arcadia/Capella diagrams of the system, and failure is a reliability-related
term (in addition to a DO-178C one).
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2. The ‘video monitor’ term is classified as a ‘component’ based on its semantics.

3.  The pattern “The <component characteristic> of the <component> shall be between
NUMBER and NUMBER <unit>" can be applied to specify certain characteristics of a
component, such as stating that “The touch temperature of the video monitor shall be
between 0 and 49 Celsius degrees’.

3.3. Structured Textual Requirements Specification

Using the RAT tool as a plug-in (Figure 6), an engineer can specify textual requirements
on Arcadia/Capella diagrams based on SES ontologies and using NLP. These requirements
are linked to diagram elements such as functions of a System Functional Breakdown
diagram or components of a Logical Architecture diagram. NLP features analyse the
content of textual requirements to determine, e.g., whether they match an established,
recommended specification pattern.
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Figure 6. Requirement specification on Capella with RAT.

Writing requirements can be a challenging task that requires familiarity with, e.g., the
appropriate vocabulary, specification structures, and measurement units determined for a
project, and with quality standards or regulations to conform to. As a solution, RAT is a
valuable tool that can assist in creating requirements specifications. By offering a collection
of best practices, RAT guides engineers in selecting the most suitable content and ensuring
proper grammar for their requirements, according to the Terminology, Conceptual Model,
and Patterns of an ontology. Additionally, RAT generates real-time quality reports (based
on the Inference Rules part) that identify possible issues in the requirements, reducing the
need for time-consuming V&V, peer-review, and double-checking.

The patterns that RAT exploits can be easily tailored and managed through integra-
tion with Knowledge Manager, including those patterns defined for reliability and safety
requirements during Ontology development. If new patterns are generated and transferred
to the production environment, RAT can detect them, allowing authors to use them im-
mediately. Furthermore, RAT can suggest new patterns or modifications to existing ones,
alerting knowledge architects who can either approve or reject these suggestions. These
features exploit NLP.
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By utilising RAT for requirements specification, a structured specification can be
developed and aligned with the content of ontologies. This helps to ensure that, e.g., the
reliability requirements associated with diagram elements are of high quality. RAT can
use off-the-shelf quality metrics (Inference Rules) provided by RQA to perform on-the-fly
analysis, e.g., about possible ambiguities, imprecisions, or inconsistencies in a requirement,
as a rule-based intelligent system. The metrics can be enabled or disabled as needed,
depending on the Capella elements where RAT is being used. Additionally, the use of RAT
may lead to the refinement of ontologies, as requirement authors can identify elements that
are missing in an ontology, potentially causing quality issues such as the absence of domain
concepts. More details about the definition and usage of RQA requirements quality metrics
can be found in other publications, e.g., [72].

Reliability-related information can be added through requirements using RAT to the
following Arcadia/Capella diagrams and elements:

e  Operational Capabilities diagram: Operational Capabilities.
e  Operational Activity Interaction diagram: Operational Activities, Interactions.

Operational Activity Breakdown diagram: Operational Activities.

Operational Architecture diagram: Operational Activities, Operational Entities, Interactions
Class diagram: Classes, Associations.

System Functional Breakdown diagram: System Functions.

System Architecture diagram: System Functions, System Components, Component Exchanges.
Logical Functional Breakdown diagram: Logical Functions.

Logical Component Breakdown diagram: Logical Components.

For the IFE system, RAT can be used to specify requirements for the power, voltage,
and current of Connecting Units (physical component), and to associate the requirements
with diagram elements. These requirements can be found in rules related to airworthiness
of products, parts, and appliances [64]. In addition, according to DO-178C, the requirements
should be analysed for ambiguities, inconsistencies, and undefined conditions. RAT can be
used for such an analysis.

3.4. Traceability Management

For Traceability management, it may be necessary to handle connections between
(a) Arcadia/Capella diagrams or their individual components and (b) other system arte-
facts of different types (such as requirements or design artefacts) and in various formats
(such as models, documents and spreadsheets produced with other tools), as well as be-
tween elements of Arcadia/Capella diagrams. This includes traceability management for
reliability-related information. The types of relationships can be defined within an ontol-
ogy’s Conceptual Model. Artefact semantics is also considered for traceability purposes.

Traceability Studio enables system engineers to manage various types of system arte-
facts, ranging from high-level goals and requirements to system or subsystem requirements,
risks, and verification actions. In addition, through its connectivity capabilities and based
on the Formalisation part of its ontologies, SES can import data from external tools and
artefacts, including SysML/UML models, simulation models, MS Excel worksheets, MS
Word documents, and requirements managed in various types of repositories (DOORS,
Teamcenter, Polarion. . .) [15]. NLP is used when importing text, e.g., to transform it into
SES data format according to patterns. As a result, textual artefacts will be represented in
a semantically rich format that does not consider non-meaningful details of the artefacts,
such as articles.

Given the large number of different sources involved in a complex systems engineering
project, maintaining traceability among all the elements is crucial for project success and
often required by standards, guidelines, best practices, or recommendations. Therefore,
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SES provides mechanisms to specify all the system artefacts of a project, including models,
physical documents, and other types of containers of engineering work products, and
to define the different semantics of the traces to be created between the items contained
in those elements. This can be accomplished without opening the source tool used to
create and manage the items involved. Traceability Studio offers the possibility to create a
Module Map, which is a graphical representation of the structure of a traceability project.
Traceability Studio also has the capability to suggest new traces by analysing system
artefacts (based on the Inference Rules part of an ontology) and allows users to generate
an Impact Analysis. The suggestions can consider the terminological, semantic, and
structural similarity of the artefacts according to the content of an ontology, among other
characteristics. Thresholds can be specified to determine how similar two artefacts must be
to suggest that a relationship could exist between them. Trace suggestion is part of the SES
inference mechanisms.

As an example, ‘realizes’ is a relationship type for the IFE system (Figure 7) that can
be employed to establish links between Arcadia/Capella diagram elements and reference
requirements [64] in an Excel file. These reference requirements may include reliability
ones, e.g., “If a component of the IFE system is designed to transmit the necessary safety
information (e.g., the passenger briefing), any replacement system should also fulfil the
safety objectives mandated for that function.” Specific relationship types to consider for
compliance with DO-178C include those between system requirements allocated to software
and high-level requirements, high-level requirements and low-level requirements, low-level
requirements and source code, and software requirements and test cases.

3.5. Model Quality Analysis

Low-quality system artefacts during the concept and design stages of a project can
result in rework, additional expenses, delays, and potentially significant consequences if
not detected, in addition to system reliability issues. To avoid these problems, RQA is
a rule-based intelligent system that automates the process of inspecting and analysing
different types of system artefacts, reducing the effort of quality reviews.

To analyse the quality of Arcadia/Capella diagrams in SES, diagram data, including
reliability data, can be imported (Formalisation part of an ontology). First, a connection
must be established between SES and an ontology that serves as the basis for the analy-
sis. Second, it is necessary to connect Capella and SES. RQA can then utilise data from
Arcadia/Capella diagrams (Figure 8) to automate the process of inspecting and evaluating
diagram quality. After importing the data, a quantitative analysis of the quality can be
performed using various existing metrics and measurement procedures in RQA (Inference
Rules part of a SES ontology, based on elements of other parts of the ontology). The content
of the Terminology, Conceptual Model, and Patterns of an ontology is also used, as well
as NLP, when analysing textual artefacts. NLP functionality can distinguish the different
elements of textual artefacts, classify the elements according to their semantics, disregard
those elements that do not contribute to establishing semantics (e.g., articles), match the
artefacts with patterns, and reason from all these aspects to evaluate artefact quality, among
other features.

The evaluations with RQA primarily involve text analysis based on ontology content,
such as identifying the use of certain terms and patterns, according to industrial recom-
mendations and best practices. Appendix B lists all the characteristics (30) that are already
covered by default in RQA and can be checked for quality analysis of Arcadia/Capella
diagrams, such as Ambiguous universal keywords (e.g., “all”, “any”, or “both”), escape
clauses (e.g., “when possible”, “if necessary”, and “and so on”, whose use is an indicator
of imprecision, ambiguity, and non-verifiability) and passive voice (as an indicator of
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imprecision and ambiguity). Early identification of the associated issues is essential for
system reliability. Missing them might result in incorrect or incomplete implementation of
required functions, e.g., as a consequence of an ambiguous system specification.
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Figure 7. Traceability Studio screenshot.

The information included in the viewpoints can also be analysed to check its consis-
tency, e.g., between the reliability information of a component and the reliability infor-
mation of its sub-components. To this end, a property consistency metric can be created
in RQA to compare the values of (reliability) properties extracted from the elements of
Arcadia/Capella diagrams. For example, it must be ensured that the expected failure rate
or mean time between failure of a sub-component ensures that the expected failure rate or
mean time between failure of its parent component can be achieved.

Users can enable or disable metrics for element types whose quality needs to be
evaluated. For instance, when evaluating the quality of an operational capability, it might
be necessary to enable metrics that detect the use of passive voice or vague verbs. But if the
user wants to measure the quality of a logical or physical component, these metrics will
most likely not be useful because of how they are usually named (without verbs). In this
case, metrics that, e.g., evaluate readability or check the text length might be enabled.
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Figure 8. Data from Arcadia/Capella diagrams imported into SES.

For further quality analysis, V&V Studio supports manual assessment by allowing en-
gineers to create and perform other specific V&V actions via various means, e.g., checklists
with items related to Arcadia/Capella projects and diagrams. This feature can also be used
to create checklists for assessing compliance against engineering and assurance standards,
which can serve as assurance evidence [53].

As an example, it is possible to evaluate for the IFE system whether its operational
capabilities follow the pattern verb-object, such as ‘Provide Video Gaming Services’. For a
DO-178C checklist, items to consider may include checking whether interface, performance,
and reliability requirements have been specified, among other criteria. Figure 9 shows an
overview of quality analysis results for the individual elements of the Arcadia/Capella
diagrams of the IFE system. RQA qualitatively rates the quality as low, medium, or high,
representing this with one, two, or three stars, respectively. Quality (thus star) rating is
based on quantitative quality scores that RQA provides. We use RQA default criteria on
what low, medium, and high quality are, e.g., based on the weight assigned to different
quality metrics, but users can tailor them. These analyses can contribute to confirming
characteristics that DO-178C requires for requirements and architecture artefacts, such as
accuracy, consistency, verifiability, and conformance to standards.

Finally, it is important to mention that model quality analysis with RQA complements
Capella Validation Rules. Capella provides a diagram validation feature that executes a
set of rules to analyse certain characteristics of Arcadia/Capella diagrams, e.g., that the
elements have a name, that the names of the elements are not repeated in the same scope,
that the elements are associated with others, and the consistency between some elements
of the different Arcadia steps. The set of rules to execute can be customised.
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Figure 9. Arcadia/Capella diagram quality analysis with RQA: overall results.

4. Approach Validation

This section presents how we have validated the approach that combines MBSE and
KCSE to design reliable systems in practice. We have applied the approach to different
existing systems, considering system modelling with Arcadia/Capella and system informa-
tion management with SES (including Al-based features), and taking into account system,
software, and hardware aspects. Such validation can be regarded as case study research [73].
This type of research aims to investigate contemporary phenomena within their real-life
context, especially when the boundary between the phenomena and the context cannot
be clearly specified. Case study research is typically exploratory and flexible and uses
qualitative data as the primary source.

The goal of the validation was to evaluate the effectiveness of the approach that com-
bines MBSE and KCSE to design reliable systems. Two research questions were formulated:

e  RQI: How can the approach be applied to design specific systems?
e  RQ2: Can the approach be a feasible means to design reliable systems?

The next sections present the design, the results, and a discussion of the validation.

4.1. Design

The design used to answer the research questions consisted of three elements:
(1) selection of relevant and representative systems as MBSE case studies; (2) combination
of MBSE and KCSE in the case studies to design reliable systems, and; (3) collection of
feedback from practitioners about the combination.

We applied the approach to the following systems:

1.  The IFE system (introduced in Section 3).

https:/ /doi.org/10.3390/app16052179


https://doi.org/10.3390/app16052179

Appl. Sci. 2026, 16,2179

18 of 34

Level Crossing Traffic Control [14]: A level crossing is an intersection where a railway
line crosses a road or path, or in rare situations an airport runway, at the same level, as
opposed to the railway line crossing over or under using an overpass or tunnel. Level
crossings account for many of the catastrophic train accident risks on railways. The
reliable and safe design, management, and operation of level crossings can reduce the
risks, have a positive effect on user behaviour, and so reduce the number of fatal and
serious incidents.

Environment Observation Link to Earth (EOLE) [74]: EOLE is a sounding weather
balloon system, whose main goal is to provide meteorological data for various scien-
tific users. The EOLE system missions are: (a) to collect weather data (atmospheric
pressure, temperature, humidity. . .) on demand, or according to a predefined sched-
ule; (b) to capture aerial images; (c) to transmit the captured data to a ground station
in real-time, and; (d) to propose a subscription mechanism for weather operators.
Nutrition Care System [75]: Patients with chronic disease processes are often mal-
nourished on admission to hospital or healthcare facilities. The system deals with the
interaction between the patient and various healthcare entities and the definition of
patient nutrition care objectives.

Arduino Mega2560Rev3 Microcontroller board [76]: It is a microcontroller board with
54 digital input/output pins, 16 analogue inputs, 4 hardware serial ports, a USB
connection, a power jack, and a reset button, among other characteristics. The board
contains everything needed to support the microcontroller. It can be simply connected
to a computer with a USB cable or powered with an AC-to-DC adapter or battery to
get started.

Hybrid Sports Utility Vehicle (SUV) [76]: A Hybrid SUV car consists of different struc-
tural components, such as the engine, body, suspension, gearbox, etc. Its structure,
subcomponents, and functions to be performed can be modelled, e.g., the acceleration
function, the braking function, the vehicle traction, or how the wheels are assembled.
Temperature War [77]: The Temperature War project aims to define, specify, design,
build, and run a hardware/software system capable of managing the ambient tem-
perature around itself. The system will operate in the same physical space as other
similar systems. The objective of the Temperature War project is the development of
a system capable of maintaining its surrounding environment between previously
defined thresholds, assuming that the temperature can be affected by the operation of
similar systems within its proximity, or by the activity of controlled external agents. It
is a system that The REUSE Company (SES developer) uses for testing and product
demonstration purposes.

Neuromuscular Transmission (NMT) controller [17]: An intelligent infusion controller
for vital signs is a medical device that monitors specific vital signs parameters (e.g.,
blood pressure or NMT) to be regulated. It also infuses, at regular intervals, an up-
dated drug dose value in order to achieve a specific target value for the physiological
value under control. This device aims to use a very innovative technology to sup-
port the anaesthesiologist in measuring muscle relaxation during an operating room
intervention. It corresponds to an industrial use case of the VALU3S project.

The criteria for system selection were availability of diagrams and information, cover-

age of system, hardware, and software aspects, and coverage of different
application domains.

In addition, we considered these standards applicable to the selected systems:
Automotive: ISO 26262 [4] (Functional safety of road vehicles).
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Avionics: ARP 4754 [78] (Development of civil aircraft and systems), DO-178C [3] (Soft-
ware of airborne systems and equipment), and DO-254 [79] (Airborne
electronic hardware).

Healthcare: IEC 62304 [80] (Medical device software), ISO 13485 [81] (Quality manage-
ment systems of medical devices), and ISO 14971 [82] (Application of risk management
to medical devices).

Railway: EN 50126 [83] (Reliability, availability, maintainability, and safety of railway
applications), EN 50128 [5] (Software for railway control and protection systems), and
EN 50129 [84] (Safety-related railway electronic systems for signalling, communication,
signalling, and processing systems).

The generic IEC 61508 standard [85] (Functional safety of electrical/electronic/
programmable electronic safety-related systems).

Finally, we presented the approach and its application to the staff of The REUSE

Company, SES users, iRel40 industrial partners, and VALU3S industrial partners.

4.2. Results

Table 1 summarises the application of the approach and its results for the different

systems addressed. System modelling, Ontology development, and Model quality analysis

were performed for all the systems, whereas Structured textual requirements specification

and traceability management were performed for three systems. Different standards have

been considered for each system, according to its application domain. The next paragraphs

outline the results for each approach activity.

Table 1. Summary of the application of the approach.

Structured - Model
Systel.n Ontology Textual Regs. Traceability Quality Standards
Modelling Dev. Spec Management Analysis
i&j&ag;;r;s Yes Yes (diagrams ARP 4754,
IFE system a licgble to Yes (applicable to and 103 Yes DO-178C,
PP 1) 16 diagrams)  requirements) DO-254,
Level 1(3]21:1;?5;;“:; EN 50126, EN
Crossing a liclz: ble to Yes No No Yes 50128, EN
Traffic Control ~ “PP7 6 50129
29 diagrams ARP 4754
EOLE system (V1ewp01nts Yes No No Yes DO-178C,
applicable to DO-254
12)
13 diagrams
Nutrition (Viewpoints 150 13485,
Care System  applicable to Yes No No Yes IEC 62304,
5) ISO 14971
21 diagrams
Arduino (Viewpoints Yes No No Yes IEC 61508
board applicable to
20)
17 diagrams
Hybrid SUV ~ (Yiewpoints Yes No No Yes 150 26262
applicable to
7)
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Table 1. Cont.
Structured - Model
Systel'n Ontology Textual Regs. Traceability Quality Standards
Modelling Dev. Management :
Spec. Analysis
Temperatur (%?ljvgra;?: Yes Yes (diagrams
N F‘;\E]}aj ure a el. 51(;1 tf) Yes (applicable to and 484 Yes IEC 61508
PP ICZ) € 3 diagrams)  requirements)
7 diagrams Yes  Yes 1SO 13485,
NMT (Viewpoints : (diagrams and
troll licable t Yes (applicable to 4 Yes IEC 62304,
controfier — appucable to 3 diagrams) . 15O 14971
4) requirements)

For System modelling, we considered Arcadia/Capella diagrams and how the view-
points could be used:

e  The diagrams of the IFE system and Level Crossing Traffic Control are publicly avail-
able for download [14].

e  The diagrams of EOLE and the Nutrition Care systems were reproduced from their
main sources ([74] and [75], respectively).

e The diagrams of Arduino and Hybrid SUV were created from available SysML
ones [76].

e  The diagrams of Temperature War were provided by The REUSE Company.

e  Thediagrams of the NMT controller were created as a part of the work for the industrial
use case of the VALU3S project.

Appendix C lists all the diagrams of the systems. All the Arcadia steps and main
diagram types (Section 2.1) were considered, as well as some additional diagram types.
For the data in the viewpoints, we either used data from existing component specifications
(e.g., [86,87]) or decided upon values that would be representative. Figure 10 shows a
Physical Architecture diagram for the Arduino board, including viewpoint data.

In Ontology development, we developed ontologies with the terms, acronyms, and
relationship types of the standards taken into account for each system. For example, for
the Hybrid SUV, we created an ontology of ISO 26262 with 185 terms, 105 acronyms, a PBS
structure (in the Conceptual Model part), and 10 relationship types.

Structured textual requirements specification was addressed for the IFE system (see
example in Section 3.3), Temperature War (Figure 11), and NMT controller. We used sets of
available system requirements for their specification, analysis, and improvement with RAT,
considering specification patterns (available in SES and added) and requirements quality
metrics (e.g., about the use of will, must, or shall in the text of the requirements and the use
of vague terms).

Similar to the previous activity, traceability management dealt with Arcadia/Capella
diagrams and textual requirements (in Excel) of the IFE system, Temperature War, and NMT
controller (Figure 12). We specified traces for them, considering the trace types (relationship
types in Knowledge Manager) indicated in the standards. In addition, we used Traceability
Studio functionality for automated trace discovery and for change impact analysis.

The Arcadia/Capella diagrams of the systems were imported into SES for Model
quality analysis. The results from the analysis with existing RQA metrics indicated that
the overall quality of the diagrams was high. Nonetheless, a few possible issues were
detected, e.g.:
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e  The length of the description of most of the diagram elements was not adequate

(no description).

e In Level Crossing Traffic Control, the comment “A train leaving should not be delayed

more than 5 mn” uses “should” (imprecise modal verb), “not” (ambiguous), passive
voice (imprecise indication), and “mn” (not in the ontology as a measurement unit).

e In Temperature War, the operational capability “Temperature Regulation” does not
follow the pattern verb + object.
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Regarding the checklists, we analysed the coverage of the items identified in the
standards related to the requirements and design system lifecycle phases, including re-
quirements and design verification.

Finally, for feedback collection, the approach and its application were presented to tens
of practitioners at different events and meetings. Staff of The REUSE Company, SES users,
and iRel40 and VALU3S industrial partners provided positive feedback on the feasibility
of the approach. Consultants and users of Arcadia/Capella and of SES confirmed the
alignment of the approach with how the solutions were used, acknowledging that their
combination could be beneficial to design reliable systems. In addition, the practitioners
showed particular interest in how Capella had been extended, as well as in the integration
and execution of the different activities of the approach in SES. They also asked about how
the approach could be adapted to specific project needs and settings, such as the execution
of some systems engineering or compliance management tasks with other tools.
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Figure 12. Traceability management with Traceability Studio for the NMT controller.

4.3. Discussion

This section discusses the answers to the research questions formulated, the validity
of the approach, and how it has been applied.

4.3.1. Application of the Approach (RQ1)

We have successfully applied the approach on eight systems that cover five different
application domains (aerospace, automotive, healthcare, railway, and generic system) and
11 standards, considering tens of diagrams, of knowledge elements, of reliability properties,
and of analysis possibilities. System, software, and hardware reliability aspects have been
taken into account. Based on the data available about the systems, some activities of the
approach have been performed for all the systems, and others only for a few. The systems
and their components have been modelled with Capella, and reliability information has
been specified via viewpoints. Ontologies have been developed with Knowledge Manager
from the knowledge available in standards. Structured textual requirements have been
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added to Arcadia/Capella diagrams with RAT. Traceability between Arcadia/Capella
diagrams and requirements in spreadsheets has been managed with Traceability Studio.
Finally, the quality of Arcadia/Capella diagrams has been analysed, and possible quality
issues have been identified with RQA and V&V Studio.

For the application of the approach, it is important to note that it might vary among
systems and projects. Some activities of the approach might be executed in a different
way or not executed. For example, depending on the needs of the systems and projects,
compliance with standards might not be required. This affects Ontology development,
Traceability management, and Model quality analysis, which use or can use knowledge
from standards. Depending on the settings of the systems or projects, other tools might
be used for, e.g., textual requirements specification or traceability management (DOORS,
Polarion, PTC Integrity, Reqtify. ..). Such variations and adaptations are common needs
and have been discussed for systems engineering toolchains (e.g., [2]).

4.3.2. Feasibility of the Approach (RQ2)

We argue that the approach can be a feasible means to design reliable systems. As
discussed above, we have been able to apply it to different systems, considering their
reliability characteristics. In addition, practitioners’ feedback has been positive in relation
to approach feasibility and to its link with their MBSE or KCSE practices. These prac-
titioners came from different sources, e.g., The REUSE Company and the VALU3S and
iRel40 projects.

Nonetheless, some aspects of the feasibility of the approach deserve some further
discussion. There are important dependencies with the knowledge about and expertise in
MBSE with Arcadia/Capella and KCSE with SES. For example, effective quality analysis
with RQA might not be straightforward for novice users because of the background that it
requires about ontology development and usage, and about quality analysis configuration.
These aspects need to be considered so that the approach is actually feasible. In addition,
the actual reliability of the systems would need to be confirmed at operation time. The
approach supports the execution of specification and analysis actions at early development
stages to ensure that a system will be reliable. Regarding effort and costs in applying the
approach, SES usage requires an additional engineering effort when compared to other
tools, as well as specific training. Nonetheless, such aspects are expected and even required
when engineering, e.g., safety-critical systems, for which ensuring the quality of the systems
(including their reliability) and of system specifications is a must. This is necessary for
compliance with engineering and assurance standards. Overall, the approach and its
application are aligned with what practitioners in general and users of Arcadia/Capella
and of SES in particular regard as cost-effective practices.

Last but not least, when comparing the approach and its application with existing
solutions, quantitative differences exist. Among them, it can be highlighted that such
solutions have not considered:

1.  Alarge set of reliability and environment aspect attributes when modelling systems
(24 in our approach).

2. The extent to which various system-, reliability-, and standard-specific terms, semantic
aspects, and patterns must be considered in ontology development for reliable-system
design (tens of elements when applying our approach).

3. How many types of Arcadia/Capella diagrams and elements can benefit from their
integration with RAT for reliability requirement specification (nine diagrams and
15 diagram elements in our approach)?
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4. Different artefact types that can be used for advanced traceability management to-
wards system reliability (tens of types in our approach, including all the types of
Arcadia/Capella diagrams and elements).

5. The identification of specific metrics for reliability-oriented model quality analysis
(30 in our approach).

Therefore, we consider that our approach is a more feasible means than prior work in
order to design reliable systems in practice in the context of MBSE and KCSE, and more
specifically, combining Arcadia/Capella and SES.

4.3.3. Validity

We discuss validity according to the aspects proposed by Runeson et al. for case study
research [73].

We consider that construct validity is largely ensured because of the adequacy of
the systems on which the approach that combines MBSE and KCSE to design reliable
systems was applied. They correspond to real and representative systems whose reliability
must be ensured. The standards considered are also relevant in industry. The threat of
mono-method bias could be addressed in the future by conducting experiments that study
the use and benefits of the approach, e.g., more accurate requirements specification and
diagram quality analysis.

An aspect that affects internal validity is that we, the researchers, were mainly respon-
sible for approach application. We have background on MBSE and KCSE, which impacts
the results. They would most likely be different for novice users, who would need exten-
sive training on MBSE, KCSE, Arcadia/Capella, and SES to reach our level of expertise.
A key aspect to effectively use SES is to understand how ontologies are developed (e.g.,
considering different parts) and later used for different KCSE tasks. Another threat is the
existence of a relationship with the practitioners who provided feedback on the approach,
which can result in a more positive (or more negative) opinion about the approach based on
their knowledge about and experience with our work. The opinions might also be different
from practitioners who apply the approach as a whole, instead of, e.g., practitioners with
great experience, mostly with some parts, such as system modelling with Arcadia/Capella
or KCSE with SES.

In general, case study research does not aim to broadly generalise its findings, which
impacts external validity. However, our findings are expected to be applicable to system
design in situations similar to those in the systems considered, e.g., for systems with similar
characteristics and from the same application domains. We also argue that the broad
scope of the application of the approach, considering different systems, standards, and
application domains, contributes to external validity. It is not common for papers report
the validation of some technology with eight systems. Another aspect that contributes
to external validity is the fact that Arcadia/Capella and SES have been and are used in
different projects, systems, and application domains.

Regarding reliability, our involvement in the approach application affects it. Other
people might obtain different results, e.g., when modelling the systems. Nonetheless, we
also consider that the degree of detail provided when describing the approach and its
application contributes to reproducibility. The lack of a more structured way for feedback
collection, e.g., through a predefined questionnaire, affects reliability. Higher priority
was assigned to ease feedback provision by practitioners with less formal means, e.g., at
meetings of the VALU3S and iRel40 projects with all the partners.
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5. Conclusions

It is a must nowadays in many application domains to ensure the reliability of software-
intensive systems and to start addressing it at early system lifecycle phases. As support,
we have described an approach that combines two industrial practices: MBSE with Arca-
dia/Capella and KCSE with SES. The approach further exploits Al via knowledge manage-
ment, NLP, and reasoning capabilities, enabling ontology-driven representation of system
and reliability knowledge, automated inference, and semantic traceability analysis.

The approach consists of five activities: (1) System modelling with Arcadia/Capella;
(2) ontology development with SES; (3) structured textual requirements specification on
Capella with SES; (4) traceability management with SES (including traceability of Arca-
dia/Capella elements), and; (5) model quality analysis for Arcadia/Capella diagrams with
SES. The activities take different pieces of reliability information into account, enabling
and supporting the specification and analysis of this information and its association with
different elements. Specifically, engineers can (1) use two new viewpoints to specify re-
liability data in Arcadia/Capella diagrams, (2) include reliability-related concepts and
relationships in ontologies, (3) specify textual reliability requirements in a structured way
and integrate them into Arcadia/Capella diagrams, (4) create links between reliability-
related information and other system artefacts, and (5) conduct model quality analyses that
consider reliability aspects. This can be regarded as new reliable system design principles.
The approach also addresses compliance with standards, mostly from the development of
ontologies that include knowledge from the standards.

We have validated the approach with eight systems from different application domains.
We have also presented the approach and its application to tens of practitioners and
collected their feedback, which has been positive. These actions have allowed us to show
how the proposed combination of MBSE with Arcadia/Capella and KCSE with SES can be
used to design specific systems and that the combination can be a feasible means to design
reliable systems in practice.

Thanks to the approach, MBSE with Arcadia/Capella and KCSE with SES can benefit
from each other, and specifically for reliable-system design. Arcadia/Capella can benefit
from new viewpoints, from ontologies, and from Al features in different systems engineer-
ing tasks, whereas SES can benefit from the integration with a model-based means whose
adoption is growing and whose diagrams and diagram elements can be used in different
KCSE tasks. Arcadia/Capella and SES are generic engineering environments applicable
to different purposes, such as security-critical system engineering. The approach enacts
a feasible combined use of MBSE and KCSE to design reliable systems in practice. This
is arguably the main outcome of our work, in addition to the validation results and the
corresponding evidence of the effectiveness of the approach. No prior work has effectively
combined Arcadia/Capella and SES for reliable-system design, has addressed specifica-
tion and analysis of reliability needs with MBSE and KCSE to such a large extent, or has
validated its results with so many different systems. This includes validation with both
well-known, reference industrial systems (e.g., IFE systems) and real ones (e.g., the NMT
controller). The approach further builds on mature industrial solutions and provides new
means aligned with how the solutions are already used for large, complex critical systems.

In the future, it would be useful to define new, specific quality metrics for Arca-
dia/Capella diagrams and to implement them in SES. It would also be interesting to study
the application of the approach on further systems, especially in collaboration with Capella
users and SES users, and considering third-party feedback or independent user studies.
The design and execution of experiments that provide further evidence of the benefits
of the approach, e.g., for reliability issue detection with RQA vs. via traditional manual
reviews, would be valuable as well. Other recommendations for future research include
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the application of different Al techniques (e.g., generative Al or agents) in the combination
of MBSE and KCSE and the extension of the approach towards solutions that address and
analyse reliability in other lifecycle stages (e.g., at runtime) and with further means (e.g.,
digital twins).
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Appendix A. Reliability Attributes and Environmental Aspect Attributes
for System Modelling

Reliability attributes considered:

Reliability: probability of success at time t, which is denoted R(t).

MTBEF: Mean Time Between Failure.

MTTEF: Mean Time to Failure.

MTTR: Mean Time to Repair.

FIT: Failures in Time.

Failure Rate: failure/t.

MTBMA: Mean Time Between Maintenance Actions.

e  MTBUR: Mean Time Between Unscheduled Removal.

e Availability: probability that the system is applicable for use at a given time.

e  Maintainability: probability that a system or system element can be repaired in a
defined environment within a specified period of time.

e  ROCOF: Rate of occurrence of failure. The number of unexpected events over a specific
time of operation.

e  POFOD: Probability of Failure on Demand. Possibility that the system will fail when a

service request is made.
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PPC: Planned Maintenance Percentage. Percentage of time spent on planned main-
tenance in contrast to unplanned maintenance tasks. PPC = (Planned maintenance
time/Total maintenance time) x 100.

Probability of survival, for a specific period of time t.

Probability of success, independent of time.

Life Time.

Environmental aspect attributes considered:

Temperature

Humidity

Voltage

Vibration

Weather (wind, rain, snow)
Pressure

Ambient Light

Operator Skills

Appendix B. Quality Analysis Characteristics

Characteristics that can be checked for quality analysis of Arcadia/Capella diagrams:

Ambiguous universal keywords, e.g., “all”, “any”, or “both”.

Combinators out of the condition block, because the use of, e.g., “and”, “or”, “unless”,
and “but also” can be ambiguous and show lack to atomicity.

Convention for logical expression forms, because the use of “and/or” is ambiguous.

Element description length, for clarity and understandability.

Element name length, for clarity and understandability.

Escape clauses, such as “when possible”, “if necessary”, and “and so on”, whose use
is an indicator of imprecision, ambiguity, and non-verifiability.

A

Flow sentences, because terms such as “although”, “as well as”, “except”, and “unless”
should be avoided to ensure the consistency of a specification.

Imprecise modal verbs, because the use of “should”, “might”, and “may” might result
in imprecise and ambiguous sentences.

Imprecise quantifiers, such as “a lot of”, “hundreds of”, “portions of”, and “plenty of”.
Inadequate unit for a characteristic, because otherwise a specification would be inaccurate.
Incorrect punctuation, for non-ambiguity.

Incorrect spelling, for non-ambiguity.

Indefinite articles in front of an agent, because “a” and “an” should not be used
for accuracy.

Mixing up different measurement systems, which indicate imprecision and inconsistency.
Multiple verbs, which show lack of atomicity.

‘Not” and other negative expressions, because they can result in confusion.

Numbers followed by units or noun qualifications, for accuracy.

Open-ended clauses, e.g., “TBD”, “etc.”, and “including but not limited to”, which are
imprecise, ambiguous, and non-verifiable.

Parentheses, as an indicator of imprecision and ambiguity.

Passive voice, as an indicator of imprecision and ambiguity.

Pattern matching metric for Noun structure, to ensure the use of suitable name struc-
tures for certain Arcadia/Capella diagram elements.

Pattern matching metric for Verb + Object, to ensure the use of suitable name structures
for certain Arcadia/Capella diagram elements.

Phrases that indicate the purpose, such as “in order to”, “so that”, and “thus allowing”,
which can be confusing.
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e  Pronouns to refer to nouns, which can indicate ambiguity and be inconsistent.

e  Readability, as an indicator of ambiguity.

e  Superfluous infinitives, e.g., “be capable of” and “be designed to”, as an indicator of
possible issues in clarity and understandability.

e Synonyms, because the use of the main term instead of synonyms contributes to
precision and consistency.

e  Temporal indefinite keywords out of the condition part, because terms such as “fi-
nally”, “almost always”, “in the end”, or “ultimately” can cause confusion or unin-
tended meaning.

e  Unachievable absolutes expressions, i.e., unrealistic, absolute, and non-verifiable
expressions such as “100% availability”, “always”, and “never”.

e  Vague terms, including adjectives (e.g., “small”, “typical”, “appropriate”, and “com-
mon”), adverbs (e.g., “usually”, “approximately”, and “sufficiently”), and verbs (e.g.,
“assist”, “facilitate”, and “manage”) whose use can lead to imprecision, ambiguity,

and non-verifiability.

Appendix C. Diagrams for Approach Validation
IFE System (111 diagrams)

- Operational Analysis

1 Operational Entity Breakdown diagram

1 Operational Capabilities diagram

1 Operational Activity Breakdown diagram
3 Operational Activity Interaction diagrams
2 Operational Process Description diagrams
2 Operational Architecture diagrams

1 Operational Entity Scenario diagram
- System Analysis

5 Model State Machine diagrams

1 Contextual System Actors diagram

2 System Functional Breakdown diagrams
9 System Functional Dataflow diagrams
5 System Functional Chain Descriptions
6 Functional Scenario diagrams

2 System Architecture diagrams

6 Exchange Scenario diagrams

1 Missions Capabilities diagram

1 Contextual Detailed Interfaces diagram
3 Class diagrams

2 Contextual Capability diagrams

2 Contextual Mission diagrams
- Logical Architecture

1 Logical Functional Breakdown diagram

10 Logical Functional Dataflow diagrams

5 Logical Functional Chain Description diagrams
1 Logical Component Breakdown diagram

6 Logical Architecture diagrams
- Physical Architecture

e 1 Physical Functional Breakdown diagram
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11 Physical Functional Dataflow diagrams

6 Physical Functional Chain Description diagrams
1 Physical Path Description diagram

2 Physical Component Breakdown diagrams

10 Physical Architecture diagrams
- End-Product Breakdown Structure

e 1 EPBS Architecture diagram
Level Crossing Traffic Control (102 diagrams)

- Operational Analysis

1 Operational Entity Breakdown diagram

1 Operational Capabilities diagram

3 Operational Process Description diagrams
4 Operational Architecture diagrams

5 Operational Entity Scenario diagrams

1 Capability Realisation diagram
- System Analysis

5 Model State Machine diagrams

2 System Functional Breakdown diagrams

9 System Functional Dataflow diagrams

9 System Functional Chain Description diagrams
1 Functional Scenario diagram

9 System Architecture diagrams

3 Exchange Scenario diagrams

1 Missions Capabilities diagram

1 Contextual External Interface diagram

9 Class diagrams
- Logical Architecture

2 Logical Functional Breakdown diagrams
5 Logical Functional Dataflow diagrams
1 Logical Functional Chain Description diagram

8 Logical Architecture diagrams
- Physical Architecture

e 1 Physical Functional Breakdown diagram
e 2 Physical Functional Dataflow diagrams
e 18 Physical Architecture diagrams

- End-Product Breakdown Structure

e 1 Configuration Items Breakdown diagram
EOLE system (29 diagrams)

- Operational Analysis

e 1 Operational Entity Breakdown diagram
e 1 Operational Capabilities diagram
e 3 Operational Activity Interaction diagrams
e 1 Operational Architecture diagram
e 1 Operational Entity Scenario diagram
- System Analysis

e 1 System Functional Breakdown diagram
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3 System Functional Dataflow diagrams

2 System Functional Chain Description diagrams
1 Functional Scenario diagram

2 System Architecture diagrams

1 Exchange Scenario diagram

1 Contextual Detailed Interfaces diagram

1 Contextual External Interface diagram

1 Class diagram

1 Model State Machine diagram

- Logical Architecture
e 1 Logical Architecture diagram
- Physical Architecture

1 Physical Functional Breakdown diagram

1 Physical Functional Dataflow diagram

1 Physical Functional Chain Description diagram
1 Physical Path Description diagram

1 Physical Architecture diagram

- End-Product Breakdown Structure
e 1 Configuration Items Breakdown diagram
e 1 EPBS Architecture diagram
Nutrition Care System (13 diagrams)

- Operational Analysis

1 Operational Entity Breakdown diagram

2 Operational Capabilities diagrams

2 Operational Activity Interaction diagrams
2 Operational Process Description diagrams

1 Operational Architecture diagram
- System Analysis

1 Model State Machine diagram
1 System Functional Dataflow diagram
1 System Architecture diagram

1 Missions Capabilities diagram
- Logical Architecture
e 1 Logical Architecture diagram

Arduino Mega2560Rev3 Microcontroller board (21 diagrams)

- Logical Architecture

e 1 Logical Component Breakdown diagram
e 3 Logical Architecture diagrams

- Physical Architecture
e 17 Physical Architecture diagrams
Hybrid Sports Utility Vehicle (17 diagrams)
- Operational Analysis

e 2 Operational Capabilities diagrams
e 2 Operational Activity Interaction diagrams

- System Analysis
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e 7 Model State Machine diagrams
e 1 Logical Component Breakdown diagram
e 5 Logical Architecture diagrams

Temperature War (9 diagrams)

- Operational Analysis

e 1 Operational Entity Breakdown diagram
e 1 Operational Capabilities diagram

- System Analysis

e 1 Contextual System Actors diagram
e 1 System Functional Breakdown diagram
e 1 Missions Capabilities diagram
e 1 Model State Machine diagram

- Logical Architecture

e 1 Logical Component Breakdown diagram
e 1 Logical Architecture diagram

- Physical Architecture
e 1 Physical Architecture diagram

NMT controller (7 diagrams)

- Operational Analysis
e 1 Operational Capabilities diagram
- System Analysis

e 1 System Architecture diagram
e 1 Model State Machine diagram

- Logical Architecture

e 1 Logical Component Breakdown diagram
e 3 Logical Architecture diagrams
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