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Abstract

Global health management is being overwhelmed by both health care and economic, and
quality aspects of health care. This is due to a number of factors, including the rising
incidence of chronic diseases, an ageing population and austerity of public spending by
some countries and states. Therefore, the use of information technologies in health is
necessary to maintain the sustainability of existing health systems, while at the same
time enabling governments to make financial savings. An example of this is the health
telephone lines, which provide self-care and health advice to patients outside working
hours, regulate patient access to health care, and reduce unnecessary demand for services.
Many countries in Europe have opted for these systems, and Austria is one of them since
the implementation of pilot systems for this service in several regions of the country a year
ago. Thus, the aim of this paper will be to analyse not only the benefits that these systems
can bring, but also the necessary conditions required for successful implementation, the
disadvantages that may arise, and the dilemmas and challenges posed by the use of this
type of telemedicine service. In addition, the different types of organisations involved in
this service in Europe will be studied, as well as the possible restrictions and the goals
obtained by each of them. Finally, the possibility of improving this type of service through

the incorporation of video teleconferencing will be observed.
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Zusammenfassung

Das globale Gesundheitsmanagement wird sowohl von der Gesundheitsversorgung als auch
von wirtschaftlichen und qualitativen Aspekten der Gesundheitsversorgung tiberfordert.
Dies ist auf eine Reihe von Faktoren zuriickzufiihren, darunter die zunehmende Zu-
nahme chronischer Krankheiten, die Alterung der Bevolkerung und die Sparsamkeit der
offentlichen Ausgaben einiger Lander und Staaten. Daher ist der Einsatz von Information-
stechnologien im Gesundheitswesen notwendig, um die Nachhaltigkeit der bestehenden
Gesundheitssysteme zu erhalten und gleichzeitig den Regierungen finanzielle Einsparun-
gen zu ermoglichen. Ein Beispiel dafiir sind die Gesundheitstelefonleitungen, die den Pa-
tienten auflerhalb der Arbeitszeiten Selbstversorgung und Gesundheitsberatung bieten,
den Zugang der Patienten zu und den Fluss der Gesundheitsversorgung regeln und die
unnotige Nachfrage nach Dienstleistungen reduzieren. Viele Lander in Europa haben sich
fiir diese Systeme entschieden, und Osterreich gehort seit der Einfithrung von Pilotan-
lagen fiir diesen Dienst in mehreren Regionen des Landes vor einem Jahr dazu. Ziel
dieses Papiers ist es daher, nicht nur den Nutzen dieser Systeme zu analysieren, sondern
auch die notwendigen Voraussetzungen fiir eine erfolgreiche Umsetzung, die Nachteile,
die sich daraus ergeben koénnen, sowie die Dilemmata und Herausforderungen, die mit
der Nutzung dieser Art von Telemedizin verbunden sind. Dariiber hinaus werden die
verschiedenen Arten von Organisationen, die an diesem Dienst in Europa beteiligt sind,
sowie die moglichen Einschrankungen und die von jedem von ihnen erreichten Ziele un-
tersucht. Schliefllich wird die Moglichkeit der Verbesserung dieser Art von Dienst durch

die Einbeziechung von Video-Telekonferenzen beobachtet werden.
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Chapter 1

Introduction

1.1 Background

Telehealth services are a crucial aspect of modern health care, and their use has increased
significantly in recent years. Telehealth, also commonly referred to as telemedicine, is
a set of methods to improve health care, public health and health education, using the
support of telecommunications technologies. Within the modalities of telehealth, different
modalities can be found such as synchronized live video, which can be used for both
consultation services and diagnosis and treatment; remote patient monitoring (RPM), to
transmit personal health and medical data from an individual to a provider in a different
location; and telephone health systems [Public Health Institute CCHP, [2014], where the

attention of this project will be focused.

One of the most prominent health telephone systems is the health helplines. These are
particularly popular because of the rapid, low-cost, and generally anonymous access to
health information and counseling they provide. They also provide a means of addressing
the problem of overcrowding in hospital emergency departments, a global problem that has
negative consequences for quality of care, efficiency and economy |[Rooney and Schilling,
2014]. In particular, it is argued that health helplines reduce the number of patients
coming to emergency departments with non-emergency conditions [Jensen and Crane,
2015, eliminating pressure on the service and allowing for better management of the

service.
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These health helplines offer services similar to primary care consultations, such as triage,
physical evaluation and treatment recommendations [Lopriore et al., 2017], but over the
phone, which means that the patient and provider are not face-to-face. This implies that

the triage performed by telephone must be more exhaustive.

Telephone triage is [Bunn et al., [2005] a process by which people with a health problem
receive counseling or are referred to another relevant service by telephone. It is often
conducted using a computer decision support system (CDSS) to assess, diagnose and
classify patients [Randell et al., [2007].

Thus, as we see the changing demographic landscape in countries around the world, with
the resulting increasing pressure on health care and social services, the need to develop
sustainable, high-quality and affordable health care becomes crucial. Governments have
therefore seen the use of telephone health systems as an opportunity to improve existing

health systems, save costs and improve the quality of care |Lopez and Blobel, 2015].

In this way, the concept of telephone nursing, described in [Kaminsky et al., |2009] as
the conduct of medical assessments by telephone, is introduced with the aim of support-
ing, strengthening and teaching callers, while at the same time referring them to the

appropriate level of care.

As long as the resources of the health centers are limited, telephone contacts with a nurse
or a qualified person will make it possible to arrange an appointment that is tailored to
the patient’s needs. So, the available acute appointment times can be used for those in
need of urgent medical care, while other patients can be advised about self-care or receive

an appropriate non-acute appointment time.

According to [Greenberg, [2009], the telephone nursing process includes three phases: infor-
mation gathering, to assess the caller’s needs; cognitive processing, to cognitively process
the information collected and determine the priority of the caller’s needs; and outcomes,

to meet the caller’s needs, including referral or counseling for another service.

By reducing the number of unscheduled visits through this referral of patients to ”the

appropriate level of care”, the goal of telephone nursing from an economic standpoint is
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to improve planning and make more efficient use of health resources |Marklund et al.,
2007], allowing savings in state health care. Telenursing can even prevent or reduce some
long-term inpatient stays, and since the state subsidy can amount to at least 50% of

inpatient bills, the state could save a great deal [Grandchamp and Gardiol, 2011].

As a result, these services are becoming an integral part of international health care, par-
ticularly in the United States, Canada (LINK), Australia (Health Direct), and the United
Kingdom (NHS 111), although the way they are conducted and organized is different
[Kumar and Snooks, [2011].

In addition, telenursing helps to promote primary care and to improve rehabilitation
and health maintenance processes, which helps to complement, deepen and intensify the
integration of health systems, with an emphasis on patients with chronic diseases who

experience the greatest treatment difficulties [Lopez and Blobel, 2015].

Research has shown that, as a result of the increase in the elderly population and the
number of bedridden people suffering from chronic diseases, telenursing should be used in
health systems as a tool to support care delivery, as it can address excessive demand
and mitigate the difficulties posed by geographical distances and transport problems
[Kawaguchi et al., [2004].

Not only does it help in the economic sphere, and in reducing the burden on healthcare
systems, but also in the more efficient use of the physician’s time, avoiding the demand
for unnecessary appointments and overcrowded waiting rooms both in health centers and

in emergencies.

On the other hand, these systems would also bring benefits for insurers. According to
research carried out in the Swiss healthcare context |Grandchamp and Gardiol, 2011], the
incorporation of compulsory access to telemedicine services into an insurance plan, so that
policyholders are obliged to call a medical call center before visiting a doctor, would save
costs for both the insurer and the insured, allowing monetary gain for both parts. Not
only would the average health expenditure be much lower than a conventional insurance
plan, but the patient would also save travel expenses, waiting time and lower levels of

anxiety due to the advice given by health professionals at the telemedicine call center.
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1.2 TEWEB "1450”

The possibilities that health telephone systems can bring to today’s society, both in the
economic field and in the efficiency and management of patients and available resources,
makes it essential to use them in today’s health systems as a bridge to achieve better

quality health care.

Thus, the use of health helplines is increasing, and one example of this is Austria. Since
2010, the question of how to deal with the already very tense emergency revenues has
been raised in Austria, and in this context, country comparisons and also the studies
themselves clearly stated that there is a need for action, as well as the possibilities of

telephone systems to solve such problems [Weik, [2016].

All Austrian federal states have highly developed emergency medical services and emer-
gency call services such as rescue and emergency medical services. However, there is no
first contact for health issues that do not lead to an acute health problem, causing a
large part of the population to use the emergency service incorrectly. Therefore, in 2016,
a health advice telephone service called TEWEB 71450” is being developed in Austria,
which aims to inform patients where they can receive the best medical care for their

specific problem, trying to provide them with the "best point of service”.

The TEWEB service ”71450” is described as the first point of contact for health issues
with transfer within the health system itself or as instructions for self-treatment, while

the existing emergency call system remains reserved for emergencies [Weik, [2016].

This telemedicine service was launched in the first quarter of 2017 in Vorarlberg, Vienna
and Lower Austria as part of a pilot project that could provide future assessments prior

to implementation at the national level.
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1.3 Aim

For the above reasons, and in view of the recent implementation of this system in Austria,
it is necessary to understand how these telephone services are structured in healthcare,
as well as the possible challenges, vulnerabilities and disadvantages that may arise from

their use, and which cannot be ignored for the proper functioning of this type of system.

This paper will first address the major problems and constraints that the implementation
of these services may cause, and which could affect patient safety. It will also analyze
the requirements and demands necessary for the implementation of these systems to be
feasible. The characteristics of these systems in the different European countries where
they are being developed will be presented below, as well as the objectives achieved in
each of them since their implementation. Finally, the possibility of incorporating video

systems as an improvement will be studied.
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Theoretical Framework

As discussed in the previous chapter, the benefits that the implementation of a health
telephone service can bring are extensive for different health care providers (medical staff,
insurance companies, the state, hospitals), as well as for achieving quality medical care
for the patient. In addition, it has been demonstrated over the years that the use of
telenursing and telephone services in the healthcare field is safe and effective |Lattimer
et al., [1998] [Wheeler et al., [2015].

On the one hand, they allow patients to receive care and self-care advice or remote
redirection, saving them time and money. On the other hand, this facilitates not only
comfort for the patient but also the possibility of reduced queues in the emergency room,
unnecessary appointments for doctors, keeping patients who do not need it out of hospitals
and financial savings for the state and insurance companies. Not only that, but the
opportunities it provides for citizens with chronic illness, reduced mobility or need for

follow-up could significantly reduce the number of hospitalizations.

It could therefore be said that this type of service is undoubtedly a step forward towards
the sustainability of current health systems, both financially and in terms of care. How-
ever, it must also be borne in mind that they have limitations and drawbacks, as well
as specific requirements for their implementation. Next, these aspects are analyzed and

must be taken into account when establishing this type of service.
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2.1 Disadvantages

Poor communication

Since the health care provider and the patient are not face-to-face during the consultation,
communication between them is essential, as it is the only way for the telenurse to obtain
information, carry out triage and make the most correct decision regarding the patient.
Thus, mishandling the conversation between the two could have a devastating effect on

patient safety.

The problems in the conversation can come from the patient (nervousness, a third person
such as a family member, language difficulties, problems in explaining the symptoms,
their behavior...), from the telenurse or part of the infrastructure equipment (software

failures, interruption of the telephone line, interferences in the call, equipment failures...).

On the part of the call handler, long working hours, short time for in-depth discussions
with patients or lack of education can lead to poor management of the practice, which in
turn can lead to the possibility of malpractice. According to [Rutenberg and Greenberg;,

2012], limited call time can result in stress, leading to deficiencies in telenurse productivity.

According to [Roing et al., 2013] one of the problems raised by Swedish telenurses was the
demanding, angry or anxious behavior of the caller. They also defined understanding and
communication with callers who had language problems as problematic. These situations
could create uncertainty. In addition, they reported that some conditions were almost
impossible to assess over the phone, as callers were not always able to describe their
symptoms effectively. The situation may be even more difficult when someone calls on

behalf of the patient, which happens quite often.

Controlling patient-related problems in the conversation is very difficult because each call
is a completely different case, however, controlling the aspects that can lead to a mishan-
dling of the conversation by the equipment or the telenurse can be avoided. Hence the
importance of educating call handlers and being as strict as possible with the installation

of the infrastructure.
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Misunderstood advice

This problem is closely related to the previous one, as it depends to a large extent on
the quality of the communication between the customer and the call handler. However,
it often has to do with the patient’s own interpretation. Therefore, a good understanding

between both parties must be essential.

While the telenurse may be thinking he or she is giving clear advice, the patient may be
interpreting it differently because of language the patient does not understand, ignorance
on his or her part, or a different view of the patient. Not being able to have eye contact
with the client means that the telenurse is not aware of a possible misunderstanding on

the part of the patient.

Lack of information

The first phase during the telenursing process is the collection of information by the health
care provider (symptoms, ailments, duration of the same...). The poor execution of this
first stage can be an impediment to achieving a good result of the consultation. This may
be due to the patient’s lack of explanation, the call handler’s failure to obtain half of the

information, or a lack of understanding between the two parts.

Studies have described how uncertainty is pervasive in health care and how both nurses
and physicians make decisions without all relevant information or knowledge of the posi-

tive outcome of decisions [Thompson, [2003] [Thompson and Yang, 2009].

In [Roing et al., 2013] some telenurses seemed to be aware of the risk of getting partial
information from callers. Sometimes, however, instead of seeking a deeper explanation
of the caller’s symptoms, telenurses simply accepted the patient’s situation and ideas.
Another recurring problem was the tendency of telenurses to focus primarily on the ”"here
and now” aspects, which prevented them from obtaining other information of interest
such as the person’s medical past and often made them gather insufficient background

information.
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Patient safety

According to the study |[Roing et al., [2013], issues affecting patient safety may be present

throughout the telenursing process: information gathering, cognitive processing and out-

come.

. . Public expectations
Surrounding society § Media coverage
Ongoing infections

- 2
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‘_
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Technical o
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organisation Lack of feedback

anertamty due to inability to see caller in person /
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Language problems /

Figure 2.1: According to Roing’s study, threats to patient safety can be divided into four
categories: threats related to the surrounding society, organization-related,
nurse-related, and caller-related (source: ﬂRoing et a1.|, |2013ﬂ)

Education

Lack of adequate knowledge and education, as well as experience in the medical field and
in the use of computers and software, can be a key drawback in the triage process. To
respond to individual customer needs, call handlers need clinical knowledge, knowledge
about how to maintain or manage health services, and knowledge about access to health

data and information.
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In situations of uncertainty, the call handler relies heavily on his or her own experience
and intuitive knowledge, suggesting that the quality of decision making is consistent with

the basic training and understanding of the call handler [Roing et al., [2013].

Unlike doctors and nurses, non-clinical call handlers do not have the ability and education
to act in a medical emergency situation, which can pose a very real threat to patient safety.
Just like a doctor, he or she has much more experience in the field of medical diagnostics

and interviews than a nurse.

Some studies have suggested that current tools, training and education do not adequately

prepare nurses for telenursing work [Valanis et al., [2003] [Giesen et al., [2007].

Technological challenges and need for technical assistance

Technical defects such as interruptions and sound interference, or faults in the software
used by call handlers can lead to deficiencies in the communication of the query. This
will cause complications and difficulties during the course of the telephone consultation.
For this reason, full technical support will be required during service hours to help with

any possible problems immediately.

Non face-to-face contact

One of the major impediments to telephone health services is the absence of physical
and visual presence between the health care provider and the patient. This makes this
type of service unsuitable for all types of clients, as there are many patients who are
strictly dependent on direct and on-site assistance, allowing for physical and visual med-
ical evaluation. Thus, the absence of face-to-face contact makes patients with cognitive
disorders and/or psychosocial problems unfit for this type of care, due to their inability to
maintain good communication and treatment with the call handler or healthcare provider
[Niederberger Burgherr], 2007].

10
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What may quickly be identified or diagnosed with the naked eye may be difficult for the

patient to describe and therefore lead to confusion.

High cost of equipment

This type of health telephone service requires large upfront investments that can be an

obstacle in terms of actual implementation [Hardin and Langford} 2001].

In addition, the costs of purchasing both technical equipment and professional staff may
be higher than anticipated during service implementation due to technical problems or
the need for additional staff.

Privacy and confidentiality concerns

Problems related to data security and patient privacy stem from the fact that the patient’s
medical record is being sent to a remote location electronically, which raises concerns
related to the exchange of information using servers, the network and databases for this

purpose.

In addition, the confidentiality of the patient’s clinical data can be a major dilemma in
the telenursing process and in health helplines because the calling customer gives a social
security number and a name but the call handler has no way of knowing if it is the right

person. Therefore, privacy breaches can occur.

11
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2.2 Requirements

Implementation requirements

To facilitate the implementation of telenursing, government and administrative authorities
must make management decisions, appropriate budgets, and move towards the implemen-
tation of specific policies, including the initiation of pilot programs in local municipalities

and the design of grant systems |[Kumar and Snooks, 2011].

The deployment and management of the programme should be a collective effort that
includes the clinical and technical leadership of the telemedicine team, with the imple-
mentation of pilot programmes that can change the work-flow of existing practices. There-
fore, planned and sensitive change management is critical to the successful introduction
of telemedicine services. Once the programme has become "live”, the telemedicine team
should use the data collected and surveys to review and discuss whether the programme

has met the strategic goals [Kornak, [2016].

Pilot programmes often fail to move to a higher level because of their failure. This may
be due to multiple problems such as [Kornak, |2016]: reimbursement, rural environments,
technical problems at remote sites, staff turnover, lack of patient interest, adoption prob-
lems, risk of neglect or security problems. For this reason, government support, including
legislation and the establishment of regulations, will be required and implementation tasks
will be a priority and clearly identified in the project plan. In addition, the management

and supervision of services will be necessary for quality control and service continuity.

Research requirements

Not only will it be necessary to promote administrative policy decisions, but scientific
data will also be required as a basis for assessing the effectiveness of telenursing, with the
aim of assessing the feasibility of the service depending on the conditions. This requires
practical research results from universities, research centers, and health care organizations
[Kumar and Snooks, [2011].

12
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Quality requirements

In order for the government to preserve the clinical quality of the service, it will need
to establish a solid internal structure in the state’s health system on telenursing policies
and procedures. For this purpose, it is required to carry out a strategic plan so that the
available services are used according to the needs of the patients, that is, to ensure that
only patients who need to go to the ambulance or emergency care service are referred,

and that when an alternative service is available, it is used.

Thus, to ensure that patients are redirected to the correct level of health care, and thus
preserve quality of service, linkages and collaboration with local health organizations,
primary care, emergency departments, ambulances, community-based services, and lo-
cal emergency care centers will be required. All this with the aim of promoting and
maintaining an integrated, high-quality and seamless system-wide response for patients,
developing a continuous understanding between the health needs of the population and

health services | Integrated Urgent Care Delivery Team | 2017].

In addition, the monitoring of services will also be crucial. A series of measures will be
agreed upon to monitor the quality of the system, which should be reported from time to

time to keep an exhaustive control of the condition of the service.

To monitor clinical standards and measure results, quality reports should be developed
that contain information related to incidents, complaints, call reviews from start to finish,
surveys, percentage of ambulances used, physician participation and availability, calls
offered, calls answered, percentage of calls abandoned, speed of response, clinical queues,

availability and utilization of resources.

This leads to the fact that telemedicine has many participants, and each has different
needs and expectations. Therefore, surveys and subsequent analysis will be an essential
factor to take into account. On the one hand, patients want effective and friendly care.
On the other hand, caregivers want effective consultation but are also interested in the
time they spend preparing and presenting a case. Finally, managers are concerned about
the length of the visit and the quality of the presentation |[Kornak, [2016].

13
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Consequently, a comprehensive assessment of telemedicine satisfaction must take into
account all perspectives [Viegas and Dunn, |199§]. To ensure the quality of the programme,
all participants should be surveyed and different opinions obtained on the effectiveness of

the consultation.

On the other hand, the data and operating measures collected are very important for
monitoring, designing the system and allowing the resilience of the service, since with
all this management information collected, it will be possible to allow the system to be
resilient and effective. This also includes the ability to plan for and respond to peak
demand. So these changes in demand will be planned and responded to ensure that the
service meets the desired performance levels | Integrated Urgent Care Delivery Team |

2017].

Education requirements

Telenursing is a new service technology and education systems should therefore be es-
tablished to teach telenursing and provide the necessary academic resources, including
the training of new staff in nursing informatics. This educational framework would also
require political action [Kumar and Snooks, 2011]. In addition, [Forslund et al. 2004]
argue that counseling, education, and feedback would give telenurses a greater sense of

security and reduce stress, enhancing service quality.

Therefore, it will be essential to carry out specialized training of all staff on the software
used and its operation, as well as correct telephone behavior and call handling, since even
through the use of CDSS (Computerized Decision Support Systems) that help decision-
making and facilitate the monitoring of standardized protocols, each patient who calls is
unique and situations vary [Roing et al., 2013, so it will be necessary for staff to have an

education specifically adapted for telephone consultations [Giesen et al., [2007].

14
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Social requirements

The distrust of telenursing compared to direct nursing on site can be a problem for the
development of telemedicine services. Therefore, it is considered a fundamental require-
ment that both health care providers and medical facilities, as well as patients, have a

good view and responsiveness of the health telephone systems.

The public’s understanding of telemedicine therefore becomes a priority for the implemen-
tation of the service to go ahead, as well as public recognition by society of the profession

of telenursing.

On the one hand, the ministries of health will have to inform the population about the new
service and its benefits. On the other hand, marketing the service through the publication
of data analysis and surveys |[Kornak|, [2016] would help motivate others to enter the world

of telemedicine, and thus eliminate possible public scepticism or mistrust.

Ethical requirements

The ethical principles applicable to traditional face-to-face encounters also apply to the
evaluation and management of patient telemedicine, including non-maleficence, charity,
fidelity, fairness and patient autonomy |Standford Medicine, 2016]. In general, there must
be equivalence and correspondence between ethical and professional standards, either

face-to-face or distance medical care |[Zubrow et al., |2016].

[Malloy|, |1998|] discusses the ethical dilemmas within telenursing, considering confidential-

ity, privacy and decision making as key points.

On the one hand, information and communication involve ethical issues such as the pro-
tection of privacy and confidentiality. On the other hand, [Malloy, [1998| also points to the
ethical conflict that arises for telenurses when a standardized protocol advises a course of
action but their experience, knowledge and intuition tell them that something else would

be more appropriate.

15
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Therefore, the development of information technologies will be required, as well as an
administrative policy, including a legal framework, in which patient privacy, information

security and the legal protection of telenurses will be preserved.

Legal requirements

First, the legal admission of the business and the practice of telenursing should be autho-
rized for the implementation of the telenursing, as well as the development of an operating
guide or a standardized manual. In addition, government verification and recognition of

telenursing as a cost-effective health care delivery system will also be necessary [Yun and

Park, [2006].

All the requirements of the equality legislation will be essential both in relation to the
universal service offered to patients and in relation to the way in which it guarantees
equality within its organization and its staff | Integrated Urgent Care Delivery Team |
2017], as one of the imperatives of this type of telemedicine system is that access to health

care should be equally accessible to everyone.

On the other hand, nurses are human, so there is always the possibility of error. In this
situation, very detailed documentation of consultations will need to be established to help
protect telephone triage nurses from legal and civil liability through [Egleston et al., [1994]:
the use of protocols, call documentation, and quality assurance and audit controls. This
point may be especially crucial in countries such as the United States, where health care
has a joint structure between the economy and the provider-patient relationship, because
the health system is not financed by taxes. In these countries, legal charges against health

care providers are much more common [Zubrow et al., [2016].

Finally, in health telephone services, as with a face-to-face visit to the hospital, the
provider must document the visit in the patient’s medical record. Therefore, access to the
patient’s medical record must follow the standard privacy and confidentiality provisions

and requirements described in the law [Kornakl, [2016].

16
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It should be noted that depending on the norms and policies of each city or country for
the practice of telemedicine, a greater or lesser growth and impulse of these systems may
be achieved, since not all countries recognize the medical act of telehealth or have stricter
and more cumbersome regulations than the practice of presential medicine [Zubrow et al.)
2016.

Security and Privacy Requirements

Privacy and confidentiality about the patient’s health has always been a concern in health
care. Since telemedicine is not static, consideration should be given to how patient infor-
mation is exchanged before, during and after a telemedicine encounter. And compliance
with this same regulation requires that patients be informed that their data is being sent
electronically to a remote location or is being recorded via audio, i.e., informed consent
[Zubrow et al., 2016].

To do this, all entities in the patient information exchange chain must address local

security issues by maintaining a secure server |Zubrow et al. 2016].

With advances in technology over the years, the use of encryption software has been
able to protect information from unauthorized access. In addition, most health care
organizations have one or more departments that specialize in network connectivity and
security [Kornak| 2016].

For this reason, these departments must be included during the development of the health
telephone service so that the necessary precautions can be taken to protect all parts.
On the other hand, it will also be necessary to carry out a privacy impact assessment,

including the assessment and treatment of all risks provided by the service.
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Recording/File Requirements

The issue of recording and archiving queries is another area of concern when it comes to
telemedicine that must be addressed from the outset during the creation of a service. The
recordings can be recorded for educational or legal purposes, so that if a patient returns
and sues the provider for malpractice, the provider may release a recording to provide
legal counsel with assistance in court proceedings. On the other hand, legal counsel and
compliance departments are concerned about negligence based on a record which the
patient does not know ever took place. Therefore, any clinical user participating in a
recorded session should announce his or her name, position and intention as to why he or
she is participating in the consultation, as well as obtaining the patient’s verbal consent

to approve the recording of his or her telemedicine consultation [Kornak| 2016].

Infrastructure requirements

A clinical decision support software tool will be needed, which leads through the telephone
survey, assists with triage and results in a treatment recommendation. This software
should include the requirements related to the protocols and standards to be followed
depending on the symptoms, gender, age,... It will also require the computer facilities to

host the call centers and telephone facilities, in addition to backup hardware systems.

The equipment must be connected to a fiber optic cable network and to a mobile network,
as well as to the most reliable connection. The reliability of networks and connections
should be maintained at the highest level, incorporating two fibre routes, the highest and

most acceptable network speed, and alternative communication systems, should any fail.

Likewise, service maintenance will be very important for success and longevity, so the
technology will require infrastructure support, repair service and preventive maintenance.
In addition, any telemedicine programme that also requires assistance 24 hours a day, 7
days a week, should create a telephone support programme so that a dedicated technical
and clinical support team can provide the necessary support in a timely manner [Kornak,
2016).
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On the other hand, the success of a telemedicine programme will depend on minimiz-
ing failures, reducing difficulties in providing technical assistance and constantly testing
hardware and software. Reliability and performance must be approximately 99% or more
to ensure that the service is a viable process for the delivery of care. It is often difficult to
regain credibility with both physicians and patients if systems or networks are unreliable
[Viegas and Dunn, 1998]. Therefore, not only should a working model be developed for
the provision of support, but also event drills should be conducted to test the hardware,
software and reliability of the equipment itself. Repeated drills will increase the reliability

and accuracy for the successful launch of the telemedicine programme |[Kornak, 2016].

Financial requirements

From an economic point of view, the high cost of equipment, communication and main-
tenance of telemedicine systems is noteworthy. Government investment in the telephone
health system is a key issue in activating telenursing in both urban and rural areas, beyond

medical benefits.

In addition, in [Yun and Park, [2006], it is revealed that one of the priorities is the need
to develop a profitable economic and operational business model to guarantee the ROI
(Return on Investment), and thus guarantee one of the objectives of the service, as is the

saving in health care by the state.

2.3 Dilemmas and challenges

Telemedicine is not intended to replace traditional medical care, but to support it. In

this way, we find that health telephone lines have limitations and compromises.

First of all, one of the biggest dilemmas of telenursing is the fact that you can’t face
the patient face to face. This makes many critics of telemedicine concerned about health
problems that should not be treated over the telephone, or that cannot be evaluated by

simply reporting symptoms. This issue raises the challenge of using video in telenursing
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as a management tool to enhance the quality and effectiveness of healthcare, although it

would, of course, require other conditions and needs, in addition to stricter policies.

Secondly, the fact that there is so much heterogeneity between policies and regulations;
health systems; and nursing functions between different countries across Europe is a chal-
lenge for telenursing. Before carrying out any form of telemedicine, it is crucial to have
knowledge of and follow any current international, national, state and specialty standards
of practice to establish the provider-patient relationship, the clear role of the telenurse
and the basis of service. Certain countries or states require that the standards of medical
practice for telemedicine be very strict, requiring that the provider-patient relationship
be established through an in-person examination or visit prior to any telemedicine con-
sultation [Zubrow et al. 2016]. This would make it too difficult to implement a system

such as a health telephone line in a city, country or state.

Thirdly, there is considerable uncertainty about the real risk of liability in the field of
telemedicine, as existing case law is very limited. Telemedicine is not immune from the
usual responsibilities, such as the omission of the physician, inappropriate commissions or
negligence of other medical or non-medical employees (IT staff or receptionists). However,
the exclusive responsibilities of telemedicine services include the malfunction of hardware
due to inability to provide services, software failure due to data loss, inappropriate use
of protected health information by employees, or loss of patient personal and/or medical
information through hackers or equipment failures |[Zubrow et al., 2016]. Hence the im-
portance in this area of maintaining maximum privacy, security, autonomy, integrity and
confidentiality of the patient, as well as the prevention of malpractice and the verification

of the patient’s own consent.

On the other hand, health telephone lines highlight the need for more in-depth research on
how to improve communication strategies and ensure a high level of safety and effective-
ness in telephone triage. In order to maintain high quality triage, it is necessary to have
standardized protocols for decision making by the call handler. Computerized Decision
Support Systems (CDSS) are widely used in telephone triage to ensure consistent, quality
and formally registered triage [Meer et al. 2012] [Holmstrom, 2007]. However, according
to the study [Murdoch et al., 2015] when Swedish nurses used the CDSS for telephone
triage, they were forced to reduce the patient’s problem to one or more individual symp-

toms, creating a more restrictive environment due to the CDSS design. This creates a
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potentially problematic dilemma in situations of uncertainty as to whether patients and
call handlers can be considered ”authors” of their own talk [Goffman| 1981]. In addition,
to ensure the highest quality of telephone triage, there is a dilemma of what qualifica-
tions, experience and training are needed to ensure that call handlers, whether clinical or

non-clinical, are sufficiently competent and trained for consultations.

Another of the challenges of telenursing is the issue of reimbursement, since while some
health insurances cover telemedicine services, others do not [Zubrow et al., 2016]. This
can be a major constraint in countries like the United States, where the health system is

not funded by taxes but by insurance companies.

Finally, another of the biggest dilemmas of health telephone systems is the problems
related to ethics, and in turn the legal responsibilities that this may entail for the health
care provider. Ethics has always been a primary focus for medicine, understood as the
manifestation of the moral patterns of society, linked to the particular characteristics of
the profession. In addition, negligent liability includes omission (negligence, forgetfulness,
abandonment and negligence or negligence) and harmful action (lack of skill, daring and
recklessness which, when extreme, can be considered reckless). Ethical issues are found
in all types of health care, and addressing them in today’s fast-paced health care system

is not easy, especially if care and communication are done remotely.

Almost all of the ethical dilemmas identified in telenursing can also be found in other areas
of nursing, however, since in the former the encounter with the patient is by telephone,
a situation particularly sensitive to ethical demands appears. The study [Holmstrom
and Hoglund, 2007] shows and explains five different points where Swedish telenurses

experience ethical dilemmas, and these are:

e Speaking through a third part. In this type of phone system it is not unusual that
the caller is not the real patient. While the study nurses describe that they try
to reach out to the patient when possible, they also clearly state that talking to a
friend or relative of the patient could cause ethical dilemmas, as well as conflicts
related to the patient’s autonomy. An example of this is the case of a person who
wants to make an appointment with a doctor for a relative without the relative’s

own prior knowledge.
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e Discuss personal and sensitive issues over the phone. One of the study nurses stated
that, in a way: ”The whole telenursing service could be considered unethical.” The
caller gives a name and social security number, but the nurse cannot know for sure
that it is the right person to talk to. Because of this, the nurse always gave little
information when asked about previous calls, illnesses and sensitive information,

documented in the patient’s record.

e Insufficient resources and organization of health care. This topic is about instant
prioritization among patients that the nurse cannot see. Some of them express
ethical concerns in the study on the organization of the health system. They give
the example of a caller with symptoms related to stress or depression who has to
be told by the telenurse that the doctor on call only deals with acute conditions
and that symptoms related to stress and exhaustion cannot be characterized as as
acute. Therefore, the nurse must refer the caller to the psychiatric clinic instead,
although she knows that the clinic will probably inform her to contact her primary

care physician’s office.

e Balancing the information needs of callers with professional responsibility. This
topic attempts to balance the caller’s information needs and the right to appropriate
information with the risk of giving information that could overwhelm the caller,
without knowing anything about the caller. If a patient asks for what she thinks is
simply self-care advice, the nurse may realize that the symptoms she is experiencing
are signs of a serious illness. The nurse feels she cannot confront the caller by saying,
for example,’l think you have advanced cancer’; however, she has to make the caller
aware of the severity and urgency of the symptoms. In these cases, a standardized
procedure or checklist cannot be followed. On the one hand, the patient should not
be disturbed too much, but on the other hand, the problem cannot be minimized

either.

e Differences in judging the caller’s credibility. Nurses differ in the way they perceive
the credibility and right to care of callers. The study presents a case in which while
the nurse receiving the call is shocked, other colleagues with whom she discussed
appropriate action to be taken questioned the patient’s history. In other words, the

ethical values differed from supplier to supplier.
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Implementation in Europe

3.1 United Kingdom

In the UK, the first point of contact for those seeking medical care was traditionally
general practitioners (GPs), however, following the introduction of nurse-led telephone
advice lines, the organization of primary care has changed significantly [Elliott et al.|
2015). Among the implementation of these lines are: NHS Direct (NHSD) in England,
NHS Direct Wales (NHSDW) in Wales, and NHS 24 in Scotland.

NHS Direct was launched in 1998 with the establishment of three pilot sites. It was in
November 2000 that the service expanded nationwide, with a total of 22 call centers, and
was the world’s first national telephone clinical nursing assessment service [Sadler and
Challiner, [2008]. NHSDW started operations in April 2000 in two parts of Wales and in
the rest of the region in December 2000. As for NHS 24, it was implemented during 2001 in
pilot areas, and officially launched in 2002 [Peconi et al., | 2011], being an established part of
the NHS service. All three services were created with similar objectives and organizations,
including being the first point of contact for access to health care, including out-of-hours

care.

Among the main reasons for the creation of these services are: lack of knowledge of the

available services, confusion among users about which service to access and frustration in
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access to emergency and urgent care [O’Cathain et al., 2008]. On the other hand, targets

set for services by the Government Department of Public Health include [Munro et al.|

2003):

e Provide the public with a confidential, reliable, and consistent source of professional
health care advice, 24 hours a day, 7 days a week, so that they can manage many

of their problems from home or know where to turn for appropriate care.

e Provide easy and fast access to a full and up-to-date range of information on health

and related topics.

e To help improve quality, increase cost-effectiveness and reduce unnecessary demand

for other NHS services by better meeting the needs of the public.

e Enable professionals to develop their role so that patients can be partners in self-care

and help them focus on those patients for whom their skills are most needed.

Although these services were referred to as a "nurse-led” service, calls were first handled
by a non-clinical call handler who collected basic information. The call handler then
transferred the call to the most appropriate personnel (nurse or health consultant) de-
pending on the nature of the consultation, and could call an ambulance immediately if
he or she considered the situation to be an emergency, or place the call in a queue if the
situation was not urgent and the available personnel were busy with other calls [Peconi
et al., [2011].

On the one hand, health information counselors provide consultation on local services,
disease prevention, and requests for information on conditions, treatments, and proce-
dures. They may or may not be medically qualified and handle approximately 13% of
calls. Nurse consultants, on the other hand, do not make diagnoses, but classify pa-
tients using a clinical computerized decision support system (CCDS). The nurse guides
the patient through a series of questions that result in advice about what medical care is
needed, where to go for that care and when. The nurse can override the course of action
recommended by the system, but must document his or her reasons for doing so [Peconi
et al., 2011].
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Despite the establishment of these three services, problems of access continued to persist.
NHS 111 was developed to address these issues and provide a telephone service that
would handle all urgent requests for assistance [Department of Health, 2008], including
out-of-hours primary care requests, urgent problems that can now be addressed to 999

and self-care advice [Turner et al. 2013].

Thus, the NHS 111 National Health Service started with four pilot sites (Durham and
Darlington, Nottingham, Lincolnshire and Luton) in 2010, and fully replaced NHS Direct
in early 2014, being a helpline now operating in England and Scotland, as NHS 24 was
also replaced by NHS 111. It is a free service available 24 hours a day, 365 days a year
throughout England and Scotland. There are plans to extend NHS 111 to Wales [Pope
et al., 2017].

The implementation of NHS 111 has changed the way emergency care is structured and
organized in the UK dramatically. While it was traditionally the general practitioners who
managed the emergency services outside of working hours, and then the nurses at NHS
Direct, today the NHS 111 service is predominantly provided by non-clinical staff using
decision making software and handling all calls. They use the NHS Pathways assessment
system (CDSS) to assess symptoms, prioritize care needs, and direct callers to services or
self-care, and are supported by nurses, paramedics, and general practitioners (often one

or two clinicians are available on each shift) |[Pope et al., [2017].

The NHS Pathways software was designed, developed and is owned by NHS, which is
unusual as CDSS are generally developed and owned by private agencies. NHS Pathways
is an algorithm built on a large library of regularly updated medical expertise |[Pope et al.,
2017|, which integrates in real time with a Directory of Services (DoS). This directory is
automatically accessed in case the patient does not require an ambulance or a doctor in
the emergency and urgent services, and is responsible for providing real-time information
on the personnel and services available to support the patient as close as possible to the
location where they are located |[NHS| 201§].

At the end of the consultation, after the call handler has made the evaluation, patients
are referred to the most appropriate service available. This may include direct referral
of an emergency ambulance, emergency department (ED), transfer of the call to another

telephone service, referral to a walk-in clinic, referral to a minor injury unit, booking of an
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appointment, referral to the general medical service out-of-hours, or referral to community

services or home care during general health care hours [Turner et al., 2013].

The main differences between the NHS 111 service and NHS Direct are [Turner et al.
2013]: access via a toll-free, easy-to-remember three-digit ”111” telephone number (also
indirectly accessible via out-of-hours telephone support services for general practitioners);
calls answered and evaluated immediately by a trained non-clinical call handler, without
waiting or returning calls (only some calls are evaluated by a nurse); and direct referral

to some services or making appointments with them at the time of the call.

Regarded as the "less urgent than 999” service, the expected benefits of NHS 111 were
[Turner et al., 2013]: improving access to emergency care; increasing efficiency by directing
people to the "right place first time”; increasing public satisfaction with emergency care
and the NHS; and in the long run reducing unnecessary calls and inappropriate use of the

999 emergency ambulance service.

3.1.1 Possible restrictions

On the one hand, to mention that although one of the objectives of both the old services
and the new NHS 111 is to try to provide equal and equitable care to the entire population,
this is a difficult challenge to achieve, as according to [Knowles et al., [2014] and |[Knowles
et al.,