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Abstract: In today’s volatile business arena, companies need to be resilient to deal with the unexpected.
One of the main pillars of enterprise resilience is the capacity to anticipate, prevent and prepare
in advance for disruptions. From this perspective, the paper proposes a mixed-integer linear
programming (MILP) model for optimising preparedness capacity. Based on the proposed reference
framework for enterprise resilience enhancement, the MILP optimises the activation of preventive
actions to reduce proneness to disruption. To do so, the objective function minimizes the sum of the
annual expected cost of disruptive events after implementing preventive actions and the annual cost
of such actions. Moreover, the algorithm includes a constraint capping the investment in preventive
actions and an attenuation formula to deal with the joint savings produced by the activation of two
or more preventive actions on the same disruptive event. The management and business rationale
for proposing the MILP approach is to keep it as simple and comprehensible as possible so that it
does not require highly mathematically skilled personnel, thus allowing top managers at enterprises
of any size to apply it effortlessly. Finally, a real pilot case study was performed to validate the
mathematical formulation.
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1. Introduction

The frequency and intensity of disasters continue to increase [1], which is why supply chains and
enterprises need to be flexible, agile, robust, organised, prepared and active in order to face any crisis
in an efficient way.

Some studies and reports say that many organisations go out of business within two or three years
after they experience a major disruption [2]. Therefore, companies in today’s volatile business arena
need to be designed to incorporate event readiness, provide an efficient and effective response, and be
capable of recovering to their original state or even a better post-disaster state. The capacity to do so has
been defined as enterprise resilience when it involves the intra-company level or a single company and
supply chain resilience when it affects different entities of the supply chain (inter-company level) [3].

Enterprise resilience is the capacity to avoid, absorb, adapt to and recover from disruptions [4].
Woods [5] defined enterprise resilience as the capacity to anticipate unsafe and unexpected events
for organisational survival in the face of threats, including preventing or mitigating failures in the
system. Along the same line, Gilly et al. [6] understood enterprise resilience as an active capacity of the
company to resist an external event, and a more proactive capacity to anticipate events and thus open
new development pathways.
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From the previous definitions of enterprise resilience, it is observed that one of the main pillars is
the capacity of enterprises to anticipate, prevent and prepare in advance for disruptions. Therefore,
enterprises should pay attention to their preparedness capacity to bolster resilience. Firms should
implement the necessary actions to improve their preparedness capacity, which in turn will enhance
their enterprise resilience capacity. The literature reveals that there are two main types of action to
face disruptions, depending on the timeline when they are implemented [7]. Mitigation actions are
implemented prior to the occurrence of disruptions and are proactive by nature, and contingency
policies are reactive, implemented to recover once a disruption has already occurred. This paper is
focused on mitigation policies, as they serve to improve the preparedness perspective of enterprise
resilience. More concretely, the mitigation actions considered in this research are focused on preventing
disruptions by implementing preventive actions that will try to reduce (i) the probability of occurrence,
(ii) the severity of disruptive events or (iii) both.

Coutu [8] stated that enterprise resilience is an organisation’s ability to face reality with staunchness,
make meaning of hardship and improvise solutions from thin air. It is broadly recognised that in order
to be resilient, organisations need to have a certain degree of ability to improvise in stressful situations.
However, it is also true that resilient organisations need to be prepared for the expected, but more
importantly for the unexpected. Then, there is a need to develop preparedness actions to guarantee
enterprise resilience to face disruptions. The complexity that enterprises deal with daily makes
decision-making for enhancing enterprise resilience non-trivial, and it is best facilitated with the aid of
mathematical models. For this reason, the main objective of this paper is to propose a mixed-integer
linear programming (MILP) model that offers valuable information to support enterprises in their
decision-making process related to enhancing the preparedness capacity to be more resilient.

The remainder of this paper is organised as follows. In Section 2, we review relevant literature.
Section 3 defines the data modelling approach to characterize the preparedness capacity from the AS
IS and TO BE model perspectives. Section 4 develops a MILP model to optimise the activation of
a set of preventive actions that enhance the preparedness capacity to reduce enterprises’ proneness
to disruptions. In Section 5, a piloting case study is performed at a company in the foam sector.
An analysis of the results is performed to provide the enterprise with valuable information to facilitate
the decision-making process regarding the progress of its readiness to face disruptions. Finally,
Section 6 concludes the paper and defines further research lines.

2. Literature Foundations

Dalziell and McManus [9], Paries [10] and Haimes et al. [11] studied the emergent properties of
resilience and considered that it cannot be directly measured as an assessment of the AS IS status.
Nevertheless, it is necessary to analyse, in a certain instance, how much an enterprise is prepared to
face specific disruptive events. In addition to this, having a great understanding of the AS IS state is as
important as improving the current status towards an enhanced preparedness capacity status (TO BE)
to deal with an unstable environment.

The literature review offers attempts to assess and enhance the resilience capacity of enterprises
and supply chains. However, most of them are conceptual approaches, which are highly valuable
contributions for the scientific knowledge theoretical building but are not practically useful for
real application. Table 1 offers an overview of these approaches, as proposed by various authors;
the review is based on the work performed by [12] and highlights the limitations hindering their
practical application.
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Table 1. Analysis of approaches related to enterprise resilience enhancement.

Reference Approach Orientation Scope

Woods et al. [13] Conceptual Framework Enterprise

Approach

This approach is based on the principle that in order to achieve resilience, organizations need
support for decisions about production/safety trade-offs. Enterprises require mechanisms to
analyse when to relax the pressure on throughput and efficiency goals, i.e., making a sacrifice
decision; how to help organizations decide when to relax production pressure to reduce
vulnerability. To do so, the authors point out the following aspects: (i) Management
commitment, (ii) Reporting culture, (iii) Learning culture, (iv) Preparedness/Anticipation, (v)
Flexibility and (vi) Opacity (and its corollary, Observability).

Limitation L1. Conceptual approach, not practically implementable.

Dalziell et al. [9] Indicators Enterprise

Approach

The authors explain that resilience is a function of the vulnerability and adaptive capacity of
the company. They use a systematic view of the company and state that one of the key aspects
that defined a system is its purpose. Therefore, since a company is a system, the authors
directly relate its resilience capacity with the ability to achieve its objectives and purposes.
Companies usually map their mission through a series of key performance indicators (KPIs).
The ease with which key performance indicators can drift to undesirable levels of instability
is a function of the vulnerability of the system. Furthermore, the time it takes for such
performance indicators to recover and achieve resilience is a function of the adaptive capacity.

Limitation

L2. Excessive specificity of the approach.
The definition of KPIs based on the mission of the company means that each company has
different measurable metrics. This characteristic implies that each enterprise deals with the
resilience enhancement in a different way.

McManus et al. [14] Indicators/Methodology Enterprise

Approach

This approach considers that the resilience of an organization involves three main axes: (i)
situation awareness, (ii) management of the keystone vulnerabilities of an organization and
(iii) the adaptive capacity. Based on these three main pillars, the authors develop the model
called Relative Overall Resilience, by defining 15 indicators to assess resilience capacity. An
extended version of this study may be found in Lee et al. [15].

Limitations

L2. Excessive specificity of the approach.
The 15 indicators used to assess enterprise resilience are defined through case studies of
organizations. For this reason, the generalizability of the research results is limited to the
organizations participating in these case studies.
L3. Resilience assessment but not enhancement.
This approach offers information about the resilience profile of a company, but it does not
offer any additional information regarding how to improve enterprise resilience.

Falasca et al. [16] Indicators Supply chain

Approach

A simulation-based framework that incorporates the following three determinants of
resilience: density, complexity, and node criticality into the process of supply chain design.
An updated research related to this area was carried out by Kim et al. [17], who propose a set
of a metrics for supply network resilience in terms of the total number of node/arc disruptions.

Limitations

L4. Lack of optimisation
It does not incorporate cost data into the agents’ decision-making function, thus limiting the
possibilities of performing relevant trade-off analyses.
The approach tests supply chain responses to different strategies for improving.
disaster resilience but it does not look at the determination of an “optimal” strategy under
different conditions.

Stolker et al. [18] Indicators Enterprise

Approach

This attempt applies multi-attribute utility theory to measure the management performance
of operational resilience in an organization. The approach analyses some elements such as:
understanding mission-critical processes, risk management performance, reward system, and
cultural aspects.
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Table 1. Cont.

Reference Approach Orientation Scope

Limitations L4. Lack of optimisation.

Erol et al. [19] Conceptual Framework Supply chain

Approach

Conceptual framework focused on extended enterprises and based on the key attributes of
enterprise resilience: agility, flexibility, adaptability, interoperability and connectivity.
Achieving resilience requires the application of two enablers: (i) the capability of an
enterprise to become more connected and responsive to the environment, stakeholders and
competitors; and (ii) the alignment of information technology with business goals.

Limitations L1. Conceptual approach, not practically implementable.

Barroso et al. [20] Methodology/Indicators Supply Chain

Approach
This approach defines a methodology to assess resilience in SCs through value stream
mapping to offer a clear view and understanding of supply chain entities’ actual capabilities.
Two performance measures are defined for the assessment: supply chain cost and lead time.

Limitations

L2. Excessive specificity of the approach.
This study only analyses a very particular case study.
L3. Resilience assessment but not enhancement.
This research assesses supply chain resilience; however, it does not suggest strategies to
improve this capacity.

Carvalho et al. [21] Indicators/Methodology Supply chain

Approach

This research uses a combination of simulation and a case study to design supply chains more
resilient to disturbances. In this research, the simulation study is used to evaluate the effects
of strategies on the behaviour of some entities of a Portuguese automotive supply chain and
to explore if the strategies are effective in overcoming the negative effects of the disturbance:
“supply delay”.

Limitation L2. Excessive specificity of the approach.

Cabral et al. [22] Indicators Enterprise/Supply chain

Approach
This approach proposes an integrated lean, agile, resilient and green analytic network process
model to support decision-making in choosing the most appropriate practices and KPIs to be
implemented by companies in a supply chain.

Limitation L2. Excessive specificity of the approach.
Limited number of practices and KPIs.

Soni et al. [23] Indicators Supply chain

Approach

This research proposes a model using graph theory which holistically considers all the major
enablers of resilience (supply chain agility, collaboration among players, information sharing,
sustainability in supply chain, risk and revenue sharing, trust among players, supply chain
visibility, creating risk management culture, adaptive capability and supply chain structure)
and their interrelationships for analysis using an interpretive structural modeling approach.

Limitation

L3. Resilience assessment but not enhancement.
L4. Lack of optimisation
The approach quantifies resilience by a single numerical index but it does not offer insights
about how to enhance resilience and which are the best strategies to achieve it.

Munoz et al. [24] Indicators Supply chain

Approach Proposal of a model to assess a set of metrics for operational supply chain resilience in terms
of recovery, impact, performance loss, profile length, and weighted-sum.

Limitation L2. Excessive specificity of the approach.
This approach is limited in scope to a serial three-tier supply chain with no backlog.

Apart from the previous attempts, we have only found one contribution that offers a more practical
approach, namely the Supply Chain Resilience Assessment and Management (SCRAMTM) tool defined
by [25]. By measuring vulnerability factors such as turbulence, deliberate threats, external pressures,
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and resource limits, among others, and capability factors such as flexibility, efficiency, visibility, and
adaptability, among others, the tool provides an evaluation of the resilience in a supply chain. However,
the main limitation is related to its industry-specificity or even firm and product-level particularities,
which requires the definition of more specialized metrics. Although these tools shed light on assessing
resilience, the resilience subject is under-researched and warrants further study.

Based on the analysis performed in Table 1, some limitations regarding published enterprise and
supply chain resilience research have been identified. These main limitations, as well as how the
present research will deal with them, are presented in Table 2.

Table 2. Advances beyond the state of the art (SoA).

Limitations Progress Beyond the SoA

L1. Conceptual approach, not practically
implementable.

This research defines a simple but effective MILP that can be applied
without difficulty in any enterprise. The mathematical formulation has
been proposed from a management and business perspective in order
to make it as simple and comprehensible as possible so that it does not
require highly mathematically skilled personnel, thus allowing top
managers to apply it easily. Moreover, a pilot case study has been
performed in a real company to validate the mathematical formulation
and to show how the mathematical formulation could be applied.

L2. Excessive specificity of the approach.

The present research is based on Sanchis et al. [12] framework that
encompasses 71 disruptive events that enterprises consider as threats
to their continuity. Moreover, the current version of the framework
also provides a set of 403 preventive actions from among whom to
choose the most adequate actions to prepare in advance for disruptive
events. The framework has been defined as a living approach. New
disruptive events and preventive actions that companies wish to
analyse may be included whenever required.
Besides, it is important to highlight the generality of the approach
taken in this research that allows it to be applied to any type of
company, of any size and sector. Finally, the mathematical formulation
offers a generic and easy-to-use mechanism to guarantee that it can be
applied effortlessly.

L3. Resilience assessment but not enhancement. Most of the studies found in the literature review are mainly focused
on measuring how resilient organisations are, but they do not offer
guidelines and/or recommendations on how to enhance the resilience
capacity. The present research optimises the activation of a set of
preventive actions that enhance the preparedness capacity to reduce
enterprises’ proneness to disruptions and offers valuable information
to support enterprises in their decision-making process aimed at
becoming more resilient.

L4. Lack of optimisation

From a mathematical viewpoint, there are also very few approaches related to (i) enterprise
resilience enhancement and (ii) the improvement of its constituent capacities: preparedness, adaptive
and recovery. Manopiniwes and Irohara [26] developed a stochastic linear mixed-integer programming
model for integrated decisions in the preparedness and response stages of pre- and post-disaster
operations, taking into account three key areas of emergency logistics: facility and stock prepositioning,
evacuation planning and relief vehicle planning. Sanchis and Poler developed a quantitative approach to
enhance enterprise resilience by selecting optimal preventive actions using dynamic programming [27].

The use of sourcing strategies to achieve supply chain resilience under disruptions based on the
definition of a scenario-based mathematical model including disruption risks and operational risks
was developed in [28]. Other studies, such as [29], propose an optimisation model, and its solution
determines the rerouting strategy for product flow through the supply chain under disruptions.

Other efforts have been made towards the development of fuzzy mathematical models, such as
that defined in [30] for assessment of organisational resilience potential in small to medium-sized
enterprises (SMEs) of the process industry. Other studies use fuzzy Delphi techniques such as [2],
which defined an integrated Delphi–fuzzy logic framework for measuring SC resilience, and [31]
which applied fuzzy Delphi mechanisms and a fuzzy best–worst method to identify and prioritize the
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relevant disaster resilience indicators for SMEs. A fuzzy linear programming enterprise input–output
model was developed in [32] to determine optimal adjustments in production levels of multi-product
systems when a crisis is induced by a loss of resource inputs. Another work related to resilience
and mathematical modelling is that developed in [33] with the definition of a fuzzy multicriteria
decision-making approach (using a fuzzy analytic hierarchical process and the fuzzy Technique for
Order Preference by Similarity to Ideal Solution) to evaluate and rank organisational resilience factors
with respect to user preference orders.

Tukamuhabwa et al. [34] stated that only limited research has been conducted on choosing and
implementing an appropriate set of strategies to improve the capacity of resilience. Moreover, research
in enterprise and supply chain resilience covers only specific contexts, such as disaster relief (e.g., [1])
and particular areas such sourcing, routing or production (e.g., [28,29,32], respectively). Based on this,
and to the best of our knowledge, there have been only a very few studies addressing the optimisation
of the resilient capacity of organisations to face disruptions, and those that are found are specifically
focused on specific contexts and particular crises. Shirali et al. [35] also stated that sophisticated safety
management systems have contributed to decreasing the number of usual accidents, but these classical
approaches may not have been sufficient to prevent the occurrence of extraordinary incidents such as
the COVID-19 pandemic that we are currently experiencing. There is no clear answer as to how to
overcome such high-impact but low-probability events. However, it seems that some companies cope
far better than others when they are resilient [36]. Consequently, there is a need for new approaches to
enhance the resilience capacity.

For all these aspects, this paper proposes a mathematical formulation to optimise the
implementation of actions that enhance the preparedness capacity to be more resilient. This research is
based on the enterprise resilience conceptual reference framework defined by Sanchis et al. [12], shown
in Figure 1. The framework is composed of three main sections:

1. Disruption characterisation This section, based on the categorisation framework of disruption
defined in [37], is in turn composed of the following:

a. Source, divided into (i) the level at which the disruptive event originated and (ii) the origin
and suborigin of the disruptive event. More information can be found in [38].

b. Disruptive event per se, considered as a situation that causes a disturbance to a company’s
daily operations. The framework contains 71 of the most common disruptive events
suffered by companies.

c. Consequences, which are a set of related effects that a specific disruptive event occurrence
may cause.

2. Constituent capacity In order to deal with the negative effects of disruptions, companies should
be as resilient as possible. To accomplish this, the framework is focused on three main capacities
of enterprise resilience:

a. Preparedness: the readiness capacity to face disruptions, assessing whether companies
have the knowledge, means and resources to be able to anticipate different disruptions [39].

b. Adaptivity: defined as the degree to which the system can modify its circumstances and
move towards a condition of stability [40]. Sandanam et al. [41] defined it as the capacity to
respond to challenges through learning, managing risk and impacts, developing knowledge,
and devising novel solutions. The dynamic nature of adaptive capacity allows companies
to be prepared in advance and recover after having been impacted by a disruptive event.
Following [42], the dynamism of adaptive capacity is the reason why it is considered in the
framework as an intrinsic characteristic of the capacities of preparedness and recovery and
not a constituent capacity, per se, of enterprise resilience.

c. Recovery: the ability to respond to and bounce back from a disruptive situation, which is
key to bolstering enterprise resilience.
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3. Transition elements In order to enhance preparedness and recovery capacities, companies need to
take different actions. In the first case, the framework proposes preventive actions as proactive
mechanisms to face inevitable disruptive events. In the second case, the framework points to
knowledge management to guarantee that the necessary knowledge is available to be reused
when necessary and facilitate the recovery process.

a. Preventive actions are policies and/or actions that are carried out in an attempt to reduce
the probability of the occurrence or severity of a disruptive event or both [20]. They are
proactive by nature. In case of inevitable disruptive events, effort should be focused on
mitigating the negative consequences.

b. Regarding knowledge registration actions, Dalziell et al. [9] explained that one of the ways
in which a system can recover from adverse situations is to apply available responses to
deal with disruptive events. To do so, profound knowledge of the available responses to
disruptive events that have already occurred is required in order to reuse the knowledge
generated in past recovery actions.
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Figure 1. Enterprise resilience conceptual reference framework (based on [12]).

In summary, when a disruptive event occurs, a company is pushed from a state of relative
equilibrium to another state characterised by instability. The ease with which the enterprise is moved
to this new unstable state is a measure of its vulnerability [9], understood as a lack of preparedness
capacity to deal with disruptive events, while the ease with which the enterprise responds is a measure
of its recovery capacity. In both cases, companies will be more prepared and will recover more
efficiently if they adapt more easily to changes. In order to enhance the preparedness and recovery
capacities of enterprise resilience, the framework defines as proactive mechanisms the preventive
actions to anticipate and be prepared for disruptive events and the knowledge registration actions
to ensure that knowledge is available when required for reactive purposes. As mentioned above,
this paper is only focused on mitigation policies, as they are the ones that will serve to improve the
preparedness perspective of enterprise resilience. Figure 1 shows all the elements of the enterprise
resilience conceptual reference framework; only the ones in blue, related to preparedness capacity, are
analysed in this study through mathematical programming.

3. Data Modelling Approach

This section defines the data modelling approach to characterize preparedness capacity from the
AS IS and TO BE model perspectives. Figure 2 shows a summary of the data-modelling approach, which
consists of three main sections: (i) data definition, (ii) nomenclature definition and (iii) transformation
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of the data into the nomenclature used for application in the mathematical formulation through
data processing.

Mathematics 2020, 8, x FOR PEER REVIEW 8 of 29 

 

more efficiently if they adapt more easily to changes. In order to enhance the preparedness and 
recovery capacities of enterprise resilience, the framework defines as proactive mechanisms the 
preventive actions to anticipate and be prepared for disruptive events and the knowledge registration 
actions to ensure that knowledge is available when required for reactive purposes. As mentioned 
above, this paper is only focused on mitigation policies, as they are the ones that will serve to improve 
the preparedness perspective of enterprise resilience. Figure 1 shows all the elements of the enterprise 
resilience conceptual reference framework; only the ones in blue, related to preparedness capacity, 
are analysed in this study through mathematical programming. 

3. Data Modelling Approach 

This section defines the data modelling approach to characterize preparedness capacity from the 
AS IS and TO BE model perspectives. Figure 2 shows a summary of the data-modelling approach, 
which consists of three main sections: (i) data definition, (ii) nomenclature definition and (iii) 
transformation of the data into the nomenclature used for application in the mathematical 
formulation through data processing. 

 

Figure 2. Data-modelling approach. 

3.1. Data Definition 

The necessary data to quantify the current preparedness capacity status (AS IS) and related to 
the future ideal situation (TO BE) were gathered through a questionnaire. The study of Munoz and 

AS IS Model TO BE Model

D
at

a
D

ef
in

iti
on

N
om

en
cl

at
ur

e 
D

ef
in

iti
on

D
at

a 
Pr

oc
es

si
ng

Enterprise Resilience Conceptual 
Reference Framework

Sanchis and Poler [1]

Questionnaire

Disruptive 
events

Preventive 
actions

Disruptive Event Preventive actions / Preparedness Capacity

Unpredictable 

changes in 

demand

Study of changes in the demand pattern
Study of demand historical outliers
Study of the prospective forecast
Search for alternative providers
Implementation of adequate commercial management
Implementation of flexible production systems
Study of changes in the demand pattern

Errors in the 

demand forecast

Quantitative analysis of the demand forecast errors
Comparison of the demand errors of the different methods
Implementation of demand forecast systems
Implementation of demand-driven systems
Review of the reliability of the input and output

information
Periodic review of the mathematical models

… …

Total: 71 events Total: 312 preventive actions

Probability of occurrence of the disruptive event
Temporal horizon
Severity of the disruptive event
Annual cost of the disruptive event

Decrease of the probability of occurrence/severity
of the disruptive event after implementing
preventive actions
Annual cost of preventive actions

Transition: Enhancement of the preparedness capacity

Pi

Hi
Si

T
…

Probability of the disruptive event i occurring in the time horizon.
Probability of the disruptive event i occurring after having activated the preventive action j in the 

time horizon.
Time horizon in the estimation of the occurrence of the disruptive event i (years).
Severity of the disruptive event i occurring.

Severity of the disruptive event i occurring after having activated the preventive action j.
Annual turnover (€).
…

Pij

Sij

(1)

(2)

(3)

(4)

(5)

(6)

(7)

Figure 2. Data-modelling approach.

3.1. Data Definition

The necessary data to quantify the current preparedness capacity status (AS IS) and related to
the future ideal situation (TO BE) were gathered through a questionnaire. The study of Munoz and
Dunbar [24] utilised disruptions as experimental inputs for their simulation model. Our research also
identifies disruptions as the main element to analyse the preparedness capacity of enterprise resilience.
A framework for data collection was designed and a questionnaire was developed to facilitate the
process of data capture. The current version of the questionnaire contains 71 disruptive events to
be analysed.

Tukamuhabwa et al. [34] identified a wide range of strategies for improving resilience, focusing
on increasing flexibility, creating redundancy, forming collaborative supply chain relationships and
improving supply chain agility. However, such a proposal does not offer concrete actions to be
implemented to improve the capacity of resilience. To overcome this, and based on the conceptual
framework developed in [12], the present research offers, by defining specific preventive actions
per disruptive event, a set of concrete actions to be activated in order to enhance the pre-disruption
capacity of enterprise resilience. Tarafdar and Qrunfleh [43] theoretically explained and empirically
demonstrated how information systems’ capability for agility also contributes to effecting a positive
relationship between agile supply chain strategy and supply chain performance. For this reason,
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many of the preventive actions defined are related to information systems to build resilient companies.
Currently, the framework for data collection offers 403 preventive actions.

The disruptive events included in the framework were identified and selected based on an
exhaustive literature review, in which the most worrisome disruptive events were identified. Two types
of bibliographical source were used in this identification. Firstly, the scientific literature was reviewed.
However, studies focused on identifying the most common risks are scarce [4,20,44–48]. For this reason,
alternative information sources were used. This second type of information was obtained from reports
published by well-known consulting firms that issue risk-ranking studies annually [49–57].

The definitions of the preventive actions were based on two approaches: (i) the conceptual
approach, in which for each disruptive event, the most appropriate preventive actions were identified
based on the literature review, and (ii) a Delphi study, in which a panel of experts collaborated to assess
the set of preventive actions defined in the previous phase. Besides the assessment, the experts also
proposed more preventive actions based on their experience and background. This iterative process
was repeated in two consecutive rounds until the results obtained were the same and the assessment
was finished.

3.1.1. Definition of Input Data Required to Analyse the AS IS State

The necessary input data were divided into two main streams, one related to the AS IS situation
and one that covers the TO BE situation. Table 3 offers an overview of the required information of the
current status in order to analyse preparedness capacity.

Table 3. Input data required to analyse current (AS IS model) preparedness capacity.

AS IS Situation Description

Probability of occurrence of disruptive event

The likelihood that a disruptive event will occur. Enterprises have to
estimate the probability of occurrence according to a 5-level Likert
scale (very high (VH), high (H), medium (M), low (L), and very low
(VL)). Based on studies performed by Lichtenstein and Newman [58],
Moore [59], Boehm [60], Hamm [61], Conrow [62] and Hillson [63],
whose main aim was to determine the numerical values for each scale
range, the present research uses values proposed in [63]: VH, 80.1%;
H, 64.5%; M, 43.3%; L, 18%; and VL, 8.1%.

Temporal horizon

The time horizon, defined as a future point in time when the
occurrence of disruptive events will be evaluated. In this research,
three temporal horizons are considered: long-term (more than 10
years), medium-term (between 5 and 10 years, average 5 years) and
short-term (next year). Quantification of the time horizon is used to
differentiate between more and less habitual disruptive events at the
same probability level.

Severity of disruptive event

The most likely consequences of a potential disruptive event. In other
words, the harshness assigned to the consequences if a specific
disruptive event materializes. Severity is assessed through a 5-level
Likert scale in the same way as probability of occurrence. In light of
this, the numerical values of severity levels are based on previous
works developed by Fine [64], Dickson [65], Romero et al. [66] and
Smith [67]. In this research, the values for severity are the averages
defined by Patterson and Neailey [68]: VH, 95.5%; H, 70.5%; M, 35.5%;
L, 13.0%; and VL, 2.5%.

Annual cost of disruptive event

The monetary amount that it would cost if a specific disruptive event
materialised. If the company is working at a normal level of operation
and a disruptive event occurs, this cost is the amount of money that
the company will have to invest to return from the unstable state to
the normal state of operation. Users of the questionnaire provide this
piece of information as a percentage of annual turnover.
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3.1.2. Definition of Input Data Required to Analyse TO BE Situation

Once the current preparedness capacity has been characterised and it is shown how vulnerable an
enterprise is, a roadmap should be defined. This roadmap will include a set of optimal preventive
actions to be implemented to achieve the ideal future situation in relation to the ability to be prepared
in advance to face disruptive events.

The necessary input data to characterise the TO BE situation and define the roadmap are shown
in Table 4.

Table 4. Input data required to analyse future (TO BE model) preparedness capacity.

TO BE Situation Description

Decreased probability of occurrence/severity of
disruptive event

The main goal of implementing preventive actions is to diminish the
probability of occurrence and/or the severity of disruptive events.
Therefore, it is necessary to estimate the new range to which the
probability and severity are reduced in order to quantify the
improvement after such actions.

Annual cost of preventive actions

The annual cost of implementing/activating a specific preventive
action. The following assumptions are considered with regard to
preventive actions:

• The cost of preventive actions will always be lower than the cost
of disruptive events. Otherwise, companies would never
implement them, since it would be more profitable to let
disruptive events happen.

• Preventive measures will always reduce the probability of
occurrence and/or severity of disruption. Otherwise, it would not
be necessary to invest in them; it would be better to wait for the
impact and then apply recovery policies.

• The cost of a specific preventive action is estimated annually. For
example, implementing information backups need an initial
investment of €10,000. The enterprise estimates that yearly
maintenance will cost €1000 and this backup system will be used
for 5 years, so the annual cost of the preventive action will be
€3000. For other preventive actions that must be implemented
repeatedly every year, estimating the annual cost is much easier.
The data are provided as a percentage of the company’s
annual turnover.

3.2. Nomenclature Definitions

Table 5 shows the nomenclature used to define the MILP model.

Table 5. Nomenclature of mixed-integer linear programming (MILP) model.

Indices

i Disruptive events that may potentially occur
j Preventive actions for enhancing preparedness capacity to face disruptive events

Parameters

Pi Probability of disruptive event i occurring in the time horizon
Pij Probability of disruptive event i occurring after implementing preventive action j in the time horizon
Hi Time horizon for estimating the occurrence of disruptive event i (years)
Si Severity of disruptive event i
Sij Severity of disruptive event i after implementing preventive action j
T Annual turnover (€)

PCTi Cost of disruptive event i as % of annual turnover if it occurs
PCTj Cost of preventive action j as % of annual turnover

Rij Binary parameter that relates disruptive event i and preventive action j
Ci Expected annual cost of disruptive event i (€)
Cj Annual cost of preventive action j (€)
Cij Expected annual cost of disruptive event i after implementing preventive action j (€)
Aij Annual savings by implementing preventive action j for disruptive event i (€)



Mathematics 2020, 8, 1596 11 of 29

Table 5. Cont.

Decision variables

Ej Binary variable indicating whether preventive action j is activated or not (1 if activated, 0 if not)
CDi Expected annual cost of disruptive event i after implementing one or several preventive actions j (€)
Ai Annual savings by activating one or several preventive actions for disruptive event i (€).

3.3. Data Processing

The questionnaire allows users to provide information for only those disruptive events they wish
to analyse, which allows enterprises to solely focus on the main worrisome disruptive events. However,
as mentioned above, the data provided through the questionnaire by end users need to be processed in
order to be used as input data for MILP. Taking into account that companies provide cost information
through the questionnaire as a percentage of annual turnover, the expected annual cost of disruptive
event i is calculated by (1):

Ci =
Pi
Hi
·
PCTi
100
·T. (1)

In the same way, the annual cost of preventive action j is calculated as indicated in (2):

C j =
PCT j

100
·T. (2)

The expected annual cost of disruptive event i after implementing preventive action j is shown
in (3):

Ci j =
Pi j

Hi
·
Si j

Si
·
PCTi
100
·T. (3)

Therefore, if the company implements preventive actions that enhance its preparedness capacity,
the cost of the disruptive event is estimated to be lower, which will result in savings according to (4):

Ai j = Ci −Ci j. (4)

It is assumed that the probability of occurrence of a disruptive event is equal to or higher than the
probability of occurrence of the same event after a preventive action is implemented. In light of this,
the same applies to severity, as shown in (5) and (6):

Pi ≥ Pi j, (5)

Si ≥ Si j. (6)

In addition, Rij is a binary parameter that indicates the relationship between disruptive event i
and preventive actions j. If the value of Rij is 1, preventive action j has a relationship with disruptive
event i, reducing its probability of occurrence and/or severity. If the value of Rij is 0, it means that
preventive action j has no influence on disruptive event i, as indicated in (7):

Ri j ∈ {0, 1}, i = 1 . . . n. (7)

4. Mixed-Integer Linear Programming Model

This section formulates the mathematical programming by defining the MILP model following
the nomenclature described in Section 3.2.



Mathematics 2020, 8, 1596 12 of 29

The objective function of Model (8) is to minimize the expected annual cost of disruptive events
after implementing preventive actions, and the annual cost of preventive actions to be implemented is
calculated as:

Minimize z =
n∑

i=1

CDi +
m∑

j=1

C j·E j (8)

Subject to the following:
Constraint (9) ensures that the total cost of preventive actions to be implemented is less than

the monetary resources the company is willing to invest to enhance its preparedness capacity, that is,
investment in enterprise resilience:

m∑
j=1

C j·E j ≤ I. (9)

Constraint (10) calculates the expected annual cost of disruptive event i after implementing
preventive actions as the difference between the expected annual cost and the annual savings that
the disruptive event would generate after one or several preventive actions are activated. This value
cannot be less than zero.

CDi ≥ Ci − Ai 1 ≤ i ≤ n (10)

Constraint (11), involving a formula that calculates a measured quantity, indicates the total savings
the company would experience in the disruptive event analysed after implementing the preventive
actions by Ej = 1.

Ai =
m∑

j=1

Ai j·Ri j·E j, 1 ≤ i ≤ n (11)

However, there is an aspect to be considered when a combination of preventive actions that
affect the same disruptive event is activated. In this case, improvements in terms of savings are not
necessarily the sum of savings provided by all activated preventive actions. This can be illustrated with
examples related to the analysis of combined drug effects [69]. The study of dose-effect relationships
when multiple drugs are used [70] presents the same casuistry as the analysis of the saving-effect
relationship when multiple preventive actions are activated. Following this research stream, we found
that Belen’kii et al. [71] defined the antagonistic drug concept (or depotentiation, negative interaction,
negative synergy, etc.) as the joint effect of two or more drugs in such a way that the combined effect is
less than the sum of the effects produced by each agent separately [72,73]. Based on this pattern, and
as suggested in [27], the antagonism related to preparedness capacity is considered as joint savings
produced by the activation of two or more preventive actions in such a way that the combined savings
is less than the sum of the savings produced by each preventive action separately.

One potential solution to overcome the antagonism effect is to ask enterprises through the
questionnaire about the savings generated by different combinations of preventive actions. However,
based on their experience, enterprises reported that this solution was not practicable because the
estimation process is complex and time-consuming. For this reason, an attenuation formula of savings
after activating two or more preventive actions for the same disruptive event was defined. The
attenuation formula is based on research by Sanchis and Poler [27] and is expressed in (12):

µi = α·
β

ki
(12)

where α is a parameter between 0 and 1; β is a parameter between 0 and ki; and ki is the number of
preventative actions activated for the same disruptive event i. The values of α and βwill depend on the
degree to which the end user wishes to attenuate the savings when more than one preventive action
is activated.
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When the MILP model is computed and the optimal solution is obtained, if two or more preventive
actions are activated for the same disruptive event, the attenuation formula is applied, and the model
is recalculated successively until there is no further attenuation. The attenuation algorithm iteratively
applies MILP to calculate the optimal set of preventive actions j (optimal set of Ej values) based on the
previous Aij values. If MILP results in changes to Ej, savings Aij for each disruptive event i is then
attenuated by factor µi, which corresponds to the updated Ej value (bar the largest Aij for each event i).
MILP is recalculated with the updated Aij values until two equal consecutive solutions are obtained.
To validate the MILP model with an exploratory approach, a case study of a company is presented in
Section 5.

5. Application to a Foam Company

This application involves an international company that designs, engineers, and provides advanced
foam solutions for a wide range of technical applications from insoles for footwear to soundproofing
solutions for the building industry. The company operates across Europe, North America and Asia
and its headquarters are located in eastern Spain.

5.1. Input Data

The company participating in this case study was interested in analysing four types of disruptive
events, those related to supply (S), environment (ET), finances (F) and legislation (L), with a total of 21
disruptive events studied. Moreover, the company chose 83 preventive actions as mitigation actions to
improve its preparedness capacity. A summary of the disruptive events related to supply aspects and
the preventive actions to be activated is shown in Table 6 [74]. In this case, the enterprise wanted to
analyse 7 events and selected 28 preventive actions to prepare in advance to face such events.

Table 6. Summary of disruptive events related to supply aspects and preventive actions (based on [74]).

#D Disruptive Event #A Preventive Actions

S1
Poor quality of raw materials or
components supplied

S1.1 Search for alternative raw materials or components

S1.2 Search for alternative suppliers

S1.3 Certify (audit) supplier quality

S1.4 Implement quality systems agreed with suppliers

S1.5 Conduct pre-production inspection

S1.6 Maintain safety stock

S2
Limiting changes in capacity of
suppliers

S2.1 Search for alternative suppliers

S2.2 Define long-term contractual agreements with suppliers

S2.3 Implement continuous monitoring systems of suppliers/materials

S2.4 Adopt backward vertical integration

S3
Geographic dispersion of suppliers
(time difference, language, proximity)

S3.1 Search for alternative suppliers

S3.2 Promote closer relationships

S3.3 Implement real-time communication systems

S4
Delay in supply of raw materials or
components

S4.1 Implement penalties for delays

S4.2 Search for alternative suppliers

S4.3 Encourage collaborative work with suppliers and joint
problem-solving to establish realistic replenishment systems

S4.4 Maintain safety stock

S5 Shortage of raw materials

S5.1 Search for alternative raw materials or components

S5.2 Define new compositions of products

S5.3 Define complementary products that do not require scarce raw
materials and replace current products

S5.4 Implement reverse logistics and recycling systems
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Table 6. Cont.

#D Disruptive Event #A Preventive Actions

S6
Price fluctuations of materials
supplied

S6.1 Analyse seasonality and trends (supply-demand balance) of raw
material prices

S6.2 Search for alternative raw materials or components

S6.3 Search for alternative suppliers

S6.4 Closely monitor commodity markets; make strategic purchases

S7 Withdrawal of key supplier
S7.1 Increase the supply base

S7.2 Partner with suppliers (temporary union of companies)

S7.3 Use vertical backward integration of all or part of the supply
function

In the case of environmental and context-related events, the enterprise was also willing to analyse
7 events, for a total of 27 proposed preventive actions, as shown in Table 7.

Table 7. Summary of disruptive events related to environmental and context-related aspects and
preventive actions.

#D Disruptive Event #A Preventive Actions

ET1 Fire

ET1.1 Train personnel on security measures for fire protection

ET1.2 Ensure constant revision and maintenance of fire hoses

ET1.3 Maintain insurance contracts that include anti-fire clauses

ET1.4 Implement anti-fire measures

ET1.5 Conduct periodic fire drills

ET2 Increase of competitors
ET2.1 Conduct periodic analysis of the competition

ET2.2 Use benchmarking

ET2.3 Define differentiation strategies from competitors

ET3 Entry of new competitors in emerging
countries

ET3.1 Analyse potential patents and intellectual property rights to protect
products/processes of focal firm

ET3.2 Define policies that foster creation of high reputation and brand loyalty of
focal firm

ET3.3 Define product differentiation policies

ET4 Facilities are exposed to severe
natural disasters

ET4.1 Define business continuity plans

ET4.2 Define emergency evacuation protocols

ET4.3 Train personnel in security measures for protection

ET4.4 Conduct periodic drills

ET4.5 Simulate disaster scenarios and establish specific measures based on
simulation results

ET5
Geopolitical instability in countries
where enterprise has facilities

ET5.1 Define a structured, analytical and comparative approach to potential
political changes and government policies around the world

ET5.2 Define and analyse indicators related to degree of uncertainty in strategic
countries that could lead to adverse changes in operations of focal firm

ET5.3 Conduct strategic planning regarding locations of new facilities of focal firm
considering the situation of governments in such countries

ET5.4 Simulate geopolitical scenarios and establish specific measures based on
simulation results

ET6 Industrial espionage
ET6.1 Define policies to periodically change passwords and protocols that allow

access to different levels of information

ET6.2
Define employment contracts with formal descriptions of activities that can
be considered as espionage (or may favour it due to the absence of due
diligence) and specify consequences for workers

ET6.3 Have specific and constantly updated protection programs (anti-spyware,
antivirus, firewall)
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Table 7. Cont.

#D Disruptive Event #A Preventive Actions

ET7
Sabotage, theft, vandalism,
kidnapping and extortion

ET7.1 Develop educational programme for physical protection of facilities

ET7.2 Control and register dissatisfied employees or those who often have a
negative attitude against regulations established by focal firm

ET7.3 Establish policies to promote satisfaction of personnel of focal firm

ET7.4 Establish efficient system of identifying, registering and controlling persons,
packages and vehicles

With regard to financial issues, the enterprise selected 4 disruptive events as the most worrisome,
with 14 preventive actions (Table 8).

Table 8. Summary of disruptive events related to financial aspects and preventive actions.

#D Disruptive Event #A Preventive Actions

F1 Restricted access to credit

F1.1 Create a reserve fund and define policies that maintain a percentage
of monetary reserve

F1.2 Study the viability of turning to supply chain financing instruments

F1.3 Study and analyse policies supported by public institutions to fund
companies (e.g., Official Credit Institute and Enisa in Spain)

F1.4 Request credit through reciprocal guarantee companies that act as
guarantors of financing, assuming credit risks

F2 Changes in interest rates
F2.1 Negotiate with banks on variable interest rate

F2.2 Study the advisability of investing in products with a fixed interest
rate

F2.3 Study the advisability of investing in or asking for funding to
foreign entities or currency (e.g., swiss franc - CHF)

F3 Changes in currency exchange rates
F3.1 Define a standard conversion method to the reference currency

when registering accounting information

F3.2 Define hedging strategies to neutralize or reduce the risk of
exposure to fluctuations in exchange rates

F3.3 Sign contracts for future commercial transactions at an exchange
rate agreed upon in the present

F4 Cash problems

F4.1 Search for a sponsor

F4.2 Create reserve fund and define policies that maintain a percentage
of monetary reserve

F4.3 Study the viability of turning to supply chain financing instruments

F4.4 Provide inventory liquidation with discount

The last group of disruptive events that the enterprise wanted to analyse is related to legislation
issues, with 3 events and 14 preventive actions, as shown in Table 9.

Table 9. Summary of disruptive events related to environmental and context-related aspects and
preventive actions.

#D Disruptive Event #A Preventive Actions

L1
New and more restrictive legislation
of imports/exports

L1.1 Design and develop flexible, fast and easily reconfigurable processes

L1.2
Design and develop easily adaptable products that meet the most
stringent requirements of new regulations (weight, composition,
presentation, identification, labelling)

L1.3 Participate in lobbying activities exerting pressure to influence
decisions about legislation

L1.4 Monitor import and export trade regimes constantly

L1.5 Monitor countries under embargo constantly and study alternatives
for such countries
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Table 9. Cont.

#D Disruptive Event #A Preventive Actions

L2
Changes in legislation involving
changes in company processes

L2.1 Train employees in legal issues

L2.2
Define and implement publicity activities among customers about
potential changes in the focal company’s processes from a positive
approach; e.g., more environmentally friendly

L2.3 Design and develop flexible, fast and easily reconfigurable processes

L2.4 Implement continuous monitoring systems to control new or
existing regulations/laws that could affect company’s processes

L2.6 Participate in lobbying activities exerting pressure to influence
decisions about legislation

L3
Changes in legislation involving
changes in our products

L3.1 Train employees in legal issues

L3.2
Define and implement publicity activities among customers about
potential changes in focal company’s products from a positive
viewpoint; e.g., higher security

L3.3
Design and develop easily adaptable products that meet the most
stringent requirements of new regulations (weight, composition,
presentation, identification, labelling)

L3.4
Implement continuous monitoring systems to control new or
existing regulations/laws that could potentially affect company’s
products

In Table 6, three preventive actions apply to different disruptive events, e.g., the preventive action
“Search for alternative raw materials or components” (S1.1, S5.1 and S6.2) applies to three different
events. The same occurs with preventive actions shown in Table 10.

Table 10. Preventive actions that apply to multiple disruptive events.

D A Preventive Action

S1, S5, S6 S1.1, S5.1, S6.2 Search for alternative raw materials or components

S1, S2, S3, S4, S6 S1.2, S2.1, S3.1, S4.2, S6.3 Search for alternative suppliers

S1, S4 S1.6, S4.4 Maintain safety stock

ET1, ET4 ET1.5, ET4.4 Conduct periodic drills

F1, F4 F1.1, F4.2 Create a reserve fund and define policies that maintain a
percentage of monetary reserve

F1.2, F4.3 Study the viability of turning to supply chain financing
instruments

L1, L2 L1.1, L2.3 Design and develop flexible, fast and easily reconfigurable
processes

L1.3, L2.6 Participate in lobbying activities exerting pressure to influence
decisions about legislation

L1, L3 L1.2, L3.3
Design and develop easily adaptable products that meet the
most stringent requirements of new regulations (weight,
composition, presentation, identification, labelling)

L2, L3 L2.1, L3.1 Train employees in legal issues

L2.2., L3.2
Define and implement publicity activities among customers
about potential changes in focal company’s processes/products
from a positive approach

The Cj of such preventive actions is the same, as they are equal. For this reason, if in the optimal
solution one of these preventive actions is activated, the MILP only records Cj once, but the profits
of activation, in terms of savings, are applied to all disruptive events to which it is related. From 83
preventive actions selected by the company, only 68 are unique actions.



Mathematics 2020, 8, 1596 17 of 29

The data related to the response of the company to the questionnaire is available in Appendix A
(Table A1).

In order to compute the company’s responses, the data was processed according to the data of
Tables 3 and 4:

• Temporal horizon: short (S): 1 year; medium (M): 5 years; long (L): 10 years
• Probability: very low (VL): 8.1%; low (L): 18%; medium (M): 43.3%; high (H): 64.5%; very high

(VH): 80.1% [63]
• Severity: very low (VL): 2.5%; low (L): 13%; medium (M): 35.5%; high (H): 70.5%; very high (VH):

95.5% [68]

Moreover, if two or more preventive actions are activated for the same disruptive event and
attenuation of savings has to be applied, the company defined α as 0.3 and β as 1. It is worth mentioning
that the lower α is, the greater the attenuation, and the lower β is, the less the attenuation.

5.2. Implementation and Resolution

The proposed model was developed using Julia for Mathematical Optimisation (JuMP), an algebraic
modelling language embedded in Julia, a high-level, high-performance, open-source multi-platform
programming language for technical computing. It is dynamically typed, provides multiple dispatch,
and is designed for parallelism and distributed computation. It matches the performance of languages
such as C and FORTRAN without the hassle of low-level code [75]. In order to select this language,
different algebraic modelling languages were analysed, including A Mathematical Programming
Language (AMPL), General Algebraic Modeling System (GAMS), Linear, Interactive, and Discrete
Optimizer (LINGO) and Mathematical Programming Language (MPL), among others.

JuMP was finally selected, as it is an open-source modelling language that allows users to
express a wide range of optimisation problems (linear, mixed-integer, quadratic, conic-quadratic,
semidefinite and nonlinear) in a high-level algebraic syntax [76]. Moreover, JuMP takes advantage of
advanced features of Julia programming such as user-friendliness, speed, solver independence, access
to advanced algorithmic techniques and ease of embedding [75].

The resolution was carried out with Computational Infrastructure for Operations Research
(COIN-OR) branch and cut (Cbc) [77], an open-source optimisation solver of mixed-integer
programming, programmed in C++.

Finally, it is worth mentioning that the input data and model solution values were processed with
MariaDB. The experiment was run on a thin client server with an Intel® Xeon® CPU ES-2620 O @2.00
GHz 2.00 GHz processor and 2.00 GB of RAM. The solving time was less than one minute.

5.3. Evaluation of Results

Based on the values of Ci, disruptive events related to environmental aspects such as accidents
and manmade circumstances, among others, are the most critical as they represent more than 77%
of the expected annual cost of all disruptive events analysed, followed by supply (more than 9%),
financial (more than 7%) and legislative events.

Moreover, it is important to highlight that four disruptive events (ET4, ET5, ET1 and ET3) represent
70% of the total expected annual cost of all disruptive events, which means that preventive measures
should be addressed to prepare the company to face such events, as long as such actions are optimal
(in monetary terms) to improve the current preparedness capacity. To do so, the company participating
in this validation is willing to invest €15,000 annually to enhance its preparedness capacity. Through
computation of MILP, in 16 of 21 analysed disruptive events, preventive actions are activated. In
addition, in five of the events (S1, S6, ET1, ET5 and ET6), more than one preventive action is activated,
and for this reason the attenuation formula is applied in order to attenuate the savings of the joint
activation of two preventive actions. In this case, MILP is iterated until two consecutive solutions are
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equal. In this case, and as shown in Table 11, five iterations are needed. Detailed results are available
in Appendix A (Table A2).

Table 11. Input data and results of analysis of preparedness capacity of enterprise resilience (costs are
in €).

Iteration 1 Iteration 2 Iteration 3 Iteration 4 Iteration 5

# #D PCTi
100 ·T Ci # #A Cj Ej CDi Ej CDi Ej CDi Ej CDi Ej CDi

1 S1 30.000 19.350

1 S1.1 950 1

0

1

2767

1

2767

1

2767

1

2767
2 S1.2 900 1 1 1 1 1

3 S1.3 1500

4 S1.4 3000

5 S1.5 550

6 S1.6 8000

2 S2 7.500 1.350

2 S2.1 900 1

997

1

997

1

997

1

997

1

9977 S2.2 500

8 S2.3 1000

9 S2.4 7250

3 S3 15.000 2.700
2 S3.1 900 1

452
1

452
1

452
1

452
1

45210 S3.2 800

11 S3.3 1500

4 S4 35.000 6.300

2 S4.2 900 1

3172

1

3172

1

3172

1

3172

1

31726 S4.4 8000

12 S4.1 1500

13 S4.3 2500

5 S5 50.000 21.650

1 S5.1 950 1

6644

1

6644

1

6644

1

6644

1

664414 S5.2 6000

15 S5.3 6800

16 S5.4 5000

6 S6 10.000 866

1 S6.2 950 1

0

1

278

1

278

1

278

1

2782 S6.3 900 1 1 1 1 1

17 S6.1 500

18 S6.4 1500

7 S7 8.000 1.032
19 S7.1 900

1032 1032 1032 1032 103220 S7.2 3000

21 S7.3 7250

8 ET1 400.000 72.000

22 ET1.1 2000 1

5070

1

23,918

1

23,918

1

23,918

1

23,918
23 ET1.2 4000

24 ET1.3 20,000

25 ET1.4 8000

26 ET1.5 1500 1

9 ET2 15.000 1.935
27 ET2.1 550

1935 1935 1935 1935 193528 ET2.2 400

29 ET2.3 1500

10 ET3 50.000 40.050
30 ET3.1 8000

12,367 20,167 20,167 20,167 20,16731 ET3.2 1.500 1 1 1 1 1

32 ET3.3 750 1
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Table 11. Cont.

Iteration 1 Iteration 2 Iteration 3 Iteration 4 Iteration 5

# #D PCTi
100 ·T Ci # #A Cj Ej CDi Ej CDi Ej CDi Ej CDi Ej CDi

11 ET4 400.000 173.200

26 ET4.4 1500

1228 0 0 0 3860
33 ET4.1 1500 1 1

34 ET4.2 1200 1

35 ET4.3 800 1 1 1

36 ET4.5 1250 1 1 1 1

12 ET5 250.000 108.250

37 ET5.1 2000 1

768 768 54,509 54,509 54,50938 ET5.2 2000 1

39 ET5.3 15,000

40 ET5.4 1250 1 1 1 1 1

13 ET6 75.000 32.475
41 ET6.1 1500

13,500
1

0
1

3229
1

6075
1

322942 ET6.2 350 1 1 1 1

43 ET6.3 2000

14 ET7 35.000 3.031

44 ET7.1 500

3031 3031 3031 3031 303145 ET7.2 1000

46 ET7.3 2500

47 ET7.4 12,000

15 F1 10.000 6.450

48 F1.1 2500

2362 6450 2362 6450 236249 F1.2 800 1 1 1

50 F1.3 800

51 F1.4 1500

16 F2 15.000 12.015
52 F2.1 1500

12,015 12,015 12,015 12,015 12,01553 F2.2 3000

54 F2.3 2700

17 F3 8.000 5.160
55 F3.1 550

5160 5160 5160 5160 516056 F3.2 2000

57 F3.3 1000

18 F4 25.000 16.125

48 F4.2 2500

151 5451 4656 5451 465649 F4.3 800 1 1 1

58 F4.1 1000 1 1 1 1 1

59 F4.4 2500

19 L1 15.000 9.675

60 L1.1 8000

1784 1784 1784 1784 1784
61 L1.2 5000

62 L1.3 2500

63 L1.4 1000

64 L1.5 550 1 1 1 1 1

20 L2 20.000 12.900

60 L2.3 8000

6496 6496 92 92 6496
62 L2.6 2500

65 L2.1 600 1 1 1 1 1

66 L2.2. 2000 1 1

67 L2.4 1000 1

21 L3 18.000 11.610

61 L3.3 5000

5846 5846 5846 0 584665 L3.1 600 1 1 1 1 1

66 L3.2 2000 1 1

68 L3.4 1000

Total CDi 84,010 108,363 154,045 155,928 164,309

Total Cj 14,950 14,900 14,850 15,000 14,950

Total z 98,960 123,263 168,895 170,928 179,259



Mathematics 2020, 8, 1596 20 of 29

Table 11 also shows, for each disruptive event and iteration, which preventive actions are activated
(Ej = 1) to enhance the preparedness capacity. The CDi column represents the expected annual cost of
disruptive events after activating optimal preventive actions. In the first iteration, disruptive events
related to supply and context or the environment are those in which more preventive actions are
activated. For disruptive events related to financial aspects, only F1 and F4 benefit from the activation
of preventive actions. With regard to legislation aspects, in the three analysed events, preventive actions
are applied. After the attenuation of savings when more than one preventive action was activated
for the same disruptive event, the CDi column of iteration 5 shows the final optimal results. Figure 3
shows these results as the decreased Ci percentage after activating the optimal set of preventive actions.
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Figure 3. Ci cost decrease after activating ki preventive actions.

In the case that no preventive actions are activated (e.g., S7, ET2, ET7, F2 and F4), the percentage
is null as CDi = Cij. The maximum Ki is related to disruptive event ET4. In this case three preventive
actions are activated. In disruptive events S1, S6, ET6, F4, L2 and L3, the optimal solution activates two
actions and in S2–S5, ET1, F1 and L1, only one action. The attenuation of savings caused by several
preventive actions acting on the same disruptive event reduces their attractiveness; in subsequent
iterations they may be replaced by other actions that might act on different events. Therefore, the
effect of attenuation is diversification in preventive actions activated, thus mitigating a larger share of
disruptive events. Figure 4 shows the AS IS and TO BE model in terms of expected annual cost of
disruptive events before (AS IS) and after (TO BE) activating one or several preventive actions. The TO
BE model has a smaller area than the AS IS model, which means that the decrease in expected annual
cost is worth considering. The smaller the area of the TO BE model, the more prepared the company
will be to face unforeseen situations related to supply, environmental, financial and legislative issues.
Based on Figure 4, the costliest disruptive events are those related to environmental aspects. However,
these are also the events for which the annual savings by implementing preventive actions is the
highest of the four types. In this case, annual savings account for almost 75% of expected annual cost,
followed by supply events, with an annual savings of 71%. The annual savings for legislation aspects
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is 58%, and events related to financial aspects have less savings: the preventive actions reduce the
expected annual cost by only 39% because there are two events (F2 and F3) with no actions.
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environment (ET), financials (F) and legislation (L) aspects.

All in all, Figure 5 shows the results in an aggregated way. The expected annual cost of the
TO BE model is reduced by 70%, without considering the cost of implementing the optimal set of
preventive actions, and by 67% considering such cost. In light of this, it is important to highlight that
the investment to activate the preventive actions of the optimal solution (Cj) represents only 4% of the
reduction in expected annual cost (CDi – Cij), demonstrating that a small investment is required to
substantially improve the preparedness capacity.
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Finally, we would like to mention, just out of curiosity, that while performing this study (September
2019), the region where the company is located suffered a cold drop (gota fría in Spanish). This is
an archaic meteorological term used popularly in Spain which has commonly come to refer to any
high-impact rainfall event occurring in the autumn along the country’s Mediterranean coast [78]. This
is related to disruptive event ET4. If the company had implemented preventive actions in advance,
the effects of the cold drop would have been less, since it would have been more prepared. More
information about strategies for improving flood resilience can be found in [79].

6. Conclusions and Further Research

Based on the conceptual reference framework for enhancing enterprise resilience developed
in [12], this paper gathered data from a real company, through an online questionnaire, about which
disruptive events kept them up at night and which preventive actions they thought were suitable for
implementation to enhance their preparedness capacity. In light of this, the company provided specific
data related to the AS IS model, that is, their current situation and at what level they would like to be
prepared (TO BE model). All of this information was processed to apply the defined MILP model.

The MILP model minimises the expected annual cost of disruptive events after implementing a
set of preventive actions and the annual cost of actions to be implemented. Moreover, it considers that
enterprises have limited resources to implement such actions. At this point, it is also important to
highlight the ease with which mathematical programming provides the optimal solution with a very
modest effort.

The results of the application to the real enterprise show that the reduction in expected annual
cost is substantial with an investment that, according to the company, does not represent a great effort.
Therefore, and based on the results, it seems that the improvement in resilience capacity by enhancing
the preparedness capacity is considerable.

Without practical and easy-to-use mechanisms for enhancing the preparedness capacity of
enterprise resilience, enterprises will remain reluctant to invest in potentially resilience-enhancing
actions and will thus remain vulnerable to disruptions. For this reason, the mathematical approach
defined is not very difficult and does not require highly mathematically skilled personnel. The ease
of the proposed MILP allows managers to apply it effortlessly. One of the challenges when defining
the MILP was to try to define it as simply as possible, in order to facilitate its adoption not only in



Mathematics 2020, 8, 1596 23 of 29

large companies, but also small and medium-sized enterprises (SMEs) with limited resources. In this
way, SMEs could make decisions based on the results of this model to improve their preparedness
capacity in advance to face adverse situations. For example, after the hard months following the first
coronavirus outbreak, many companies began to take decisions and actions to be prepared for the
possibility of a new outbreak. The comprehensibility of the mathematical formulation proposed in
this research could be of utmost utility for enterprises of any size to identify the optimal preparatory
actions in anticipation of a second COVID-19 outbreak.

From a scientific point of view, this study gives a reason to define a simple but effective approach,
allowing top managers to decide which preventive actions are the optimal ones to implement in order to
face up to unexpected disruptive events and to improve the proactive perspective of enterprise resilience
capacity. The findings of this research suggest that with a small investment in enterprise resilience,
it is possible to considerably enhance the preparedness capacity. This shows that preventive actions
can be very efficient (cost-savings ratio), thus validating the appropriateness of the actions defined in
the framework developed by [12]. According to the case study results, the cost of implementing the
preventive actions contemplated in the MILP solution only represents, in this case, 4% of the reduction
in the annual expected cost of disruptions, and the enhancement in the preparedness capacity is around
67%. These enticing results might encourage top managers to use this contribution.

Further research will focus on undertaking a sensitivity analysis considering the effect on the
outcome of varying the input data. This might help guide managers in prioritizing mitigation strategies
that are more economically attractive.

Moreover, the current mathematical formulation offers highly relevant information about the
optimal preventive actions to implement in order to improve preparedness capacity. However, it does
not provide information about the optimal sequence of implementation. Further research will be
focused on working in optimisation and prioritisation of implementation, considering the enterprise’s
resource availability over time.

Another research line will be aimed at optimising the preparedness capacity at the inter-company
level, that is, involving the whole supply chain. In this case, the focus of optimisation will evolve from
an intra-company to an inter-company perspective, taking into account (i) the specific singularities and
difficulties of the inter-company level, and (ii) the relationships among various preventive actions to be
implemented by different entities of the supply chain. Moreover, it is planned to study how activating
preventive actions by a particular entity of the supply chain influences, in a positive or negative way,
other entities of the supply network.
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Appendix A

Table A1. Data related to the company’s questionnaire responses (temporal horizon: short (S)—1 year;
medium (M)—5 years; long (L)—10 years; probability/severity: very high (VH), high (H), medium (M),
low (L), and very low (VL).

#D
Temporal Horizon Probability (AS IS) Severity (AS IS)

#A
Probability (TO BE) Severity (TO BE)

S M L VL L M H VH VL L M H VH VL L M H VH VL L M H VH

S1 X X X S1.1 X X

S1.2 X X

S1.3 X X

S1.4 X X

S1.5 X X

S1.6 X X

S2 X X X S2.1 X X

S2.2 X X

S2.3 X X

S2.4 X X

S3 X X X S3.1 X X

S3.2 X X

S3.3 X X

S4 X X X S4.1 X X

S4.2 X X

S4.3 X X

S4.4 X X

S5 X X X S5.1 X X

S5.2 X X

S5.3 X X

S5.4 X X

S6 X X X S6.1 X X

S6.2 X X

S6.3 X X

S6.4 X X

S7 X X X S7.1 X X

S7.2 X X

S7.3 X X

ET1 X X X ET1.1 X X

ET1.2 X X

ET1.3 X X

ET1.4 X X

ET1.5 X X

ET2 X X X ET2.1 X X

ET2.2 X X

ET2.3 X X

ET3 X X X ET3.1 X X

ET3.2 X X

ET3.3 X X

ET4 X X X ET4.1 X X

ET4.2 X X

ET4.3 X X

ET4.4 X X

ET4.5 X X
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Table A1. Cont.

#D
Temporal Horizon Probability (AS IS) Severity (AS IS)

#A
Probability (TO BE) Severity (TO BE)

S M L VL L M H VH VL L M H VH VL L M H VH VL L M H VH

ET5 X X X ET5.1 X X

ET5.2 X X

ET5.3 X X

ET5.4 X X

ET6 X X X ET6.1 X X

ET6.2 X X

ET6.3 X X

ET7 X X X ET7.1 X X

ET7.2 X X

ET7.3 X X

ET7.4 X X

F1 X X X F1.1 X X

F1.2 X X

F1.3 X X

F1.4 X X

F2 X X X F2.1 X X

F2.2 X X

F2.3 X X

F3 X X X F3.1 X X

F3.2 X X

F3.3 X X

F4 X X X F4.1 X X

F4.2 X X

F4.3 X X

F4.4 X X

L1 X X X L1.1 X X

L1.2 X X

L1.3 X X

L1.4 X X

L1.5 X X

L2 X X X L2.1 X X

L2.2 X X

L2.3 X X

L2.4 X X

L2.6 X X

L3 X X X L3.1 X X

L3.2 X X

L3.3 X X

L3.4 X X
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Table A2. Detailed results as CDi and Ai of different iterations.

#D
Iteration 1 Iteration 2 Iteration 3 Iteration 4 Iteration 5

CDi Ai CDi Ai CDi Ai CDi Ai CDi Ai

1 0 21,989 2767 16,583 2767 16,583 2767 16,583 2767 16,583

2 997 353 997 353 997 353 997 353 997 353

3 452 2248 452 2248 452 2248 452 2248 452 2248

4 3172 3128 3172 3128 3172 3128 3172 3128 3172 3128

5 6644 15,006 6644 15,006 6644 15,006 6644 15,006 6644 15,006

6 0 1055 278 588 278 588 278 588 278 588

7 1032 0 1032 1032 0 1032 0 1032 0

8 5070 66,930 23,918 48,082 23,918 48,082 23,918 48,082 23,918 48,082

9 1935 0 1935 0 1935 0 1935 0 1935 0

10 12,367 27,683 20,167 19,883 20,167 19,883 20,167 19,883 20,167 19,883

11 1228 171,972 0 187,186 0 187,186 0 242,462 3860 169,340

12 768 107,482 768 107,482 54,509 53,741 54,509 53,741 54,509 53,741

13 13,500 18,975 0 45,375 3229 29,246 6075 26,400 3229 29,246

14 3031 0 3031 0 3031 0 3031 0 3031 0

15 2362 4088 6450 0 2362 4088 6450 0 2362 4088

16 12,015 0 12,015 0 12,015 0 12,015 0 12,015 0

17 5160 0 5160 0 5160 0 5160 0 5160 0

18 151 15,974 5451 10,674 4656 11,469 5451 10,674 4656 11,469

19 1784 7891 1784 7891 1784 7891 1784 7891 1784 7891

20 6496 6404 6496 6404 92 12,808 92 12,808 6496 6404

21 5846 5764 5846 5764 5846 5764 0 13,449 5846 5764
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