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Abstract – Mobile Health (m-Health) system architectures are typically based on mobile and 

wireless communications, and use mobile devices with data exchange supported by Web Services 

(WS). Although m-Health systems offer mobility as a potential and precious resource they also 

present several challenged issues and constraints, such as, battery and storage capacity, broadcast 

constraints, interferences, disconnections, noises, limited bandwidths, and network delays. 

Furthermore, constant mobility and often-required Internet connectivity also exposes and 

compromises the privacy and confidentiality of the m-Health system information. This paper 

proposes a novel data encryption solution for mobile health systems, considering a novel and 

early-proposed cooperation strategy. This encryption solution, called data encryption for mobile 

health applications (DE4MHA), tries to guarantee the best confidentiality, integrity, and 

authenticity of m-health systems users data. The paper also presents a performance evaluation 

study comparing the performance an m-Health application with and without the DE4MHA. 
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1. Introduction 

Mobile health (m-Health) is considered the future on Health telematics and a new edge on 

healthcare innovation. It proposes and aims to deliver healthcare anywhere and anytime, 
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surpassing geographical, temporal, and even organizational barriers [2,64]. It offers more 

accessible and affordable healthcare solutions to patients that live in remote rural areas, that travel 

constantly or that for some reason are physically incapacitated [40, 1]. In the last decade m-Health 

has been an important area of research gathering and innovating important findings and 

contributions to several health topics, such as, cardiology [46, 22, 38], diabetes [34, 42, 31], 

obesity [70, 48,47,66], smoking cessation [67], and healthcare services for developing countries 

[17], among others.  

Typical m-Health services include mobile devices and wireless communications. Figure 1 

illustrates a typical architecture of an m-Health system interacting with a Web service (WS) that 

delivers and provides several health services. However, these services and architectures present 

several challenging issues and constraints, such as, battery and storage capacity, broadcast 

constraints, interferences, disconnections, noises, limited bandwidths, and network delays.  

 

Figure 1. Illustration of a typical m-Health network architecture. 

 

Several research studies present cooperation-based approaches as a solution to solve such 

limitations and also to improve wireless networks performance [33, 11]. In the healthcare context, 

cooperation among healthcare professionals has been studied and concluded that can improve their 

work and performance. Computer-supported cooperative work (CSCW) is usually used to share 

information through broadband and telecommunication networks (e-Mail or instant messaging) 

[5]. However, CSCW applied to healthcare information systems could enable patients and 

healthcare professionals to work together and share more efficiently health information even from 

remote locations [52,12]. 

Another challenging issue in m-Health services and applications is privacy and security. 

Moreover, security and privacy have been over the last year a point of interest in designing and 
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researching IT solutions [3,13,25,29,35]. M-Health applications often save or access to sensitive 

and personal information. A patient or a healthcare professional that manages such information 

must assure its confidentiality, integrity, and authenticity. Therefore, cryptographic mechanisms 

can be seen as an excellent solution to guaranty health information privacy and protection [52]. 

This paper proposes a data encryption solution for mobile health applications (DE4MHA) for an 

early-proposed cooperation strategy presented in [60] considering m-Health systems to assure data 

confidentiality, integrity, and authenticity. The cooperation strategy and the DE4MHA are 

deployed and evaluated in a real m-Health application for obesity prevention and control, called 

SapoFit [61,55,56]. The DE4MHA includes the use of the RSA algorithm [32] for asymmetric 

encryption/decryption to assure Key exchange confidentiality and the Advanced Encryption 

Standard (AES) algorithm [50] for symmetric encryption/decryption assuring data confidentiality. 

To ensure data integrity a message digest is created with the generation of a hash of the transmitted 

data. Digital signature is used for data authenticity, encrypting the previous hash message with the 

RSA private Key. The HTTPS protocol is used to secure the communication with the SapoFit Web 

service (WS). The network performance assessment and validation of the proposal is also 

presented. This evaluation proves its feasibility and also studies the impact of the DE4MHA over 

the cooperation strategy for m-Health applications.  

The main contributions of the paper are the following: 

 Study of encryption/decryption algorithms for typical m-Healh network architectures; 

 Proposal of an encryption/decryption hybrid approach using symmetric and asymmetric 

encryption algorithms for typical m-Healh network architectures; 

 Proposal of a data encryption solution for mobile health applications (DE4MHA) in 

cooperation environments. 

The remainder of this paper is organized as follows. Section II elaborates on related work about 

the topic focusing on cryptography approaches suitable for e-Health and m-Health applications. 

Section III summarizes the early-proposed cooperation strategy where the DE4MHA was applied 

and the cryptography proposal and its conceptual design is presented in Section IV. The 

performance evaluation and assessment of DE4MHA is presented in Section V. Finally, Section 

VI concludes the paper and points out further research works. 
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2. Related Work 

One of the most known and to the best of authors knowledge the first definition of m-health comes 

from Istepanian and Lacal [28] when, in 2003, defined mobile health as “emerging mobile 

communications and networks technologies for healthcare”. In 2006, Laxminarayan et al. [37] 

presented an extensive study on the impact of mobility on the existing e-Health systems. In [16] 

authors define mobile health as “the provision of healthcare services through use of information 

and communication technologies (ICT) for mobile users”. Mobile health services are present in a 

large scale in the applications available to users allowing them to obtain useful information about 

their health care serving as well as awareness prevention. M-Health systems and applications use 

the Internet and Web Services to provide an authentic pervasive interaction between physicians 

and patients. Any healthcare professional or a patient can easily access the same medical record 

anytime and anywhere through his personal computer, tablet, or smartphone. With the proliferation 

of mobile devices [54], innumerous m-health applications have been developed and turned 

available to the public through online markets [49] giving users the possibility of monitoring their 

own health state, allowing them to create and maintain their own health records, treatments alerts, 

health goals establishment, just to name few of them.  

2.1 Challenges in m-Health systems design 

The use and the design of mobile applications and systems include several challenges, such as, 

limited computing power, storage space, and battery lifetime, among others [26]. Therefore, a 

lightweight computing approach rather than an intensive and complex approach is desired in such 

context [14]. Furthermore, mobile devices face several security issues summarized as follows [69]: 

 Message interception and falsification – By monitoring and analysing wireless traffic 

introducing then false packets to achieve network access compromising communications. 

 Impersonation, identity theft and fraud – When using technical or social engineering 

techniques, credentials of legitimate users may be obtained. 

 Mobile virus and devices hijacking – A device can be fully exposed to attacks if 

viruses, Trojans, or worms are installed in a disguised form.  

 Spamming – Sending a huge amount of unsolicited SMS messages or Instant Messages 

to users. 
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 Phishing – Term usually used to define the process that involves sensitive information 

acquisition, like usernames, passwords or, e.g., credit card details through trust agent 

personification on electronic communication. It is often accomplished by redirecting 

users to fake Websites that look exactly as the one they expected. 

When creating and designing m-Health services, it is extremely important to give the appropriated 

attention to all the above-mentioned issues to assure that health data is secure and not 

compromised. The most appropriate and ideal solution to handle such security issues is 

cryptography [43]. 

2.2 Cryptography approaches suitable for e-Health and m-Health 

services and applications 

Cryptography may be defined as a set of techniques and algorithms to assure safe communication 

between two agents, on an open network channel. Moreover, it answers numerous issues of a 

communication process, such as, confidentiality, integrity, and authenticity [24]. 

2.2.1 Confidentiality 

Confidentiality assumes that data is unavailable or disclosed to unauthorized persons [39]. 

Therefore, referring confidentiality implies dealing with encryption algorithms. Encryption is the 

process of encoding messages so that only authorized agents should be able to read them. Hence, 

several algorithms were developed over the past decades to deal with the increasing need of 

assuring data confidentiality and they may be divided into two main groups, (1) symmetric 

algorithms where both encryption and decryption is accomplished using the same key and (2) 

asymmetric algorithms where one key is used for encryption (public key) and another one is used 

for decryption (private key) [45].  

As above-mentioned, symmetric algorithms use the same key for encryption and decryption. In 

this section, several encryption algorithms that are suitable for m-Health applications are 

considered. A typical symmetric encryption algorithm workflow is presented in Figure 2. A 

number of well-known symmetric key encryption algorithms suitable for e-Health systems 

enumerated in [10] have been studied, namely, the following: DES, 3DES, AES, Blowfish, IDEA, 

and RC4. 

Data Encryption Standard (DES) [23] is an algorithm developed by IBM, in 1975, that as been 

adopted and published as a Federal Information Processing Standard (FIPS) in 1977. The 
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algorithm operates on a 64 bits data block and a fixed key length of 56 bits size for 16 rounds. 

Nowadays, it is considered to be out-dated and it has been replaced by its successor 3DES. 

TripleDES, or 3DES algorithm [27], was introduced in 1978 by IBM as an extension of DES. 

3DES applies DES algorithm three times instead of just one, supporting 112 bits or 168 bits key 

length and a block size of 64 bits that operates on 48 rounds.  

 

 

Figure 2. Illustration of a symmetric encryption algorithm workflow. 

In 2001, in an open competition (known as Advanced Encryption Standard process), promoted by 

the National Institute of Standards and Technology (NIST), with the purpose of replacing the 

existing DES algorithm, two Belgian cryptographers proposed an algorithm originally named 

Rijndael that later became known as Advanced Encryption Standard (AES) [65]. It operates on a 

block cipher of 126 bits size and the key size is 128, 192, or 256 bits. 

Another widely known symmetric algorithm is RC4 [30], also known as ARC4 or ARCFOUR and 

it was designed by Ron Rivest in 1987. This algorithm is applied to the Secure Socket Layer 

(SSL), WEP or PDF. It uses variable key length from 40 to 256 bits, as well as variable block 

sizes, changing its speed in encryption/decryption operations. 

Blowfish [57] is another symmetric algorithm with worldwide acceptance and it was originally 

designed by Bruce Schneier, in 1993. The algorithm uses a variable key length between 32 and 

448 bits (128 bits by default) and a 64 bits block size for operations on 16 rounds. 
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International Data Encryption Algorithm (IDEA) [7] is the best known for its use in Pretty Good 

Privacy (PGP) v2.0. It is an algorithm that operates on a 64 bits block size with a 128 bits key size. 

Asymmetric cryptography, more known as public key cryptography, can be used to assure 

confidentiality. A typical asymmetric encryption algorithm workflow is presented in Figure 3.  In 

this type of algorithms, two keys are required in order to operate. One key, known as public key, is 

used to encrypt the content of a message and the other one (private) key is used to decrypt it. 

These type of algorithms solve some of the faults of the symmetric algorithms, although they are 

considered to be at least 1000 times slower than symmetric ones [6] and keys size must be 

significantly bigger (for example, a 1024 bits key of an asymmetric algorithm corresponds 

approximately to a 128 bits key of a symmetric algorithm), and it is usually harder to handle key 

management. These types of algorithms are usually used for identification purposes or to session 

key exchange without requiring a trust agent [18].  

RSA is an example of an asymmetric algorithm and its name stands for Rivest, Shamir and 

Adleman, the founders of the referred algorithm. It is widely known by being appropriated to 

encrypt/decrypt as well to perform digital signature. It was proposed in the late 70’s but it is still 

used currently. Another example of asymmetric algorithm is Elgamal, described by Taher Elgamal 

in 1984 [21]. 
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Figure 3. Illustration of asymmetric encryption algorithm workflow. 

2.2.2 Integrity 

Integrity is intended to provide users whether some data remains as it was when it was firstly 

created or if it has been changed [15, 58]. Health information is known as sensitive information in 

which a small change of the original information may have a negative outcome. Therefore, it is 

usually a good idea to use algorithms that can assure that users are handling unchanged and 

original information. Hence, cryptographic hash functions are used for that purpose.  

As an example of a hash algorithm, Message Digest 5 can be named and it was designed by Ron 

Rivest, in 1991 [53], and it is largely used to check data integrity. It produces a 128-bit output, 

called message digest. In order to check data integrity, the same piece of data must always produce 

the same message digest as output, though in rare cases it may produce the same message digest 

for different piece of data [68]. For instance, given some data sent over the network, if it suffers 

any change when arriving at the end point, it will produce a different message digest, what makes 

possible to check data integrity. 

Secure Hash Algorithm 1 (SHA-1) is an algorithm to assure data integrity, producing a 160 bit 

message digest. Both algorithms allow checking data integrity, by computing the message digest 

of a certain message. Any change of the message will almost certainly result in a different message 

digest, which allows to check if data integrity has been compromised or not [19]. 
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2.2.3 Authenticity 

Authenticity is another important concept when handling with security mechanisms. Nowadays, in 

every system, it is vital to assure that users send or receive information from the expected person 

or entity. Authenticity can be achieved using the above-mentioned RSA algorithm in combination 

with a hash function where the private key is used to encrypt the message digest. Then, the public 

key is used to decrypt the message digest and, when compared with the generated message digest 

on the sender side, both must be equal. Digital Signature Algorithm (DSA) [44] also provides 

digital signature capabilities. However, DSA can only sign and cannot encrypt information. 

Furthermore, it uses SHA-1 to generate the message digest as opposed to MD5 used by RSA. DSA 

was proposed by David Kravitz. In 1991, it was adopted by the National Institute of Standards and 

Technology (NIST). 

2.3 Mobile health security approaches 

Over the years securing e-Health data has been a matter with high importance, mainly due to the 

sensitivity data exchanged between users [63]. Many studies have been conducted in order to 

assure secure communications conveying e-Health data. In [62], a security model is presented 

focusing in identification, authentication, access control, integrity, confidentiality, and availability 

matters. For that purpose, cryptography has been widely used and studied in systems that share 

and transmit health data [9]. Furthermore, in [59], it is proposed an architecture that allows 

exchanging patients medical record in a secure way through the available infrastructure of mobile 

operators. Generic Bootstrapping Architecture (GBA) is used to enable user authentication while 

the other entity in the communication (service provider, hospital, and network operator) 

authenticates through the usage of Public Key Infrastructure (PKI). Finally, to guarantee secure 

communication, encryption and digital signature techniques are used. Although the use of standard 

security mechanisms of mobile networks and service providers present benefits, such as easy 

utilization and implementation of proven secure solutions, it clearly introduces some issues 

including the service provider and mobile network provider cooperation as well defining privacy 

and security policies concerning patient’s private health data while transferred outside the source 

management. Since there are multiple mobile networks providers in each country and in order to 

turn health secure services available to all the potential users, it is clear that several agreements 

between multiple parties should be defined to turn this solution mobile operator dependent [59]. In 
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[41], the authors describe a new trend in security of e-Health data presenting XML security 

solutions describing some selected solutions in health data. eXtensible Access Control Markup 

Language (XACML) and Security Assertion Markup Language (SAML) languages are presented 

enabling authentication and authorization in a large network space. More specifically, SAML 

enables transmission of authentication data between parties, namely between an identity provider 

and a service provider. XACML defines access control policies as well as a processing model 

describing how to evaluate authorization requests according to the rules defined in the policies. 

Lacuesta et al, presents in [36], a hybrid symmetric/asymmetric secure protocol for wireless ad hoc 

networks. This proposal also implements a trust scheme between users for data and secret key 

exchange. This scheme is based on the first visual contact between network nodes and its 

completely self-configured and able to create the entire network and exchange secure services. 

 

3. Cooperation Strategy 

This section describes, in detail, the early-proposed cooperation strategy for m-Healh applications 

[60]. This reputation-based strategy is based on the following three modules: i) a node control 

message, ii) a cooperative list, and iii) a cooperative Web service (CWS). 

3.1. Nodes control message and cooperative list 

The node control message, illustrated in Figure 4, contains a node ID, node status (storage 

capacity, energy, and Internet connectivity), and its cooperation status (cooperative or 

uncooperative). This control message is exchanged when a node establishes contact with a 

neighbor node. This message tries to provide an awareness control of all neighbor nodes knowing 

if they are willing to cooperate and in what conditions.  

 

Figure 4. Node control message. 
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The network cooperative list, illustrated in Figure 5, registers all the cooperative and 

uncooperative network nodes throughout a service request. This list classifies all the neighbor 

nodes cooperative actions. It saves the Node ID and adds or subtracts a classification threshold 

according to the node cooperation status. When a service is requested from a node without 

Internet connectivity, all the nodes update their status in the cooperative list. 

 

Figure 5. Node control message. 

 

The cooperative threshold list (CT) influences directly the node reputation. The list starts at 0 

(zero) and a unit (1) is added or subtracted according to the node cooperation status and node 

status. The correlation between the node cooperation status, the node status, its Internet 

connectivity, and the resultant CT is presented in Table I.  

 

Table I. Correlation between the node cooperation status, the node status, its Internet connectivity, 

and the resultant CT classification. 

Battery State Internet 

Connectivity 

Cooperation State Reputation 

Value (RV) Classification 0%-100% 

Critical <15% - - - 

Poor 

>= 15% 

and 

< 35% 

0 0 -1 

Poor 0 1 +3 

Poor 1 0 -2 

Poor 1 1 +4 

Regular 

>= 35% 

and 

< 70% 

0 0 -2 

Regular 0 1 +2 

Regular 1 0 -3 

Regular 1 1 +3 
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Excellent 

>= 70% 

0 0 -3 

Excellent 0 1 +1 

Excellent 1 0 -4 

Excellent 1 1 +2 

 

The node status is based on its storage capacity and energy lifetime. A node has three types of 

status: poor, regular, and excellent. A node with poor status occurs when the device storage 

capacity is over 95% or its available power energy is below 20%. The regular status comes when a 

node storage capacity is under 95% and its power energy is between 20% and 80%. A node is 

classified with an excellent status when the node storage capacity is under 95% and its available 

power energy is over 80%. The CT value guarantees that non-cooperative nodes are punished. 

 

3.2 Cooperative Web service and reputation table 

The cooperative Web service (CWS) includes and manages the node reputation table. To calculate 

nodes reputation, the CWS uses the cooperative lists deciding if the requesting node should have 

access to the m-Health application WS or not. Based on nodes reputation, the CWS will not grant 

access and release any resource from the WSs to selfish nodes. Selfish nodes are punished by the 

CWS with an order to cooperate until its reputation reaches a cooperative state. The CWS always 

release resources to cooperative nodes, however, super-cooperative nodes have a maximum 

priority in case of simultaneous requests. Figure 6 presents a user scenario of the m-Health 

cooperation approach. User A has network connectivity and cooperates, the status value is defined 

according to the battery status. User B has network connectivity and does not cooperate. Then, the 

status value will suffer a negative impact according to the battery status. Users C and D do not 

have network connectivity. User C queries User A for cooperation and receives a positive response 

and all the requested data. User D queries User B for cooperation and receives a negative 

response. Then, User D requests data from User C that answers this request, getting positive status 

by cooperating. Cooperating nodes have a better reputation, and have priority over selfish nodes to 

access the m-Health application services.  
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Figure 6. Illustration of the interaction for an m-Health application with  

the proposed cooperation approach for 4 users. 

 

4. Data Encryption Mechanisms for Mobile Health 

Applications 

 This section presents the data encryption proposal for health applications (DE4MHA) in 

cooperation environments. The main goal aims to assure and guaranty m-Health data 

confidentiality, integrity, and authenticity in a cooperation environment where sensitive and 

personal data is exchanged through different agents. Figure 7 presents the use case diagram of the 

DE4MHA basic mechanisms and procedures. 
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Figure 7. Use case diagram of the DE4MHA basic mechanisms and procedures. 

 

Data confidentiality protects data that is exchanged through the network from unauthorized agents. 

There are two types of encryption algorithms to treat confidentiality: i) Symmetric Algorithms and 

ii) Asymmetric algorithms. Symmetric algorithms use the same key from encrypting and 

decrypting while asymmetric algorithms use one key for encryption (Public Key) and one for 

decryption (Private Key) [22]. Data confidentiality symmetric algorithms are widely used over 

asymmetric algorithms mainly because the last ones require a bigger encryption key that 

analogously increases the encryption time. In this paper, four distinct symmetric algorithms were 

considered to treat data confidentiality, namely, Advanced Encryption Standard (AES), Triple 

Data Encryption Standard (3DES), RC4, and Blowfish. Working and studying encryption 

algorithms implies a comprehensive understanding of the encryption key procedure once the 

encrypted data strongly depends on key’s size [4]. All the four experimented algorithms use 168 

bits key length except for AES, which uses 128 bits key length (additionally, it is possible to use a 

192 or 256 bits key length).  

Concerning the asymmetric encryption, two algorithms were considered, RSA and Diffie-Hellman, 

although, Diffie-Hellman might not be considered an encryption algorithm but a key exchange 

protocol [8]. 
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4.1 Encryption strategy 

The first issue addressed on the construction of the DE4MHA was the exchange key problem [18]. 

Therefore, DE4MHA uses a hybrid approach using asymmetric algorithms for session key 

exchange and symmetric ones for encrypting data being transferred among network nodes.  

The DE4MHA procedures (illustrated in the activity diagram shown in Figure 8) begins with a 

mobile node (a person using SapoFit), trying to access the SapoFit Web service (WS) that contains 

the user profile, weight measures, fitness, and diet indications. A SapoFit user (mobile requester 

node) without network connectivity and without access to the SapoFit WS will try to obtain the 

required health information through cooperation. Another user with network connectivity (mobile 

requested node) will forward the requested health information from the SapoFit WS. Both the 

requested and requester nodes will exchange (through Bluetooth) a Public Key Message (PKM). 

After the public key exchange, the requested node creates a session key, encrypting it with the 

requester node’s public key. Then, a signature of the whole message is created and appended to the 

Session Key Message (SKM) that is sent to the requester node. When the message containing the 

session key is received, if its integrity and authenticity is verified, the requester node sends an 

acknowledgement (Ack) to the requested node. This method guaranties safe communication 

between nodes, otherwise, if the integrity and authenticity is not verified the communication 

between nodes is finished (aborted). A mobile node with network connectivity will access the 

cooperative WS to obtain the required health information. To secure all the communication with 

the WS, the Secure Socket Layer (SSL) over the HTTP (also known as HTTPs) is used. Therefore, 

granting confidentiality, integrity, and authenticity of all the retrieved health data from the WS. 

Figure 9 illustrates the overall behaviour of DE4MHA and the most fundamental messages 

exchanged between two mobile nodes that requires safe communication establishment in order to 

exchange information through cooperation. The procedure begins when a requester node needs to 

obtain data through cooperation, performing the process of node discovery and further connection 

through Bluetooth to a mobile node willing to cooperate (1). When both nodes are connected 

through Bluetooth, both nodes will generate a RSA key pair, exchanging their public key, so that 

each mobile node will be able to encrypt messages for further exchange (2). As soon as the 

requested node receives the requester node’s public key, it proceeds to generate an AES session 

key encrypting it through the requester node’s public key, appending then a digital signature to 

assure data integrity as well as authenticity (3). Finally, if the previous message is received by the 



16 

requester node, its integrity and its authenticity will be checked and, if nothing wrong happened, 

the requester node will create a Ack message and a signature to guaranty that requested nodes 

know the requester node has received the session key (4). Therefore, all exchanged messages will 

be encrypted using the referred session key instead of the key pair used to exchange the session 

key, due to the superior time taken to encryption/decryption procedures by public key 

cryptography. 

 

Figure 8. Activity diagram of the DE4MHA procedures. 

loop

if [Requested Node cooperates]

[else]

if [Requested Node has Internet Connectivity]

[else]

Requester 
Node

Requested 
Relay Node A

Web Service Relay Node 

Reply with public key

Send session key

Ack

getHealthData

send response

send cooperative data

Call

send response

Send public key

send public key

Reply with public key

Send session key

Ack

Relay Node B has 
Internet connectivity 
calls web service

Response

send cooperative data

send response
send response

Search process until it 
finds a cooperative node

loop



17 

 

Figure 9. Data Exchange sequence 

4.2 Public key message 

Public key messages are sent from both requested and requester node, aiming to provide to each 

node their public key. In the future, this public key is used to encrypt a session key and it is used 

later to enable safe session key transfer.  

Figure 10 illustrates a public key message. It has a maximum size of 119 bytes and the two 

following modules: 

1. Node unique ID: This identifier is created through the aggregation of the mobile device 

Bluetooth mac address and the user unique identifier. 

2. Public Key: This field will include the RSA public key previously generated along with the 

necessary private key. 

These two elements comprise the public key message, which essentially enables safe public key 

exchange among mobile nodes on the network.  

 

Figure 10. Public Key Message. 
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4.3 Session key message  

The requested node is the one who sends the session key message, and it comprises three main 

components: i) the requested ID, ii) the session key, and iii) the signature. The three main 

components of the session key message are illustrated in Figure 11 and may be described as 

follows: 

1. Requested ID: as above-mentioned, the requested ID results from the aggregation of the 

mobile device Bluetooth mac address and the user unique identifier. 

2. Session Key: this field includes the session key used to encrypt and decrypt all the data 

exchanged among mobile nodes, assuring that all sensitive data is kept safe and its content 

remains unknown to unwanted threats (ensuring confidentiality). 

3. Signature: To every message exchanged between mobile nodes an hash of that message is 

generated and encrypted with the node’s private key creating a signature of the message. In 

this particular case, the requester node, to assure the message is exactly as it was when it was 

sent remains intact (preserving its integrity), and at the same time it assures the message was 

sent from the expected person (mobile node) guaranteeing authenticity. 

When the requester node receives the session key message from the requested node, it verifies its 

integrity and authenticity. If the message has not been corrupted neither sent by someone else then 

expected, both the requester and requested nodes can safely communicate and exchange messages 

using the session key that only both possess. 

 

 

Figure 11. Session Key Message. 
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4.3 Symmetric and Asymmetric algorithm choice 

In order to choose the most suitable symmetric encryption algorithm for DE4MHA, performance 

experiments were conducted using four different encryption algorithms, including AES, Triple 

Data Encryption Standard (3DES), RC4, and Blowfish. Given that DE4MHA aims any mobile 

health application in a cooperative environment, the amount of data that each application usually 

exchange is not known a priori. Therefore, in order to study several scenarios, different sizes of 

data that should be encrypted have been used as a performance metric. 

Figure 12 presents the performance comparison of average encryption and decryption time as 

function of data size for the symmetric algorithms AES, 3DES, RC4, and Blowfish. As may be 

seen, results shown that when data size to encrypt increases, the encryption time (seconds) also 

increases, as expected. When comparing small amounts of data, all the four algorithms present 

similar results. However, AES algorithm presented better results, since the encryption time of 

bigger data tends to grow up very slowly. All the other three evaluated algorithms tend to grow up 

exponentially when data size to encrypt overcomes 1000 KB. The 3DES algorithm presented the 

maximum observed encryption time, encrypting 10,000 KB of data, which took on average 14.3 

seconds. With the same amount of data, the AES encryption time was only about 0.0045 seconds. 

Regarding decryption process, the obtained results are nearly the same. AES algorithm decryption 

time is about 0.0038 seconds to decrypt 10,000 KB of data, in average. Given the observed results, 

AES algorithm was chosen for DE4MHA as a symmetric algorithm. 

 

 

Figure 12. Performance comparison of average encryption and decryption time as function of data 

size for the symmetric algorithms AES, 3DES, RC4, and Blowfish. 

 

Regarding the choice of an asymmetric algorithm to exchange session keys between mobile nodes, 

two options were considered, the RSA and the Diffie-Hellman algorithms. The RSA encrypts the 
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session key for delivery and the Diffie-Hellman allows users to share a secret, generating then a 

session key based on the shared secret.  

Several experiments were performed with both algorithms. It was observed that RSA presents 

better encryption times than Diffie-Hellman, due to the high amount of computation needed by 

Diffie-Hellman and the low processing capacity of mobile devices. 

4.4 Integrity and authenticity 

In order to assure integrity, Message-Digest 5 (MD5) algorithm was chosen. It takes a message of 

arbitrary length as input and produces a 128-bit “hash” value or “message digest” as output. When 

this method is used multiple times with the exactly same message, it should always produce the 

same hash value. Then, if a message is modified or corrupted, generating a hash value and 

comparing it with the original one, it is possible to verify if the message maintains its integrity. 

To guarantee authenticity, two approaches were considered, (1) using RSA algorithm to encrypt 

the hash value previously generated with MD5 and (2) using Digital Signature Algorithm (DSA). 

RSA can only sign a message but cannot encrypt information. Since a hybrid approach has been 

chosen when AES is used for symmetric encryption and RSA used for asymmetric encryption, the 

last one was chosen to perform digital signature, considering the fact that RSA will be used both 

for session key exchange and digital signature performance. Thus, the generation of a pair of keys 

to exchange session keys and another one for digital signature is unnecessary. 

5. Performance Evaluation 

This section focuses on the performance evaluation and validation of the security mechanisms 

embedded in an m-Health application with cooperation mechanisms. First, the m-Health 

application (SapoFit) and corresponding network scenario used to evaluate and demonstrate the 

solution is introduced. Afterwards, the system validation and results are discussed.  

5.1 SapoFit, an m-Health application 

SapoFit is a weight control mobile application that allows users to keep track of weight in a 

healthier and more practical way [55, 56, 61]. SapoFit allows users to control their weight, body 

mass index (BMI), basal metabolic rate (BMR), sports activity, and the possibility to follow food 

plans based on their needed calories. In this m-Health application all the users must be registered 
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in a Web service. Figure 13 presents the main activities screenshots of SapoFit application created 

for Android operating system. 

 

Figure 13. SapoFit Application. 

The SapoFit application was used to evaluate and demonstrate DE4MHA and the cooperation 

strategy targets mobile devices running Google Android OS. The communication to the SapoFit 

Web service uses Simple Object Access protocol (SOAP) messages over Hypertext Transfer 

Protocol (HTTP). The information returns to the mobile application in JavaScript Object Notation 

(JSON) or Extensible Markup Language (XML). 

5.2. Network scenario 

Figure 14 presents the network scenario used to evaluate and demonstrate the proposed solution. It 

includes seven mobile devices with different hardware and software with SapoFit m-Health 

application. During five days, seven different users experimented the application. Non-cooperative 

cases where controlled and measured to a maximum of 4 to guarantee the minimum service 

performance. Through cooperation, all the devices can indeed use the m-Health application. 

However, uncooperative nodes affect directly the service delivery probability, service average 

delay, and the overall network performance. Performance metrics considered in this study are the 

request and response average time (in seconds). A performance comparison study of the m-Health 

application with and without the DE4MHA is presented. 

In the presented scenario, all the devices carry Bluetooth class 2 modules, but only three devices 

have Internet connectivity. Users without Internet connectivity must use the integrated cooperation 
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mechanisms in order to obtain the requested health information. When the number of 

uncooperative nodes increases, the average time of any request or response also naturally 

increases. 

 

Figure 14. Network scenario of SapoFit in a cooperation enviorment. 

Figure 15 shows how a request is handled when a mobile node desires to obtain determined health 

information. When a request is generated (required by the requester node), it initially checks if the 

device has Internet connectivity in order to obtain the desired information. In affirmative case, the 

requester node establishes a HTTPS connection (to assure data confidentiality) to the Web service 

that will try to obtain the information required by the device. On the other hand, when the 

requester node does not have Internet connectivity, a more complex scenario arises. In this 

scenario, in order to establish a secure channel through two mobile nodes, it is necessary to 

exchange public keys with the purpose of session key exchange assuring that nothing wrong 

happens in this procedure through authenticity and integrity properties. Thus, a message digest of 

the message to be sent is generated with MD5 algorithm, encrypting it with the receiver’s public 

key and then appending it to the referred message (as previously referred). Hence, the receiver is 

able to generate a message digest of the received message using MD5 algorithm as well as 

comparing it with the message digest appended by the sender and decrypted with the receiver’s 

private key, making it possible to check if the session key has not been modified and if it comes 

Internet Connectivity
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Uncooperative Node

Network

Web Server running 
SapoFit Web 
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from the expected source. Although this methodology has been exemplified with the session key 

message exchange case, it is actually applied in every message type that is exchanged between two 

mobile nodes. 

 

 

Figure 15 – Flowchart with request path activity. 

At this moment, both mobile nodes might communicate safely, exchanging cooperative data so the 

requested node is aware of what the requester node desires to obtain. If the requested node has 

Internet connectivity and is willing to cooperate, it will establish a HTTPS connection to the 

cooperative Web service to obtain the required health data. Then, if the requester node is still 

within coverage, the health data is directly forwarded. If the requester is no longer within reach, 
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due to devices displacement, it tries to find an alternative mobile node with cooperation 

mechanisms embedded that is, at the same time, neighbor from both mobile nodes. Then, the 

common neighbor is able to deliver the message to its final destination, i.e., the requester node. 

Finally, when anything wrong happens, i.e., integrity or confidentiality is not verified, the 

communication between two mobile nodes is immediately ended (aborted) in order to avoid 

information leakage and system compromising. 

5.3 Performance Analysis 

This section focuses on the performance analysis of the proposed encryption strategy in the above-

mentioned cooperative environment and its impact on the overall network performance. The study 

was performed with the above-mentioned real users. The study refers to the comparison of the m-

Health application performance with and without the cryptography strategy embedded. Results 

show a minimal increase of the overall time taken to accomplish cooperation tasks when 

encryption mechanisms are present, not compromising the overall network performance. Hence, 

due to DE4MHA incorporation, the average time added with encryption/decryption tasks 

corresponds to approximately 0,003557 seconds, and if compared with the average time taken by 

cooperation mechanisms shown in [60], it corresponds to an increase of 2% of the overall time. In 

this sense, the extra time required is perfectly acceptable since privacy and security is a concerning 

issue and must be included in every m-Health applications. This analysis focuses on the response 

service average time and request delay (in seconds). The delay is measured as the time between the 

request for the application service and the time that a response is received. Figure 16 shows results 

of the average request and response time delay in function of the number of uncooperative mobile 

nodes with and without the DE4MHA. Taking into account both approaches, with and without 

DE4MHA, it is observed that DE4MHA presents a slightly worse result in both request and 

response average time delay. However, as may be seen, this delay increase is almost insignificant.  
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Figure 16. Average request and response time delay in function of the number of uncooperative 

mobile nodes with and without the DE4MHA. 

6 – Conclusion and Future Work 

This paper described, in detail, a data encryption solution for mobile health applications using a 

cooperation strategy proposed in [60], called DE4MHA. The data encryption algorithm DE4MHA 

with cooperation mechanisms embedded in mobile health applications allows users to safely 

obtain health information with data carried safely. DE4MHA uses a hybrid approach using 

symmetric and asymmetric encryption algorithms. From this study, it was concluded the most 

suited symmetric algorithm for m-Health network architecture is the AES algorithm. For the same 

network scenarios using typical m-Health architectures, this study concludes the most suited 

asymmetric algorithm is the RSA. For communication with Web services, the HTTPS protocol is 

the most suitable security mechanism. 

The performance evaluation of this cryptography strategy shows that overall network and SapoFit 

performance was not degraded, maintaining slightly the same performance that without the 

encryption strategy. DE4MHA offers a robust and reliable increase of privacy, confidentiality, 

integrity, and authenticity on m-Health applications. Although it was experimented on a specific 

m-Health application, called SapoFit, both DE4MHA and the cooperation strategy can be 

deployed in a given m-Health application.  

In future works we will test the impact of security attacks[71] in DE4MHA. Moreover, A 

performance evaluation study of DE4MHA in other m-Health applications to obtain comparison 

results with other health data types and length may be considered for further works. A comparison 

of a performance evaluation results obtained by simulation may also be considered. 
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