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Abstract

One of the main challenges for the development of the Internet of Things is the authentication of large numbers of
devices/sensors, commonly served by massive machine-type communications, which jointly with long-term evolution has
been considered one of the main foundations for the continued growth of Internet of Things connectivity and an impor-
tant issue to be treated in the development of 5G networks. This article describes some protocols for the group-based
authentication of devices/sensors in Internet of Things and presents a new group authentication protocol based on
Shamir’s secret and Lagrange interpolation formula. The new protocol protects privacy, avoids unauthorized access to
information, and assists in the prevention of attacks, as replay, distributed denial of service, and man-in-the-middle. A
security analysis and comparisons among the 3GPP evolved packet system authentication and key agreement standard
protocol and other recent group authentication protocols were performed toward proving the efficiency of the pro-
posed protocol. The comparisons regard security properties and computational and communication costs. The safety of
the protocol was formally verified through simulations conducted by automated validation of internet security protocols
and applications.
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Introduction ® Driverless autonomous transportation systems;
Health (e.g. monitoring of vital signs, telemedi-
cine, remote diagnoses);

Metering (e.g. electric power, gas, water,
heating);

The Internet of Things (IoT) has increased the produc-
tion of daily-life devices and technological advances are .
leading to a type of communication defined as
machine-type communication (MTC), in which at least
one of the parties is a machine or sensor that requires
no human intervention. MTC has been widely used for 'Department of Electrical Engineering, University of Brasilia (UnB)
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main ones are large-scale real-time applications, as 2Integrated Management Coastal Research Institute, Universitat
Politecnica de Valencia (UPV), Valencia, Spain
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lighting,

e Remote maintenance/control (e.g.

pumps, valves, vehicle diagnoses).

The MTC technology has been included as an
important part of fifth-generation (5G) communica-
tions, based on a new radio technology able to treat
massive machine-type communication (mMTC) and
critical MTC (ultra reliable and low latency communi-
cation). Moreover, the addition of a MTC Server in the
3GPP architecture allows the development of applica-
tions in areas as health, transportation, environment,
automation, and farming. MTC involves many cate-
gories of sensor-based applications, with billions of
devices with small size data scattered worldwide and
many signaling messages to be transmitted.

Support to such a massive number of MTC devices
carries deep implications for the network architecture
and its protocols. Among different options of access
network for MTC, LTE/LTE-A (Long Term
Evolution—Advanced) has been an important alterna-
tive for supporting MTC communications. It accom-
modates such a type of traffic, once it offers large
coverage, high data rates, throughput, low latency, and
mobility support. However, due to the provisioning of
MTC services, a large signaling overload can occur in
the network, which affects the provisioning of quality
of service (QoS) for H2H (human-to-human) services.

The LTE/LTE-A radio area network is composed of
mobile terminals, eNodeBs, and an LTE-A core net-
work, named EPC (Evolved Packet Core), composed of
components, such as HSS (Home Subscriber Server),
MME (Mobile Management Entity), S-GW (Serving
Gateway) and P-GW (Packet Data Network Gateway).
In 3GPP, Releases 11, 12, and 13 of the LTE-A define
the current and planned MTC features.

In an MTC architecture based on LTE/LTE-A, sev-
eral MTC devices/sensors collect and send information
to an MTC server, where it is analyzed. This MTC ser-
ver, commonly located outside of the LTE-A network,
stores the data collected by MTC devices; therefore, a
new scenario involving the end-to-end connection
among the MTCDs (mobile terminal communication
devices), EPC, and MTC server must be treated.

Any communication in a public link can be a target
for attacks, which highlights the importance of an effi-
cient protection that imposes no inadequate bandwidth
consumption (measured in number of bits sent over the
communication channels). Computational resources
must be carefully used and, since the process and
resources involved in data collection and storage must
be reliable, any decision-support process will depend
on the confidence on the end-to-end network
infrastructure.

This relevant scenario, based on the combination of
MTCs complemented by a wireless wide area cellular
network (LTE/LTE-A) and an MTC server, poses

some security-related issues that must be adequately
addressed. Below are some of such issues:

1. Support to a large number of MTC devices may
cause signaling congestion, since the network
may be overloaded with signaling from the
authentication and control processes. Therefore,
the repetition of costly authentication messages
must be avoided.

2. An independent authentication process con-
ducted by an MTD device will affect the radio
access network (LTE) and the mobile core net-
work (EPC) and cause high network access
latency.

3. The number of bits sent on communication
channels must be minimized, due to scarcity
and the exponentially growing demand for voice
and data traffic; moreover, cellular networks
are commonly overloaded by H2H voice and
data traffic.

4.  An MTCD may show low processing capability
and cause processing delays that might be
incompatible with some applications of telemo-
nitoring, tracking, and metering, for example.
Therefore, the computational overhead imposed
mainly to MTCDs must be reduced.

5. The current standardized AKA (Authentication
and Key Agreement) protocol, known as EPS-
AKA (Evolved Packet System Authentication
and Key Agreement),' works in an individual
basis and no group management scheme is pro-
vided. A full EPS-AKA' authentication proce-
dure conducted for each MTCD imposes
computational overhead and an authentication
delay that hamper its practical use when a large
number of devices requires authentication.

6. EPS-AKA' is vulnerable to several known
attacks (e.g. man-in-the-middle (MITM) and
denial of service (DoS)) and suffers from disclo-
sure of user’s identity in the first access to the
network.

7. Users and network infrastructure may suffer
from other typical threats and attacks (e.g. net-
work impersonation, redirection, and replay
attacks), which require security-related counter-
measures for protection of integrity of data and
preservation of MTCDs privacy.

The literature reports some protocols that enable
group authentication, avoid congestion, and address
safety toward circumventing such problems. However,
they involve some security issues and their performance
requires improvements.

Our solution involves a security-robust protocol that
shows high performance for MTC in LTE/LTE-A net-
work for the circumvention of the above-stated
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problems. A new authentication and key agreement
protocol for congestion avoidance and better security
has been designed; it consumes less bandwidth and
fewer computational resources than other recent pro-
posals. It is characterized by a mutual authentication
and key agreement protocol, based on devices group-
ing, according to criteria, as same application type,
localization, same MTC server, among others. Instead
of authenticating each device separately, the network
authenticates all in the MTC group simultaneously,
reducing the signaling traffic. A leader has specific tasks
for each group, which reduces the bandwidth
consumption.

The protocol for MTC groups is based on Shamir’s®
secret and a binary tree group management, which
guarantees security protection and improvements in the
performance. It can also resist many attacks at low
bandwidth consumption. It assumes a KGC (Key
Generation Center) integrated with the HSS for avoid-
ing the creation of a new component for key manage-
ment. A session key is established between each MTCD
and MME and two phases, namely registration (which
uses asymmetric cryptography) and mutual authentica-
tion and key agreement (which uses symmetric crypto-
graphy) are considered.

The contributions of this article are as follows:

e The proposal of a group authentication protocol
to avoid the disadvantages of EPS-AKA' proto-
col (standardized by 3GPP) that authenticates
each device independently, generating high com-
putational and communication costs and secu-
rity issues.

e Computational cost reduction, due to the use of
symmetric cryptography, when compared to
group-based authentication and key agreement
(GR-AKA),? also based on Shamir? and Harn,*
and to other group authentication protocols as
Lai et al.’> and Choi et al.® Consequently, the
main operations performed (hash, module, mul-
tiplication, and Lagrange component) have low
cost, which reduces the processing time of the
operations performed.

e Communication cost reduction, due to the use of
symmetric cryptography, when compared to the
above-mentioned protocols. Causing a diminish-
ing in the size of exchanged parameters during
the authentication procedure. Basically, only
identities and hash are sent. Moreover, the
amount of parameters exchanged is reduced.

e Protection against attacks, such as replay, DoS,
MITM, redirection, and impersonation;

e Assurance of security properties, such as confi-
dentiality, integrity, anonymity, forward, and
backward secrecy;

e Formal validation of the protocol, using some
Automated Validation of Internet Security
Protocols and Applications (AVISPA)”® back-
ends, and a graphic simulation tool, which pro-
vides the visualization messages exchanged with
or without the presence of an intruder.

The remainder of the paper is organized as follows:
section “Related work” addresses some related and rel-
evant studies; section “Proposed protocol” presents the
protocol, which involves a registration phase and
mutual authentication and key agreement; section
“Security analysis of the protocol” reports on some
security analyses and comparisons to other protocols;
section “Performance evaluation” describes the perfor-
mance evaluation that considered computation and
communication costs; finally, conclusions and sugges-
tions for future works are provided in section
“Conclusion.”

Related work

Security in group-based communication that considers
sensor networks has been previously addressed, with
proposals that lead to performance improvement.” !
In this study, we consider an extended scenario, where
sensors (MTCD’s), organized in groups, are connected
to an MTC server by an LTE/LTE-A network for a
broad range of applications, including e-health, smart
metering, online school, and environment monitoring.

The development of group authentication has gener-
ated complex and robust protocols for MTC in LTE/
LTE-A with higher security protection and better per-
formance, which has brought innovations in the field.

A first contribution was provided by Harn,* who
used Shamir’s> Secret Sharing Scheme, a scheme based
on polynomial and Lagrange interpolating formula.
The protocol enables a group manager to generate a
secret token, based on random polynomial, for each
member of a group, where all tokens have a secret
value in common. Therefore, all members can authenti-
cate each other, reconstructing the secret value through
the Lagrange interpolating formula. Only if all of them
are legitimate, that is, all have legitimate tokens, the
right secret will be reconstructed. Despite being an effi-
cient group authentication protocol, it was not
designed to be used for MTC in LTE/LTE-A; there-
fore, it does not consider the network architecture,
security properties, and the higher performance
required by MTC development.

Li et al.’ developed a group authentication protocol
based on Shamir’s® secret and Harn’s* group authenti-
cation scheme, called GR-AKA. Its architecture is sim-
ilar to that of 3GPP EPS-AKA' and the difference is
the MTC Server can be located inside or outside the
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LTE architecture. Despite its key management effi-
ciency, Li et al.® do not guarantee the anonymity of the
MTC group and privacy in the device’s identities from
other devices in the same group. The group’s identity is
sent in plaintext and enables the attacker to track and
identify the groups involved in the authentication pro-
cedure. The proposal uses asymmetric cryptography in
the authentication phase, which requires higher con-
sumption of computational resources in comparison to
symmetric cryptography.

Lai et al.” proposed a protocol, called GLARM
(group-based lightweight authentication scheme for
resource constrained machine-to-machine communica-
tions), which is totally based on symmetric keys and
hash functions and provides mutual and fast group
authentication and key agreement. It consists of two
phases, namely Initialization and Group
Authentication and Key Agreement and its differential
is the use of location area identification (LAI) of the
base station involved in the authentication procedure
to prevent attacks originated from intruder base sta-
tions. LAI identifies base stations in a unique way. The
architecture is similar to that of 3GPP, as shown in
Figure 1. Although it provides a fast group authentica-
tion, it requires high a consumption of communication
resources, not desired in the development of MTC.

The protocol designed by Choi et al.® is based on
symmetric cryptography and manages a group of
devices through a binary tree, where each node is asso-
ciated with a secret value derived from its parents. The
tree provides an efficient and secure structure for the
management of groups of devices, enables each device
to be authenticated simultaneously with the group
leader, and establishes different session keys between
the MME and each device. The session key is based on
the secret values of the common tree nodes between
each device and the MME and on a random number
generated by the HSS in the authentication procedure.

However, regarding security, the protocol does not
guarantee the anonymity of the MTC group.

The protocol created by Fu et al.'? (privacy-AKA)
is a privacy-preserving group authentication protocol
based on ECDH (elliptic-curve Diffie—Hellman) key
agreement. It performs secure and efficient mutual
authentication and key agreement among groups of
devices and a MME (Mobility Management Entity).
The work preserves the privacy and anonymity of the
devices by defining a set of psecudo identities, conse-
quently protecting their permanent identities. Privacy-
AKA is composed of two phases, namely initialization
and mutual authentication.

Lai et al."® developed a group authentication proto-
col based on ECDH to perform the mutual authentica-
tion among groups of devices and a MME. The
authentication phase is divided in two parts, one to
authenticate the first MTCD to arrive in the server net-
work and another to authenticate the rest of devices in
the group. In the first part, it is necessary to involve the
HSS in the authentication. The second part just
involves MTCDs and the MME. The scheme does not
select a group leader. Consequently, the first device to
arrive in the server network might not be able to per-
form the important task of representing its group if its
resources are limited.

The scheme of Gupta et al."” proposes a dynamic
group authentication and key agreement protocol for
MTC in LTE/LTE-A (group-based secure authentica-
tion and key agreement (GBS-AKA)), based on sym-
metric cryptography composed of four phases. The
group organization is based on binary tree and a group
leader is elected. The protocol calculates temporary
identities preserve the privacy of each MTC device. To
maintain the forward and backward security, the group
key is updated each time a device joins or leaves the
group. GBS-AKA has proven to be secure against

1.14

@
MME/
SGW

g 5

MTCD group  <NB
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Figure 1. Network architecture of the proposed protocol.
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several attacks; nevertheless, it presents high communi-
cation cost.

Parne et al.'> proposed security enhanced group
based authentication and key agreement (SEGB-
AKA), a protocol for M2M communication in an loT-
enabled LTE/LTE-A network. The protocol is divided
in four phases and is based on symmetric cryptogra-
phy. Unique key identifiers are used to preserve the pri-
vacy of devices. A group leader is selected based on
characteristics as battery life, storage capacity, and
communication capability. The group management is
based on binary tree. However, although it provides
efficient and secure mutual authentication, the pro-
posed protocol presents high communication and com-
putational costs.

Asymmetric cryptography frequently imposes a
higher cost than symmetric cryptography. Such an
aspect was considered in our proposal toward reducing
computational costs. Table 1 shows comparisons
among the protocols regarding structure and
techniques.

Proposed protocol

This section presents a new group authentication proto-
col based on symmetric cryptography, Shamir’s secret
sharing scheme and Lagrange’s interpolating formula,
that aims at secure and efficient authentication and key
agreement for large groups of devices with good perfor-
mance of authentication protocols. The Dolev—Yao
model is adopted as the basis for the attack (adversary)
model.

The network architecture, shown in Figure 1, is
derived from 3GPP' standards. The following basic
assumptions related to the entities involved were
considered:

1. KGC is a trustful authority integrated with the
HSS;

2. The channel between MME and HSS is secure;

3. The MTC server is located outside the EPC.

The group organization and management of MTC
devices are based on the use of a binary tree for a
group, which facilitates the group management and
control of members.®

The protocol uses the Asynchronous (t; m; n) group
authentication scheme (GAS) designed by Harn® to
perform group authentication using Shamir’s” scheme.
The (t, m, n) GAS guarantees group authentication for
m devices of a group with n members and is resistant to
(t — 1) compromised tokens. The values of m and n are
the same, that is, all members in a group are authenti-
cated. Harn’s scheme is suitable to our proposal
because it quickly obtains one-time authentication for

Comparison of authentication protocols.

Table I.

Schemes

Choi et al.® Harn* Fuetal.'? Lai etal." Guptaetal.'®  Parneetal.'®

Lai et al.’ Li et al.

EPS-AKA

Yes Yes Yes Yes Yes

Yes

Yes Yes

No

Group authentication

Symmetric
Both
Yes

Symmetric

Asymmetric

Asymmetric

Symmetric

Asymmetric
Both
Yes

Symmetric

Symmetric

Type of cryptography

MTC server

Outside EPC

Inside EPC
Yes

No

Outside EPC

Yes

Outside EPC

Yes

Inside EPC

Yes

No

Leader election

Tree Tree

Table

Table Not mentioned Binary tree Not mentioned Not mentioned

Structure for group

management

No Yes No No No No

No Yes

No

Shamir’s secret

No No No Yes Yes Yes

Yes No

No

Location area

identification (use of LAI)

EPS-AKA: evolved packet system authentication and key agreement; MTC: machine-type communication; EPC: evolved packet core; LAI: location area identification.
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Table 2. Main entities involved in the architecture of the
protocol.

Abbreviation Entity

MTCD;; Mobile terminal communication
device j of group i

MTCD eqger Mobile terminal communication
device’s group leader

HSS Home subscriber server

MME Mobile management entity

eNB Evolved node B

MTC group without the presence of a managing entity,
as HSS.

Table 2 shows the main entities involved in the
architecture of the protocol and the notations and cor-
responding definitions are provided in Table 3. The
design and operation of the protocol is composed of
two phases, namely registration and mutual authentica-
tion and key agreement.

Registration phase

The registration phase establishes and configures all
parameters necessary for MTCD groups to be authen-
ticated by the network. It is divided into subphases

(a—e¢).

Group definition and leader election. This phase begins with
an initialization procedure that considers a scenario
with n MTCDs arranged into m groups, each group
with n/m members. The MTCDs form a group based
on common characteristics and a group leader is
elected. Some of the device’s characteristics used for
the group definition may be localization, type of appli-
cation, and management by the same MTC server. The
criteria used for the selection of the group leader may
be higher storage capacity, longer battery, higher com-
putational power, and higher communication capacity.
The literature reports some processes for leader elec-
tion,'® which is outside the scope of this article. The
phase occurs over a secure channel.

Creation of a binary tree. The HSS creates a binary tree,
as described in Choi et al..® for organizing each MTC
group registered in the network. An identifier IDy;7cp;
is assigned for each device and a set of temporary iden-
tifiers TIDyrep; - ; is obtained in the sequence. Each
device is placed in an empty leaf and each node of the
tree has a secret defined by HSS. The devices know all
the secrets, except those that form a path between the
device and the root of the tree. The HSS defines all
nodes’ secrets and sends the tree to each member in the
group with the secrets each one can know.

Table 3. Notations used in the protocol.

Notation Definition

R, Random number z

Z, Prime field of order p

X A secret value of HSS/KGC

IDg, TID, Identity and temporary identity of entity a

LAI Location area identification

n Number of devices

m Number of groups

t-1 Number of compromised tokens the
system is resistant

G; Group i, i=1,23...

G Random number g

P Random prime number p

GK;i, GTK; Group key/group temporary key

GF Finite field

MAC, Message authentication code of entity a

rq Random number generated by entity a

LC, Lagrange component of entity a

S Shamir’s secret between devices and MME

f(x) Random polynomial function of degree t — |

SEK;_; Secret key shared between MTCD;_; and HSS

SECy Secret value of node y

h(2) Secure hash function

hy(.) Message authentication hash function

h3(.) Key generation hash function

ha(2) Session key hash function

H(.) Secure hash function

I Concatenation operation
@ XOR operation
Secure channel

Insecure channel

HSS: home subscriber server; KGC: key generation center; MME:
mobile management entity.

Generation of temporary identities of devices. HSS selects
four hash functions hy, h,, h3, and h4, generates z ran-
dom numbers, R, € Z;, (z = 1, 2,..., i), and calculates
a set of temporary identities 7TIDrcp;—; for each
MTCD,; _;, as follows

TID. = h\(IDyrpepil|R- * x) (1)

where x is a secret value only known by HSS/KGC.
The devices store each TID, related to their respective
R.. A different TID is used whenever an authentication
and key agreement procedure is conducted. In addition,
the leader of the selected group receives the LAI of the
base station that covers the group, which is important
information for the authentication procedure.

Generation of group identities. The HSS defines a group
identity IDg; and temporary group identity T1Dg;, gen-
erates a random number g, and calculates the group
key, GK

GK; = hy (SECI;1 DOSEC, & --- B SECI;j @g*x) (2)
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MTCDleader

MTCDi

b. Secret values (SEC;,
SEC,...,SECy)

b. Secret values (SEC1,
'SEC».....SECy)

MME

HSS

eNB
%

<

cIDyrcpi-j||TIDkyrcpi-j

cIDyrepi-jl|
TIDkyrcpi-jll LAI

N

P

<

d. GK;

d. GK;

€

e. LMKyrcpieader

&
<

e. {p,Gl,GZ,P,PK,e(',-),

H(SHOMOOB0 | O

e.{p, Gl, G2,P,PK.e(-,-),
H(S) 9H(')5h1(-)sh2(')ah3(~)9

e.{p.G1.G2,P.PK.e(-,),
H(S) ,H(.),h](.),hz(.),h3(.),

()}

hy()}

r g

Figure 2. Registration phase. Letters b, c, d, and e indicate the respective subphase in which the message is exchanged.

Generation of tokens and secret S. Below is the description
of the generation of k tokens and secret S to be used in
the authentication phase. KGC chooses a random
prime number p, defines a finite field GF(p), generates
an authentication message S, which is a secret para-
meter essential for group authentication, and selects a
random polynomial function f(x) of degree ¢t — 1 for
each group, where t < n, representing the number of
tokens necessary to recover secret S. The polynomial
function is described as follows

-1
flx)= Zaixi mod p (3)

i=0

and secret S is

§=1(0) = ao (4)
s=> /@) [ ——“modp (5)
e=1 q=1Lgtc™C 71

All coefficients g; are in the finite field GF(p). KGC
guarantees the condition is achieved and then generates
k tokens f(TID;yrcp;) for each device, where / = 1,
2,..., k, and one token for each TID specific for a given
device. The devices store their k tokens with the respec-
tive TIDs. The tokens must remain secret to any device
that is outside the group and will be used in the authen-
tication of the devices in the next phase.

Finally, KGC calculates the hash of secret S, H(S),
and hash function H() to be used in the verification of
the validity of all devices in the group. It also publishes
the following parameters: {p, GF(p), P, H(S), H(.), h(.),

ho(.), h3(.), ha(.)}. The registration phase procedure is
summarized in Figure 2.

Mutual authentication and key agreement phase

Once the registration phase has been successfully
accomplished, the protocol proceeds as shown in
Figure 3, with the following sequence.

Step 1.

MTCD;_; (TIDyrcpi—;)

_—_——_—_——»

MTCD, ;

Each device chooses a non-used TIDyrcpi—; with its
respective associated token f (TIDyrcpi—;) and broad-
casts its own TIDyrcpi—; to the other devices in the
group, so that they can calculate their Lagrange com-
ponent LC;_;.

Step 2.

MTCD;;  (LCygepi)) ~ MTCD:

e

Each MTCD;_; computes a Lagrange component,
LC;;, using the selected token f(7IDyrcpi-;) received
from the KGC through the Lagrange interpolating
formula

n
m

LCyrepi—j = f (TIDyrepi-j) H
q = Lig#i
—TIDyrcpi—q
TIDyircpi-j — TIDyrcpi—q

mod p
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o =
A) MME HSS
3. (AUTHg;,
TIDMTCDi—l'“?
_ TiDyrcpi-j) 4. (AUTHg;, LAI)
5. f (IDume, Tuss, GTK)
6. AUTHyy

ZieE = s @E@
,- - L Q
7z MTCDi+
\ MTCDleader
14 1. TIDyrcpi-j 1. TID .
VS e e e MTCDIC]
S 2 Lmeoiny | 2 Mowreniy |
6. AUTHypz
7. LCyrcpi-js
__TMTcDi- 7 GTK 5

7. LCyrcpi-j»
Turepi-jD GTK

Figure 3. Authentication and key agreement phase of the protocol.

Each MTCD uses TIDyrcpi—; received from the other
devices in the group to generate a valid Lagrange com-
ponent and broadcasts the respective LCyrcpi—; to all
group members that authenticate themselves. After
receiving the Lagrange components from the other
group members, MTCDs check their legitimacy. If all
of them are considered legitimate devices by each
MTCD;_;, the group is also legitimate. The verification
is performed through the calculation of a secret S’ and
H(S') and comparison of the value found with the value
published by the KGC in the registration phase, H(.S)

n

s = ZLCMTCDH mod p

j=1

(7)

If H(S') = H(S), all devices are validated and con-
sidered legitimate. If the verification fails, the group has
one or more intruders and the process of authentication
fails. The process continues only if all devices are legiti-
mate and have been verified.

Step 3.

MTCDjeqder (AUTHg:, TIDyrCDi-1 5 - - - » TIDyTCDI—)) MME

MTCD,)euqer generates the group’s MACg; and AUTH;

_—_—_——_——»

MACg; = hy(GK||IDg;||LAI||S") (8)

©)

MACg; is based on GK and IDg;, which are para-
meters known only by valid members of the group, and
on group secret S’, which proves the group’s legitimacy
if S’ is equal to the original secret S generated by the
KGC in the registration phase. It is also based on LAI,

AUTHg; = (TIDg||MACg;)

which is an identifier related to the group’s legit base
station. MTCDjuger sends (AUTHG;|| TIDyrepi-1]] - - -
|| TIDyrepi-n) to MME.

Step 4.

MME  (AUTHg,LAI)  HSS

>

MME knows the LAI associated with the group and
adds it to the message, so that HSS can verify if the
LAI provided by the group leader is legit. MME stores
each device’s TIDyrcpi—; for future use and sends
AUTHg||LAI' to HSS.

-

Step 5.

HSS MME

(f IDyug), rass, GTK)
>

After receiving the message from MME, HSS associ-
ates the group temporary identity, 7/Dg; with its per-
manent identity, /Dg;, and group key GK. It uses GK,
IDg;, with LAI and S’ received from MME to calcu-
late MACy

MACY, = hu(GK||Dg||LAL||S') (10)

If MACy, calculated is equal to MACg; received
from MME, the MTCD group is authenticated by
HSS. Otherwise, a failure message is sent to the
MT CDleader-

HSS chooses a random number rygs and generates
temporary group key GTK

GTKg; = h3(GK||russ) (11)

It then calculates a token for MME, f(IDyuE) using
MME’s identity, IDyue. The token will enable the
devices to further authenticate MME.
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Finally, HSS sends f (IDyi)||GTKGi||russ to MME.

Step 6.

MME — (AUTHypg) — MTCD;

After receiving the message from HSS, MME gener-
ates a random number, 7y, and conducts an XOR’s
operation of ryr and GTK. Therefore, only the one
that knows GTK will recover rye, that is, only a legiti-
mate device can recover ryyg. Next, MME calculates
its own Lagrange component and AUTH

AUTHyme = (LCume||ryme ® GTK ||russ||[IDyme)  (12)

n
m

LCyme = f(IDyue) H

Step 7.

MTCD;_j(LCyrcpi—j» Yurcpi—j © GTKYMME

_—_—_——_——>

When each device has received the message from
MME, they first update their Lagrange component
with the MME’s identity, IDyz, as follows

—ID
TIDyrcpi—j — IDvme

LCnewyrcpi—j = LCyrcpi—j * (

Next, each device obtains rygs and calculates GTK

GTKgi = h3(GK]||ryss) (15)

A new group temporary key is generated at each ses-
sion. After updating the Lagrange component and cal-
culating GTK, each MTCD recovers 7z executing an
XOR operation with GTK. Next, they choose a random
number ryrcp;—; and perform an XOR operation with
GTK to keep the value secret.

Finally, the devices broadcast the new Lagrange
component and the random number,
LCyrepi—jl|rmrepi—; ® GTK to all group members and
MME.

Step 8.

MTCD;_;  Success/Failure ~ MME

_—_—_——_——>

When each device has received all the new Lagrange
components from other group members, they can
authenticate the MME, recalculating secret S with the
Lagrange component of MME

S” = (Z LCMTCDi—j + LCMME) modp (16)
=1

If S” calculated is equal to S’ previously calculated,
MME is authenticated by the devices and each of them
sends it a success message. If the verification fails, each
device that has detected an authentication failure sends
MME a failure message.

When MME receives its Lagrange components,
LC;_;, from each MTCD,_;, it checks them calculating
secret S’

i—j>

S, = (Z LC,-,j + LCMME) modp (17)
=1

If H(S’) is equal to H(S) published by KGC, the
devices are authenticated by MME and it sends a suc-
cess message to the MTCD;_; group. If the verification
fails, it sends them a failure message. Finally, the
authentication procedure finishes.

If the mutual authentication procedure is successful,
MME integrates the binary tree as a new element. Each
MTCD;_; calculates a session key shared between them
and MME. MME also calculates a session key shared
between itself and each MTCD;_;. The session key,
SK;_j_mme, 18 calculated as follows

SKifijME = hy(SEC, ® SEC, @ ... ® SEC,

|rarepi-jl [Fame]|1S)

(18)

where SEC,, SECy,..., SEC, are the secrets of the nodes
each MTCD;_; and MME have in common. This model
of session key is based on the binary tree presented in
Choi et al.° and can be used for the device-to-device
communication (D2D) among all M MTCD;_;. A differ-
ent session key is generated at the end of each session
performed by the group.

Group secret and group key update

In our protocol, secret S and group key GK are impor-
tant parameters, because the group authentication
depends on them. A legitimate group will have a valid
GK based on the members and must find the right S,
with the components of each member, to obtain
authentication. Therefore, the parameters must remain
secret for the devices that do not integrate the current
group. The scheme of secret update is based on Li
et al.® and the group key update is based on Choi et al.®

Members joining/leaving the group

When an MTCD joins or leaves the group, secret S and
group key GK must be updated, so that the old member
does not continue knowing the secret parameters and
new members do not discover the last secret values of S
and GK. Such an update process occurs whenever the
group’s configuration has been altered.
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Members joining. HSS creates a new leaf in the binary
tree related to the new member and a new value secret,
SEC;_,, for the node. It also generates a new secret S as
follows

Spew = S + AS (19)
where AS is a random value generated whenever secret
S is updated. HSS sends new term AS and the secret
value of new node SEC;_, to MME, which encrypts AS
and SEC;_, with SK; ; yuz and sends them to each
device of the group

AS|[SEC; ] (20)

EnSKi—/‘—MME [

When all devices (including MME) have received the
new secret and decrypted it with the session key, they
update their tokens to equation (21)

foew(TID) = f(TID) + AS (21)
and group key GK to equation (25)
GK! = h3(GK; ® SEC;_,) (22)

Members leaving. All members know the secret value of
the node related to the member that has left the group
SEC;_,; therefore, each member updates group key GK,
as
GK,” = GKI (&) SEC,'_y (23)

and secret S, as it occurs when a new member has
joined the group.

The token each device has received from KGC is the
result of a polynomial function f{x)

-1
flx)= Z a;x' mod p

i=0

(24)

where the secret is a constant in the polynomial,
f(0) = ap = S, therefore, all tokens have secret S as a
constant in their composition. When each member has
updated its own token with AS, they update secret S
present in their token for a new secret S, as equation
(25)

1
Jrew(x) = Za,—xi modp + AS = (S + AS)
(25)

i=0
1

+ g a;x' modp
i=1

Each member has the new secret and when the secret
is recovered, the result is S, .

Security analysis of the protocol

This section is devoted to the evaluation of the accom-
plishments of the protocol’s security properties and
resistance to attacks.

Mutual authentication

L4 MTCDI_] — HSS

HSS authenticates MTCDjqq. and all MTCD;_; simulta-
neously by verifying MACg;, which authenticates the
group, because only a legitimate group has a valid GK
and a valid IDg;. MACg also authenticates ecach
MTCD;_;, because only legitimate and registered
devices can find the original secret S produced by
KGC in the registration phase.

e MTCD; ; — MME

MME authenticates all MTCD;_; calculating secret
S” by their Lagrange component received in message 7
and comparing H(S") with H(S), provided by KGC in
the registration phase. Only legitimate MTCDs can
generate valid Lagrange components and secret S can
be recovered only with valid Lagrange components.

® MME — MTCD;_;

Each MTCD,_; authenticates MME verifying its
Lagrange component. All devices calculate secret S
using the Lagrange component of MME and compar-
ing it with H(S) published by KGC. Such verification
authenticates MME because it generates a valid
Lagrange’s component only if it has received a legit
token from HSS.

® MTCD;_; — MTCD;_;

MTCD;_; authenticates themselves prior to the authen-
tication procedure in the core network. Each device
sends its Lagrange component to all members in the
group. Each member uses such components to calcu-
late secret S and compares the value found with the
value published by KGC. The Lagrange interpolating
formula guarantees the original secret is recovered only
if all devices are legitimate.

MITM attack

e The channel between HSS and MME is secure;
therefore, only the entity affected by an attacker
may act between MTCD,_; and MME. The
mutual authentication phase is protected from
MITM because:
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e Shamir’s secret and Lagrange interpolating for-
mula are used. The formula enables the con-
struction of a Lagrange component based on the
secret token. The recovery of the secret token
from the Lagrange component is quite complex;
the secret can be recovered only with valid
Lagrange components.

e The group’s ID is secret; only TID is public.
Only the one that knows the ID can generate or
verify MACg;.

® GK and GTK are used. As only MTCD;_; of the
same group and HSS know GK, only they can
generate the GTK; and

e The session key is used in the communication
between the device and MME; only legitimate
devices can obtain a session key.

Replay attack

e FEach authentication process is different from the
previous ones, because new random values are
generated to compose the messages. Therefore,
the repetition of messages is almost impossible.

e The parameters responsible for such a protection
are as follows:

® Random values ryyz, russ, and ryrepi—; present
in session key and GTK and

e Use of temporary identities 7IDyrcp and TIDg;,
which are updated in each new authentication
process to a never used value and are never
repeated.

Privacy (anonymity)

e The privacy of the devices is protected by tempo-
rary identities (TID) against targeted attacks, so
that an attacker does not know the real device’s
identity.

Redirection attack

e FEach MTCD leader includes base station LAI in
MACg; and MME (that also knows the LAI of
the devices assigned base station) sends it to the
HSS on a secure channel. If an attacker tries to
forge LAI, the verification of MACg; fails and
the redirection attack is avoided.

Personification attack

e Such an attack occurs when an attacker pretends
it is a legitimate MTCD or MME.
e MTCD > HSS

An attacker cannot forge valid tokens f(TIDurcpi—;)
because they can be built only by KGC and are based
on secret S, in a way the right secret is recovered. As
attackers cannot produce a valid Lagrange component,
when secret S is calculated, the value found is different
from the one published by KGC. When HSS checks
MACg; using secret S, it can easily detect it is an
attacker in the group.

e MTCD > MME

An attacker cannot forge valid tokens f(7IDyrepi—));
consequently, they cannot produce a valid Lagrange
component. When MME has received all Lagrange
components of a group, it tries to recover secret S and
realizes it is not the same published by KGC.

e MME > MTCD

Similarly, an attacker cannot forge a valid Lagrange
component; therefore, when the MTCDs check LCyE,
they realize it is an attacker, because the secret found is
not the same published by KGC.

e  MTCD Intruder Group > HSS

A set of attackers may pretend they are a registered
MTC group in network; therefore, the attack will not
succeed because only legitimate groups know a valid
GK and can produce a valid S. HSS will recognize the
attack by verifying MACyg;.

e MTCD; ;> MTCD; 4

Although from the same group, an MTCD cannot
pretend to impersonate another MTCD of its group,
because a device does not know the secret tokens,
J(TIDyrcpi—j), of each other and the attacker cannot
forge a valid Lagrange component of another member.
Before a message is sent to the network, the MTC
group authenticates themselves calculating secret S and
all members realize at least one attacker is in the group.
Consequently, the process fails. Finally, a device can-
not generate a valid session key, SK;_;_ymue, of another
device, because it does not know its own secret value in
the tree.

DoS attack

This attack occurs when an attacker tries to drop the
server or network sending a large number of authenti-
cation messages until it stops working properly:

e In our protocol, HSS receives the first message
only when the members of the group have
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authenticated each other; therefore, all devices
can detect the presence of attackers and stop the
procedure, avoiding involving HSS in the
authentication procedure.

® An attacker might create many fake messages to
interrupt the HSS service. In our scheme, the
first message HSS receives contains MACg; and
HSS can quickly check if it is valid or not calcu-
lating MACy; and comparing the two MAC val-
ues. Such verification is performed at the
beginning of the process; therefore, the remain-
ing authentication procedure is not affected if an
attack is discovered in this stage.

Backward secrecy and forward secrecy

e The keys that guarantee backward secrecy (BS)
and forward secrecy (FS) are GK, session key
SK;_j—mme, and secret S.

In our protocol, when a device enters or leaves the
group, GK is updated to perform BS and FS. In other
words, if a device leaves, it cannot discover the future
GK and if a device enters the group, it cannot discover
the past GK.

When a device is added to the group, HSS broad-
casts its secret node to all other devices and the new GK
is generated

GK! = hs(GK; & SEC;_) (26)

When a device leaves, each device updates its GK as
follows

GK! = GK; & SEC;_, (27)

Our protocol guarantees strong backward secrecy
(sBS) and forward secrecy (sFS) to GK, because
although an attacker discovers the current GK, it can-
not discover past and future GKs, once it does not
know the secret value used in the formula. Even if it
occasionally discovers the current GK and the secret
values used for its generation, it will not compromise
past or future GKs, because the values used in the cal-
culation are renewed in each update. The same occurs
with SK;_;_ sz, because it is calculated as follows

SI{ifijME = /’l3(SEC,;a D SEC,;b @D

(28)
SEC;_.||rvme||rmrepi—il|S)

If an attacker discovers the current value of the ses-
sion key, it cannot associate it with past or future keys,
because it does not know the secret values (even if it is
a member’s group, it does not know its own secret
value) and secret S and rye (if the attacker is not a
group member). Although the attacker can eventually

discover all secret values, secret S, and currents ryue
and ryrcpi—j, it cannot calculate past or future keys,
because such values are randomly generated in each
new authentication process. If the attacker is not part
of the group, it will not know secret S and ryg.
Therefore, our session key has strong BS and FS.

Secret S must guarantee BS and FS; otherwise, each
new or old member will know the secret of the group
and can try to perform attacks with this information.
Consequently, any modification in the group formation
requires an update in secret S. The new secret is defined
as

Spew = S + AS (29)

where AS is a random term defined whenever an update
in S is required. Even if an attacker discovers the cur-
rent or last secret S, it will not discover the next or the
other past secrets, because S is defined by AS. Even if
AS is discovered, this value is not correlated with future
or past values and S is not compromised. Therefore,
secret S has strong FS and BS. Table 4 shows a com-
parison of protocols based on the previously discussed
set of security objectives.

Performance evaluation

This section addresses the evaluation of the protocol
performance and a comparison with the performance
of some other protocols."*>® All of them consider an
MTC architecture with MTCD, MTC leader, MME,
HSS, and MTC server and a safe channel between HSS
and MME. They also have a registration/initialization
phase that defines all parameters necessary for authenti-
cation and an authentication and key agreement phase
that authenticates the MTCDs and establishes a session
key between MTCD and MME.

Computational cost

The comparison of the computational cost of the proto-
col with the other schemes analyzed is here addressed.
This cost is evaluated considering the processing time
necessary to execute each operation necessary for the
execution of protocols here considered. Table 5 shows
the values of time cost for each operation, based on
experimental evaluation by previous works,'=>¢ with
some natural differentiation regarding the processing
power of MTCD and the components of the EPC net-
work (core network). The time spent on an XOR oper-
ation has been omitted, since it is negligible in
comparison to the other operations.

The analysis considered computational costs related
to MTCDs and the core network in separated parts, as
shown in Table 6. An environment with n devices,
divided into m groups, where all groups have n/m
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Table 4. Comparison of security objectives among protocols.

Security objectives Schemes
EPS-AKA' GLARM® CHOI® GR-AKA? Proposed protocol

Mutual authentication and key agreement Yes Yes Yes Yes Yes
Confidentiality No Yes Yes Yes Yes
Integrity No Yes Yes Yes Yes
Privacy (anonymity) No No No No Yes
Perfect FS/BS No Yes Yes Yes Yes
Resistance to replay attack No Yes Yes Yes Yes
Resistance to DoS attack No Yes Yes No Yes
Resistance to man-in-the-middle attack No Yes Yes Yes Yes
Resistance to redirection attack No Yes Yes Yes Yes
Resistance to impersonation attack No Yes No No Yes

EPS-AKA: evolved packet system authentication and key agreement; GLARM: group-based lightweight authentication scheme for resource
constrained machine-to-machine; GR-AKA: group-based authentication and key agreement; FS/BS: forward secrecy/backward secrecy.

Table 5. Time costs in milliseconds of each operation considered.

Notation Cost (ms) Description

T™m 0.013 Cost of a normal multiplication operation

Thash 0.06 Cost of a one-way hash operation

Tmul (MTCD/core) 1.537/0.475 Cost of a multiplication operation over an elliptical curve

Tmod 0.12 Cost of a modular operation

Taes 0.16 Cost of an AES encryption operation

TLmTtep 0.0572 Cost of a Lagrange component creation in the MTCDs
Lcore 0.0351 Cost of a Lagrange component creation in the core network

MTCD: mobile terminal communication devices; AES: Advanced Encryption Standard.

Table 6. Comparison of the computation costs among protocols.

Schemes MTCDs (ms) Core network (ms) Total (ms)

EPS-AKA' 6nThash + nTaes = 0.52n 6nThash + nTaes = 0.52n 1.04n

CHOI® (7n + 3m)Thash + nTmod + m (3n + 6m)Thash + nTmod + 0.84n + 0.86m
Taes = 0.54n + 0.34m mTaes = 0.3n + 0.52m

GLARM?® 8nThash + mThash = 0.48n + 0.06m 5nThash + 4mThash = 0.3n + 0.24m 0.78n + 0.3m

GR-AKA3 2nTmul + 3nThash + nTLytcp + nThash + nTmul + mTLcgre + 384n + I.1Im
2mTmod + 4mThash = 3.31n + 0.48m 2mThash + mTmul = 0.53n + 0.63m

Proposed Protocol nTlmrep + nTm + (3n + m)Thash + mMTLlcore + (n + 3m)Thash + 0.55n + 0.54m

2nTmod = 0.49n + 0.06m

2mTmod = 0.06n + 0.48m

MTCD: mobile terminal communication devices; EPS-AKA: evolved packet system authentication and key agreement; GLARM: group-based
lightweight authentication scheme for resource constrained machine-to-machine; GR-AKA: group-based authentication and key agreement.

members, is considered. Each MTCD performs three
hash operations (GTKg;, H(S), SKi—j—mue), one modu-
lar operation (mod p), and one Lagrange component
generation (LC;_;). The group leader performs only a
hash  operation (MACg;), with a total of
nTLytep + (3n + m)Thash + 2nTmod = 0.49n
+ 0.06m ms in all operations.

According to Table 6, the proposed protocol
required the lowest computational cost and reached the
best performance in comparison to the other protocols.

For example, it performs only 0.55n + 0.54m opera-
tions in the authentication procedure, which is much
fewer than 3.84n + 1.11m of GR-AKA.’

Figures 4-7 show the computational costs of the five
evaluated protocols as a function of number of devices
for specific values of m (m = number of groups).
According to the figures and the expressions in the
rightmost column of Table 6, the increase in the com-
munication cost is linear as a function of the number of
devices (n).
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Figure 5. Comparison of computational costs, for m = 10.

Figure 4 shows the best performance of the proposed
protocol in comparison to other protocols, even for a
small number of groups (m = 2).

Figure 5 shows our protocol keeps the best perfor-
mance in comparison to the other protocols if the num-
ber of devices increased to 10.

According to Figure 6, the proposed protocol
achieves the best performance for 50 groups of devices.

Finally, Figure 7 shows the best performance
achieved by our protocol when the number of groups is
increased to m = 100, for n > 100. For n < 100, the
best protocol is EPS-AKA." However, problems related
to security of EPS-AKA! must be emphasized.

Communication cost

The communication cost was measured in bits accord-
ing to the messages exchanged. The values adopted for

each parameter transmitted are shown in Table 7. They
were carefully chosen and based on the values used in
previous works."*>® An environment with n devices,
divided into m groups, where each group n/m members
was considered. The calculations were based on the
number of messages, with their respective parameters
exchanged in each message, that is, each parameter sent
through the channel. Taking message 5 as an example,
HSS sends LCywg, GTKg = ha(GK||russ) and ryss to
MME. Therefore, the message has two hash functions
with 128 bits each and a random number with 128 bits,
which totals 384m bits. Table 8 shows a comparison
among the communication cost of the proposed proto-
col and those of the other protocols analyzed.

According to Table 8, the proposed protocol
required the lowest communication cost in comparison
to the other protocols analyzed, once it sends a reduced
number of bits, depending on the number of devices n.
For example, it requires only 640n + 1320m bits of
message to perform an authentication procedure. This
is a reduced number, in comparison to GR-AKA}?
which demands 1108n + 996m bits. Figure 7 also
shows the comparison and the good performance of
the protocol.

Figures 811 show the communication costs of the
five evaluated protocols as a function of number of
devices, for specific values of m. According to the fig-
ures and the expressions in the rightmost column of
Table 8, the increase in the communication cost is lin-
ear as a function of number of devices (n).

Figure 8 shows a comparison of the communication
cost of the protocols for two groups of devices. Our
protocol clearly achieves the best performance for a
small number of groups, as the number of devices
increases.

According to Figure 9, if the number of groups is
increased to 10, our protocol still shows the best com-
munication costs, as the number of devices increases.

Figure 10 shows if the number of groups is increased
to 50, our protocol still has the best communication
cost, as the number of devices increases, for n = 37.
For n < 37, EPS-AKA' outperforms the other
protocols.

Finally, according to Figure 11, if the number of
groups is increased to 100, the proposed protocol
shows, in most cases, the best performance, as the num-
ber of devices increases, in comparison to previous
works.>>¢ It has confirmed the expected results of the
calculations shown in Table 8.

In a summarized way, the graphs in Figures 811
confirmed the lowest communication costs of the pro-
posed protocols for almost all values of m, as the num-
ber of devices (n) increases. Figures 8§ and 9 show the
protocol has the best overall performance with groups
with 2 or 10 devices. Figures 12 and 13 display three-
dimensional representations of computational and
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communication costs, respectively, for providing a glo-
bal view of the proposed protocol’s performance.

Figure 12 shows how the proposed protocol has the
lowest computational cost while number of devices (n)
and number of groups (m) increase separately or while
both n and m increase.

Figure 13 provides a three-dimensional view of the
communication costs for emphasizing the lowest cost
required by the proposed protocol and its best

Parameter Size (bits)
ID/TID 128
ECDH 192
MAC 64
Hash 128
LC 128
Rand 128
LAI 40

ID/TID: Identification/Temporary ldentification; ECDH: Elliptic Curve -
Diffie Hellman; MAC: Message Authentication Code; LC: Lagrange
Component; LAI: Location Area Identification.

performance in comparison to the other protocols, as
the number of devices (n) and groups (m) rises.

Formal verification of the proposed
protocol

This section addresses a formal verification of the pro-
tocol’s security properties conducted by AVISPA,”* a
tool widely used for Internet security assessments. It
employs HLPSL (High-Level Protocol Specification
Language), which describes the exchange of messages
necessary for the operation of the protocol, as well as
the behavior of each entity for simulating the function-
ing of the protocol.
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Figure 11. Comparison of communication costs, for m = 100.

In HLPSL, each entity plays a role. In the proposed
protocol, each MTCD performs an authentication pro-
cedure. Two MTCDs, namely MTCD,,y4. and an ordi-
nary MTCDij, were assumed in the verification
procedure. Therefore, the roles implemented were those
of an ordinary MTCDij, MTCD,,,4.-» MME, and HSS.
Figure 14 describes the role of MTCDij. Transitions
from a state to another occur simultaneously with the
exchange of messages. The verification is performed in
eight states. When State = 1, MTCDij sends the other
devices (MTCDjuger, 1n  this verification) its
TDIyrcpi—j- The state is changed from 1 to 2.
MTCD,qq0 performs the same procedure and sends its
TDIyirepi-j to MTCDij. When State = 2, MTCDij cal-
culates its Lagrange component LCyircpi—;-

Figure 15 shows the security goals, which must be
accomplished by the proposed protocol, including
mutual authentication between MTCD (auth_1) and
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MME (auth_2) and secrecy of important parameters
between different entities, as group temporary Kkey,
device’s random number, permanent identities, and ses-
sion key.

Results of security verification

Two security simulations based on On-the-fly Model-
Checker (OFMC)'” and Constraint-Logic-based Attack
Searcher (CL-AtSe)® were conducted. The results show
that the proposed protocol is considered safe by both
checker mechanisms for the goals specified (Figures 16
and 17). CLAtSe® results show all eight states were
reached.

AVISPA”# also comprehends a graphic simulation
tool, SPAN (security protocol animator for AVISPA),'®
which enables a better visualization of exchanged mes-
sages and the participation of the intruder during the
protocol. The graphical animations of our protocol are

shown in Figure 18, and Figure 19 displays the simula-
tion of an intruder’s action. In the scenario adopted, an
intruder might completely control the network, that is,
intercept, analyze, and modify the messages.

Conclusion

Authentication represents a critical issue regarding the
widespread adoption of the IoT paradigm and the
development of 5G networks. A large number of
sensors are expected to provide massive streams of
real-time and non-real-time data to support decision-
making processes, in a large number of applications
and scenarios, as e-Health/m-Health, smart grids,
smart homes, and public transportation.

In IoT, the traffic produced by an extensive
number of devices/sensors is expected to trigger conges-
tion in signaling networks, resulting from the overload-
ing of links, processors, and memory resources.
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role
role. MTCDij(MTCDij:agent, MTCDl:agent, MME:agent, HSS:
agent,IDg:text, TIDg:text,IDm:text, TIDm:text, Tkm:text,GK:te
xt,LCmtcd:text, SND,RCV:channel(dy))
played_by MTCDij
def=
local
State:nat,
TIDI:text,
Hash:function
init
State :== 0
transition
1. State=0 /A RCV(start) => State':=1
A TIDm":= Hash(IDm'")
A SND(TIDm)
A secret(IDm', id_mtcd, {MTCDij})

2. State=1 A RCV(TIDI') =[> State":=2

A Tkm'":=new()

A LCmtcd":= Hash(TIDm',Tkm')

A SND(LCmtcd)

A secret(Tkm', token_mtcd, {MTCDij})
end role

Figure 14. Role of each MTCD in HLPSL.

goal
authentication_on auth_1
authentication_on auth_2
*recy of sec_3
crecy_of sec 4
secrecy_of sec_5
secrecy_of sec_ 6
secrecy_of sec 7
secrecy_of sec_8
secrecy_of sec_ 9
secrecy_of sec_10
end goal

Figure 15. Security goals established in HLPSL.

Moreover, in such technology, sensors with similar
characteristics and management are commonly found.
Therefore, organizing devices in groups is a natural
choice to reduce some bottlenecks regarding comput-
ing and communication infrastructures necessary for
IoT implementation.

The MTC technology might assist IoT applications
by including a MTC server in the 3GPP architecture to
provide management of the data collected. In addition,
MTC enables MTC users the ability to remotely control

SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF SESSIONS
TYPED MODEL
PROTOCOL
home/span/span/testsuite/results/testedif.if
GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS
Analysed : 17 states
Reachable : 8 states
Translation: 0.03 seconds
Computation: 0.00 seconds

Figure 16. Security simulation results for CLAtSe.
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% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF SESSIONS
PROTOCOL
/home/span/span/testsuite/results/testedif.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.04s
visitedNodes: 9 nodes
depth: 4 plies

Figure 17. Security simulation results for OFMC.

collected data, such as a physician monitoring patients’
vital signs in e-Health/m-health or a farmer monitoring
variables as humidity, sun light, and temperature in
intelligent agriculture, for example.

Among the authentication protocols considered, the
inadequacy of the standardized protocol (EPS-AKA)'
to deal with groups of terminals/sensors was initially
observed. After a literature review, this work proposed
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confidentiality, integrity, resistance to replay and DoS
n;:e HSS role_ MME role_MTCDI role_MTCDij . . . .
—hss-3 mie 4 leader 5 __ deV"e-_t&M attacks, resistance to MITM, redirection, and imperso-
el nation attacks). The protocol has proven resistant to
Step2 .
TiD! = the threats and attacks considered.
LCritcd Step3 A performance analysis of the computational and
Stepa communication costs of five protocols was conducted.
H2(GH.1Dg.LALS).TIDM.TIC}.TIDg
e e : :
_ The computational costs were evaluated according to
{TIDg.§ALH2(GK.IDg.LALS) )| Key 1 tep . . ..
the number of bits each protocol required in its opera-
Step6 . . .
{T§mme Rhss GTK} Koy 2 - tions, whereas the communication costs were measured
Rmfne.Lcmme Rhss.ID{me Step? in bits according to the messages exchanged.
Steps The whole set of messages dealt with by each proto-

LCmtcd.Rmtcd

Figure 18. Protocol’s message exchange in SPAN.'®
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Figure 19. Intruder’s simulation in SPAN.'®

a group authentication and key agreement protocol,
able to support to a large number of MTC devices; it is
based on symmetric cryptography, secret sharing, and
Lagrange interpolation and compared it with four other
protocols.

The comparison was initially based on security prop-
erties and security objectives discussed and evaluated,
according to several possible threats and attacks (e.g.

col and the respective number of bits were considered in
the evaluation of the communication costs. Figures of
performance in two and three dimensions showed the
proposed protocol outperformed the other four proto-
cols in most scenarios and situations.

Ongoing studies involve the formal validation of the
protocol and future work aims at adapting it to smart
city environments and some of their specific verticals/
sectors (e-Health, smart grids, etc.).
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