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ABSTRACT How to build a sustainable society in view of industrial electronics has been discussed from
energy, information and communication technologies, cyber-physical systems (CPSs), and other viewpoints.
This paper presents a cross-disciplinary view that integrates the fields of human factors, professional ed-
ucation, electronic systems on chip, resilience and security for industrial applications, technology ethics
and society, and standards. After explaining the efforts and challenges in these fields, this paper shows
a methodology for cross-disciplinary technology that integrates the technical committees in Cluster 4,
Industrial Electronics Society. A project, which was launched in March 2022, implements a ‘Proof of
Concept’ trial of the methodology.

INDEX TERMS Cross-disciplinary technology, electronic systems on chip, human factors, resilience and
security for industrial applications, professional education, technology ethics, standards, sustainable society.

I. INTRODUCTION
The UN (United Nations) General Assembly set up seventeen
Sustainable Development Goals (SDGs) in 2015 to achieve a
better and more sustainable future. Those interlinked global
goals were intended to be achieved by 2030 [1]. Many of the
goals are exactly what the IEEE (Institute of Electrical and
Electronics Engineers) strategies aim for overall.

The Industrial Electronics Society (IES) in IEEE is active
at the forefront of achieving these goals. For example, IES has
been working with IEEE Honduras Section to perform IEEE
Smart Village. The installation of solar PV panels not only
illuminated the hallways of kitchen areas but also brought
smiles to women and children in a village [2]. IEEE published
the first issue of IEEE Women in Engineering Magazine in

2007 [3]. IES has been contributing significantly to women’s
activities in engineering and since the IES Women in Engi-
neering Forum was arranged at the 43 rd IECON (the Annual
Conference of IES) in 2017 in Beijing, it has become a regular
event not only at IES-organized conferences but also at the
seminars of IES local charters in the world. The IES Technical
Committee on Standards has been carrying out INTEROP
(Standards and Interoperability) Plugfest activities since 2018
to investigate and develop evolving standards or promote and
describe established standards [4]. In addition, the Industry
Forums organized by the IES Industry Activities Committee
have often focused on sessions and talks that make evident
how technology can be used towards enabling society and
sustainability objectives. Furthermore, IES brought to life
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another Technical Committee in 2020 [5], with the goal to in-
vestigate the interplay of IES technologies, ethics, and society
overall to address interdisciplinary aspects which are also un-
derpinning the SGDs. Strategically, IES is eager to contribute
to the fulfillment of the SDGs by acting as an enabler in all
aspects of industrial electronics. New technologies, such as
Big Data and machine learning, may further enable to tangibly
monitor, measure, and develop innovative ways to achieve the
17 SGDs [6].

Changes in the economy, society, and environment can
have a huge impact on how the aforementioned issues can be
tackled. These changes are also opportunities for innovation.
Adapting to these changes from the viewpoint of industrial
electronics is a colossal challenge. While a large number of
investigations have been carried out from the viewpoints of
energy [7], [8], information and communication technologies
(ICT) [9]–[11], and Cyber-Physical Systems (CPSs) [12], few
have been reported from cross-disciplinary technology inte-
grating the fields of human factors, professional education,
electronic systems on chip, technology ethics and society, and
standards. To call for attention and discuss breakthroughs in
this situation, we have presented two reviews from the cross-
disciplinary viewpoint [13], [14].

This paper elaborates on the concepts and ideas of these
reviews, as not only the information and insights in each
domain are discussed systematically, but also a methodol-
ogy for the integration of cross-disciplinary technologies is
presented. In this paper, we review the efforts of several
Technical Committees, that is, Education in Engineering and
Industrial Technologies, Electronic Systems on Chip, Human
Factors, Resilience and Security for Industrial Applications,
Standards, and Technology Ethics and Society, all of which
are for Cluster 4 within IES, and explain how, within the scope
of those committees, the posed challenges can be addressed.

II. HUMAN FACTORS
Human factors is a practical engineering discipline that is
an important part of designing tools and systems that are
safe and easy to use, as well as creating environments that
are easy to work and live in. The history of human factors
has its origins in Europe in the 1850 s. Modern research
on human factors started with human error research after
World War II in the United States and has developed with
applied psychology as its background. Currently, as the In-
ternational Organization for Standardization (ISO) defines the
principle of human-centered design as ISO11064-1, human
factors considers human and system elements to be equidis-
tant, and attempts to optimize the interactions among tasks,
tools/equipment, design of objects/workplaces, physical envi-
ronment, organizations/management, and culture/laws.

A. TRENDS
Human factors makes an important contribution to solving the
problems of modern society related to the 17 SDGs. In partic-
ular, findings of human factors are used in designing various
systems that contribute to our society. After understanding

human characteristics, it is necessary to design a system and
related interfaces that are suitable for humans.

The members of the IES Technical Committee on Human
Factors have been devoting themselves to the solution to
this problem. For example, Suzuki et al. developed a system
using artificial intelligence (AI) to automatically identify chil-
dren’s gross motor skills and reduce the burden of childcare
in kindergartens [15]. They classified children’s movements
to understand human characteristics. Chugo et al. designed
a standing support system that utilized a model of human
dynamics to ease the movement of an elderly’s standing-up
motion [16]. The system integrated the knowledge of kine-
matics, mechanics, and bio-mechanics to produce a suitable
movement for the elderly. Yokota et al. devised a low-profile
omnidirectional personal-mobility system that was operated
by a natural movement of human beings [17]. They modeled
the standing posture of humans and used the model to suc-
cessfully control mobility. She et al. applied control theory to
assistive technology and developed an electric cart to improve
walking ability [18]. A pedal unit was mounted on the cart to
provide some exercise to train a driver’s lower limbs. The cart
system integrates bio-information, mechatronics, information
technology, human factors, AI, and control theory to automat-
ically select a suitable pedal load that fits the driver’s physical
condition. Makino et al. created an AI-based system to assist
doctors in the early detection of pinched nails [19]. A neural
network categorized gait patterns and diagnosed pincer nails
based on the patterns. Other systems were also investigated
based on the principles of human-centered design in the fields
of social systems, transportation, daily life, manufacturing,
and so on.

B. FUTURE CHALLENGES
Modern human factors are composed of a variety of elements,
including cognition, mentality, and social characteristics. This
allows us to address a wide range of issues, for example,
problems in health care, quality of communication, and phys-
ical, psychological, and spiritual handicaps. In general, the
challenge of human factors is how to optimize the relation-
ship between systems and people, or the relationship among
people. In addition to the facts that human perceptual, cog-
nitive, and behavioral characteristics are complex and vary
among individuals, the social environment changes rapidly.
This poses a big challenge. Not only new perceptual, cog-
nitive, and communicative features (for example, [20], [21])
need to be integrated into the area of human factors, but also
interdisciplinary cooperation with other specialized commit-
tees in the IES is required to find solutions from a variety of
perspectives.

A large number of human-factors-related standards have
been established to ease the design of products and systems.
An example is shown in Table 1. These standards ensure
the safety of systems and products, guarantee that they are
tailor-made for the purposes, and improve the operability and
services. Some of the standards are summarized in [22], [23].
The related standards should be incorporated in system design
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TABLE 1 Structure of ISO 9241 Series: Ergonomics of Human-System
Interaction

FIGURE 1. Educational interaction between University and Industry.

from the first stage to guarantee the safety and usability of a
designed system because such a system is directly involved
with humans.

III. EDUCATIONAL PERSPECTIVE
The continuous evolution of technologies pushes universities
to update their course contents yearly, as well as to adapt
their teaching methodologies and platforms. This update is
possible thanks to the interconnection between universities,
industry, and other partners through regional, national, and
international projects that develop new theories and tools.
This process shows that a higher education system is always
interconnected with the industry and the research Fig. 1. That
is, on one hand, the need and demand of a society for new
products encourage the development of new knowledge, and
on the other hand, the industrial demand for engineers pre-
pared with the latest technologies and development processes
leads higher education to promote (i) professional lectur-
ers coming from industry, (ii) project-based learning (PBL)
methodologies, (iii) internships in industry, and (iv) industrial
seminars/courses.

A common trend is that professionals coming from industry
are involved in the learning processes of a higher educa-
tion system. The objective of those theoretical and practical
courses is to convey to students the methods and practical

contents that are routinely used in specific industrial areas. Ex-
perts from industry are often invited to teach students specific
topics. This improves the quality of the course content and
gives students a practical perspective of the taught concepts,
while at the same time motivating them to take the subject.
These professionals often utilize practical cases and examples
that reinforce this practical and professional vision of the
course [24].

A. FUTURE TRENDS
The PBL methodology developed by John Dewey is based on
the ‘learning by doing’ concept [25]. This method, which has
been used since ancient Egypt, enhances practical learning
and increases student motivation and collaboration. During
PBL, groups of students under the supervision of an instructor
are involved in the development of specific projects, follow-
ing all the stages of project development from the idea to
the actual initial prototype. Logically, this method requires
a higher level of multidisciplinary knowledge. As a result,
students gain experiences in aspects, such as project planning,
acquisition of raw materials, product design and development,
work management, logistics, and commercialization. As part
of the learning process, students also improve their commu-
nication skills. In many universities, the PBL methodology
involves the collaboration between universities and research
institutions and between the industry and universities [26].
Since PBL is oriented toward solving real-world problems,
students are in contact with stakeholders, end-users, and de-
velopers. Industry involvement in these projects has proven
to have a positive impact on student motivation to learn and
to help them develop analytical and critical thinking, techni-
cal management skills, and business management skills [27],
[28].

The importance of work experience in the industry, the
need for reference, and the need for employability encourage
students to look for short-term internships in the industry. This
practice allows them to work on specific projects or topics di-
rectly in the industry, and there is the possibility of using some
of the research and development results for a final bachelor’s
or master’s thesis [29]. This practice is usually well coordi-
nated between universities and the industry and students are
assigned two tutors, one from each part. Many universities
have different collaborative programs between the university
and industrial partners in different disciplines. Some of the
existing programs, such as Erasmus+, EURES, and European
Project Semester, also include the internationalization of work
experience in the industry. Participation in such programs may
enhance students’ abilities in teamwork, decision-making,
ability to work in a multicultural environment, knowledge of
practical issues, management in a foreign environment, and
professional experience and financial rewards. This activity
involves academics that are often related to a particular field
of research that is of great interest to a particular industry.
This facilitates that these instructors are hired or invited to
teach different seminars or courses to industrial users in their
area of expertise. The benefits of this dissemination effort are
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enormous, as it facilitates the transfer of recently developed
technologies and knowledge to industry.

It is also beneficial to instructors who can obtain industrial
feedback that can be enhanced to optimize these devel-
opments. It also enables further collaboration that is very
interesting for future testing of new methods and technolo-
gies. From an educational perspective, improving educational
methodologies and content, and engaging education in the
development of industrial projects are key to success. Finally,
education requires the integration of the ethical and social as-
pects to manage societal impacts. In standards, the educational
perspective serves as the definition of law and standards for
safe and reliable online learning. One of the best practices of
the committee for student motivation from an educational per-
spective is to provide them access to research IEEE platforms
such as IEEE Xplore and IEEE ILN Learning Network, as
a part of their educational resources additional to the books
and professor notes. These platforms will allow students to
be involved in research-related educational strategies, such as
Project-Based Learning and tutorials.

IV. ELECTRONICS SYSTEMS ON CHIP APPROACHES
From an Electronic Systems-on-Chip point of view, the
constant technological evolution has reduced the size of in-
dividual components and greatly increased the capacity of
individual silicon chips, while the economies of scale have
allowed huge price reductions for many electronic devices
of small to medium capacity. This has allowed system-on-
chip solutions to appear across many different fields and
industries [13]. These solutions allow programmable logic
solutions to be used in fields that previously could not ben-
efit from those approaches. Some examples of this could
be adding programmable logic fabric (such as those used in
FPGAs, Field Programmable Gate Arrays) to achieve higher
parallelism and performance in previously microprocessor-
only implementations, adding a microprocessor to ease the
management of sequential tasks in previously FPGA-only
projects, or even introducing new complex electronics where
there were previously none.

A. EMERGENCE OF FREE AND OPEN-SOURCE TOOLS FOR
DIGITAL DESIGN
Another emerging trend is the appearance of free and open-
source (FOSS) tools for digital design and verification. While
some of these tools have been around for many years (for
example, the first version of the GHDL simulator is now
about 18 years old), it has only been in the latest years that
they have reached significant milestones, such as support for
modern verification methodologies [30], and a completely
open-source design flow for the ICE40 and ECP5 families
of Lattice FPGAs that covers all the steps from synthesis to
bitstream generation and FPGA configuration [31].

The emergence of these free and open-source tools is also a
push for vendors to release parts of their flows as open-source
tools, or at least provide some way for the users to customize
their tool flows, such as Xilinx’s Rapidwright [32].

The status of the free and open-source tool ecosystem is
very healthy, with multiple tools to choose from for each
step of the design and verification process. There are simu-
lators such as GHDL [33] for the VHDL language and Icarus
Verilog [34] or Verilator [35] for the Verilog language. But
there are also HDL (Hardware Description Languages) unit
testing frameworks such as VUnit [36]. CoCoTb (Coroutine
Cosimulation Testbench) is a specially interesting software
since it allows to easily cosimulate HDL code interacting
with a python testbench, greatly reducing the effort to create
complex, structured testbenches [37]. For synthesis, the main
tool is the Yosys Open Synthesis Suite [38], which can synthe-
size Verilog but also VHDL through the open-source GHDL
synthesis front-end [39], although other front-ends may be
used, for example, the proprietary front-end Verific (when a
license is available). For place and route, nextpnr [31] is a
timing-driven place and route tool, which is also portable and
vendor-neutral, so it can support different FPGA families if
their architecture is documented. For bitstream generation,
project icestorm [40] can generate bitstreams for the iCE40
family of Lattice FPGAs, but there are multiple efforts to
document other FPGA families, such as project Trellis and
project X-ray, for the Lattice ECP5 and Xilinx 7-Series re-
spectively [41], [42]. For interfacing with different EDA tools,
both open source and proprietary, Edalize provides a common
interface to abstract the operation of multiple tools, so users
do not have to learn to script every tool independently [43].
An interesting text editor to operate with all these tools is
the TerosHDL editor [44], which is an integrated IDE that is
distributed as a Visual Studio Code extension.

FOSS tools may enable unexpected ways of using the tools,
as they are not subject to usage, licensing, or modification
restrictions. For example, without even modifying the tools,
a user can launch any number of instances of the GHDL
simulator, limited only by available computing power, and
not the number of available license seats [45]. Furthermore,
since the tools allow studying and modifying their source
code, this can be a further enabler for innovation. Depending
on the application, the usage of multiple economical chips
configured with open source tools can position itself as an
alternative to solutions based on monolithic programmable
System-on-Chip devices, configured with proprietary
toolchains.

The availability of these tools is also especially interesting
from an educational standpoint, since they allow for lifelong
learning both inside and outside higher education institu-
tions, while also allowing institutions with fewer economic
resources to perform PBL with real devices and applications.
Furthermore, FOSS tools may make the difference between
being able to use and implement FPGA solutions or not
in developing countries, especially those with reduced or
nonexistent R+D budgets and those subject to export control
restrictions, contributing to technology democratization and
reducing inequality. Additionally, FOSS tools can be sub-
jected to security audits, to avoid almost-undetectable supply
chain attacks like [46].
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An important difference that open-source FPGA imple-
mentation and bitstream generation tools have with respect
to open-source software compilers is that the internal chip
details needed for bitstream generation are not public, while
the ISA (instruction set architectures) of the microprocessors
supported by open source compilers (such as GCC) have been
published by device manufacturers. Thus, the developers of
open-source FPGA implementation tools must use probing
techniques to determine which bits in the FPGA bitstream
configure the primitive attribute of each specific device. This
is not different from what many researchers already do for
academic and research projects [47], [48]. Probing is per-
formed by using tools that already exist, for example, the ones
provided by the FPGA vendors. The probing process uses the
tool as a black box, where known inputs are stimulated and
the outputs are observed.

The main advantage of probing versus other methods is that
it allows acquiring the needed information without reverse-
engineering any software, which is forbidden by the majority
of software end-user license agreements (EULAs). As of to-
day, even if the method used to obtain this information does
not violate any license agreements, the fact that it is not
supported or intended by the manufacturers, coupled with the
diversity of Intellectual Property law particularities across the
globe, creates a legal gray area where companies currently do
not know if they could hit any legal issue if using these tools
for production.

A desirable step forward would be the standardization of
the minimal information that chip manufacturers would have
to provide to allow implementation and bitstream generation.
This future standard would need to balance this interoper-
ability needs with the need to preserve the confidentiality of
the internal chip implementation details. Concerns about what
information can be provided without inadvertently leaking
internal information to competitors have been historically the
main reason chip manufacturers are reluctant to share the in-
formation needed to create bitstreams using third-party tools.

Nevertheless, free and open-source tools for digital design
and verification can be used as of today, with good perfor-
mance and implementation efficiency results, in both research
and educational contexts, and it is expected that their impor-
tance will grow in the future.

B. IMPLEMENTATION CHALLENGES OF AI ON SOC
The increase in the compute capability of the hardware plat-
forms has facilitated AI to advance to a new level. Hence,
meta-heuristic methods (MHM), fuzzy logic (FL), expert sys-
tems (ES), or complex machine learning (ML) algorithms can
now be run close to signal source (sensors) on edge devices
(embedded systems/cyber-physical devices), on the “cloud”
in data centers, or in-between, on what is called “fog” com-
putational systems made of a collection of edge devices. All
these systems can be made now flexible enough to enable the
software to efficiently be defined to benefit of the task cus-
tomized compute hardware and the hardware to reconfigure
for a specific software application to maximize the processing

speed/energy consumption ratio. There is now an increased
hardware-software symbiosis, in which, the heterogeneous
systems on programmable chips (SoPC) have an even more
growing role to play. It is a fact that today, deep learning
(DL) on deep neural networks (DNNs) and spiking neural
networks (SNNs) are used in everyday consuming electronics
due to this fantastic paradigm shift in the software-hardware
relationship. This symbiosis is discussed in the following.

The SNN is implemented on digital CMOS or
analog/mixed-signal technologies, memristive device
technologies, or a combination of CMOS-memristive device
neuromorphic chips (hardware architectures that mimic the
biological neuron functionality). The neuromorphic hardware
implementations have been crystallized in a few prominent
state-of-the-art designs capable to simulate neural networks
with several hundreds of thousands of neurons, such as
SpiNNaker [49] (array of one million ARM9 cores and 7
Tbytes of distributed memory, all interconnected by a bespoke
multicast router), IBM TrueNorth (1 million neurons and 256
million synapses) [50], Neurogrid (1 million neurons and
6 billion synapses) [51] or Intel Loihi (128 neuromorphic
cores that simulate 130 k neurons and 130 M synapses in
real-time) [52].

The DNNs are mostly deployed in general-purpose plat-
forms, such as CPUs and GPUs (graphics processing units).
Large-scale image classification models, best represented
by the convolutional neural networks (CNN), have boomed
in the last years, revealing high accuracy, multimillion pa-
rameter networks with high computational demands such
as GoogLeNet [53], ResNet [54], DenseNet [55] or NAS-
Net [56]. The above-mentioned networks were successfully
implemented due to the capability of the (neural) CPUs to pro-
cess multiple data using the single-instruction-multiple-data
(SIMD) technique or implementing neural-specific instruc-
tions set such as Intel AVX-512 or custom floating-point data
format (such as the brain floating point: bfloat16). These ad-
vantages have been many times multiplied when implemented
in GPUs, for which manufacturers have developed highly
optimized hardware and software framework support, such as
Tensorflow, Pytorch, or Caffe. Taking data processing concur-
rency even further by adding the FPGAs design flexibility,
successful DNN accelerators, composed of many process-
ing elements (PE) and on/off chip memory such as NPU
(Project Brainwave) [57], MAERI [58], Cambricon-X [59],
Swallow [60], Eyeriss [61] or Xilinx Versal AI core [62], have
been reported.

Moreover, when combining CPUs, GPUs, and FPGAs,
obtaining heterogeneous computing platforms, the true com-
puting potential is released, increasing, even more, the system
performances when deploying complex/heavy computational
tasks, bringing the development of integrated solutions such
as system on chip (SoC), multi-chip module (MCM), system-
in-package (SIP), single-board computer (SBC), or system-
on-module (SOM) to a new level. Being able to take advan-
tage of each compute platform paradigm’s strong points has
conferred high design flexibility and proven very performance
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rewarding. However, each of the platforms comes with draw-
backs as well, and being able to ‘pick and mix’ the right data
size and algorithm on the desired platform is not yet easily
achieved.

To address these problems, a few methods have been devel-
oped such as data reuse, efficient memory access, algorithm
compression, or workload partition strategies, which are used
together to improve the data throughput and power effi-
ciency [61], [63]–[66]. However, being able to address the
diverse computing requirements for AI algorithms found in
5G, network, cloud, or edge applications is not an easy task.

The developed methods explore manual or automatic data
partitioning and task-processing scheduling. The schedulers
dynamically distribute the processing tasks among all the re-
sources to fully exploit all computing devices while minimiz-
ing load unbalance [67]. Amdahl’s Law aims at maximizing
power-normalized performance by considering the dynamic
workload variations and its classification [68], [69], deploying
data partitioning algorithms to minimize the parallel execu-
tion time of data-parallel applications on clusters of identical
nodes of heterogeneous processors [70] or scheduling strate-
gies and task decomposition to accelerate the training process
of large-scale CNNs by minimizing the waiting time for criti-
cal paths [71].

Partitioning methods for CPU and FPGA-based heteroge-
neous platforms targeted high-throughput sparse convolution
accelerators, such YOLOv2, where algorithm-level optimiza-
tion schemes (hardware-aware neural network pruning, clus-
tering, and quantization) and hardware/software tasks alloca-
tion with non-performance-critical layers (pooling, reorgani-
zation, concatenation) running on CPUs and the convolution
layers accelerated on FPGAs, have resulted in a maximized
overall system performance [72]. Predictive frameworks for
optimum partitioning of a workload between hardware and
software have been also explored [73].

The scheduling goes even further, and questions about the
best places to run the algorithm (edge, fog, or cloud com-
puting) are ever more emerging. The level of proximity to
the data source of the calculus platform is dictated by the
application constraints such as the data bandwidth, communi-
cation latency in real-time applications, computing resources,
or power consumption. It is mainly applied in Internet of
Things (IoT) scenarios. To achieve high performance, various
novel edge-cloud, edge-fog, fog-cloud solutions have been
developed. Task allocation algorithms such as the weighted
cost model to minimize the execution time and energy con-
sumption in fog-cloud platforms [74], computation offloading
method by dynamic scheduling of data/control-constrained
computing tasks for IoT-enabled cloud-edge computing [75],
or context-aware application placement policy for Fog envi-
ronments [76] have been recently developed.

The superiority of flexible software running on reconfig-
urable hardware has now been demonstrated, with a multitude
of methods capable to schedule processing loads across vari-
ate hardware systems being reported in the literature in
a greater number. However, they mostly look at specific

cases and cannot transcend into a unified divide and al-
locate methodology without a further understanding of the
application-software-hardware relationship.

C. FUTURE CHALLENGES
An open issue for vendors is how to improve the ease of use
and configuration of programmable System-on-chip devices,
so all the steps of the design and verification processes are
made easier. The motivation behind this is to make FPGA
and System-on-chip design accessible to more people, in
particular software developers who may not have a strong
background in electronics or digital design, with the intention
of greatly increasing market size for these solutions.

One promising driver for this greater adoption is the arrival
of higher-level languages and synthesis tools, which consti-
tutes a push towards the higher adoption of these devices.
In particular, these higher-level languages and tools open the
field of FPGA and programmable System-on-Chip design to
computer programmers who already have expertise in pro-
gramming languages such as C, C++, or Python. A couple
of examples of these higher-level synthesis tools are Vivado
HLS [77], which is based on C and C++, and Amaranth-
HDL [78], which is based on python. The first tool is provided
by Xilinx and the second one is open-source. It must be noted
that these higher-level synthesis tools do not support all the
functionalities of the original languages they are based on, but
must instead make some compromise and define what subset
of the language they can work on, since not all high-level
functionality provided by a programming language may be
synthesized into logic gates.

As is typically the case when moving from lower-level
descriptions to higher-level descriptions (such as when using
software compilers instead of assemblers), the trade-off of
this ease of use is an impact on the efficiency of the gen-
erated implementations, both in terms of area consumption
and maximum working frequency for the implemented de-
signs [79]. This means that, depending on the application,
the most efficient strategies in terms of a trade-off between
development time, area consumption, and performance may
be a mix of both typical HDL descriptions and higher-level
synthesis, where traditional HDLs are used for the design
elements where area or performance is most critical.

The trend of moving the electronics, including signal pro-
cessing and data handling, towards the very phenomena that
need to be measured may result in systems with a high number
of devices, where distributed computing may happen, and in
which designers may find multiple synchronization and com-
munication challenges (as explored in [80], [81] or [82]).

With respect to the accountability of AI decisions, the elec-
tronic implementations should include accountability mecha-
nisms that can give the operators the possibility of extracting
the information about decision-making so these decisions can
be reviewed. This remains an open problem both at the ma-
chine learning and electronic implementation levels.

Finally, while functional safety of the designs has al-
ways had an important role to play in aerospace, automotive,
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biomedical, and other fields where critical systems take ma-
jor roles and where failures are expensive in personal and/or
economic terms, it is expected that due to the increase in
complexity of the average design, higher verification efforts
will be required for industrial designs in other, non-critical
areas, increasing the required knowledge and efforts needed
to successfully finalize a design [83].

V. RESILIENCE AND SECURITY FOR INDUSTRIAL
APPLICATIONS
As the complexity of today’s products and systems increases,
it is becoming more and more important to develop various as-
pects and technologies to assess and/or enhance the resilience
and security of industrial applications. For example, how to
reconfigure cyber or physical networks to ensure resilience
vulnerable to failures and attacks, how to design distributed
algorithms to manage systems to avoid single points of fail-
ure and reduce congestion, and how to improve the design
of devices to improve their resilience and security. Appli-
cations range from national critical infrastructures such as
power/energy systems and transportation systems, microgrids,
nanogrids (e.g., household energy management), picogrids to
devices, such as energy storage, smart sensors, smart actua-
tors, and smart controller.

A. TRENDS
With the widespread adoption of cyber-physical systems of all
kinds, resilience and security are now a central issue in many
industrial applications, such as in critical infrastructures (e.g.,
smart grids, computing systems, factories, and supply chains)
and in emerging autonomous systems [84], [85]. Strategies for
achieving resilience and security are usually comprehensive
and require a systematic approach to risk analysis, vulnerabil-
ity identification, decision making, testing and evaluation, etc.
[86]. For example, it is critical to ensure the resilience of a
power grid to extreme weather events.

Probabilistic metrics have been proposed to quantify the
operational resilience of the power grid to high impact low
probability (HILP) events, including extreme weathers [87].
Two metrics, value-at-risk and conditional value-at-risk, were
defined to measure resilience as the maximum loss of energy
and conditional loss expectation of a loss of energy for events
that exceed a predefined risk threshold, i.e., to quantify the
worst possible outcome of a HILP event. Vulnerabilities are
usually identified by worst-case events. In the resilient man-
agement of microgrids against storms (i.e., extreme weather
events, overhead distribution lines, poles, and wind turbines
are components that are vulnerable to damage [88]. Using the
relevant fragility curves as model inputs, it is possible to find
the failure probability of each vulnerable component under the
forecasted maximum wind speed.

A complex system usually takes the form of a network
containing nodes, edges, and connections. The failure proba-
bilities of those components, which depend on the worst-case
events, and various characteristic profiles of recovery in time
can be utilized to find the least expensive solution to achieve

the resilience of the system [89]. Meanwhile, game theory is a
well-known tool for representing trade-offs between heteroge-
neous components and predicting their choices. The real-time
interaction in the game-theory-based decision allows a com-
plex system to autonomously adapt to reconfiguration when
failures occur [90].

B. FUTURE CHALLENGES
As the integration of information technologies and physical
systems continues to expand, future industrial applications,
including important infrastructures such as the power grids,
will become more complicated and interdisciplinary, includ-
ing numerous heterogeneous components and stakeholders.
Those highly heterogeneous actors usually have their own
preferences and goals. And they have to operate under a
large degree of uncertainty, which will become more unpre-
dictable and controllable [91]. The next generation of complex
and inter-connected CPS does bring new challenges and also
opportunities to ensure resilience and security. Intelligent, au-
tonomous, and self-healing solutions are key [92].

Fully automated and resilient systems require monitor-
ing and controlling all major components, ensuring the bi-
directional flow of information and/or power supply such as
in the form of electricity [93]. Distributed intelligence, espe-
cially with the help of a seamless interface with users, enables
automated control and adaptability to a variety of uncertain-
ties, both at a component level and a system level. Systematic
approaches are expected to address 1) detection, 2) prediction,
3) analysis, 4) isolation, and 5) self-healing of failures in
hardware, software, and communication. Cost economics and
standardization are also important aspects for the feasibility of
final solutions.

VI. TECHNOLOGY ETHICS AND SOCIETY
Over the last years, modern ICT has been spread to criti-
cal parts of the business and personal life [94]. Nowadays,
increasingly intelligent systems are embedded in everyday
objects and assist humans in their tasks and decision-making
processes, while there are clear visions of symbiosis with
intelligent autonomous systems in the future [95]. Because
technology is no longer a mere tool but is capable of au-
tonomously making decisions that affect humans directly,
several concerns and challenges are raised that pertain to ma-
chine ethics and the societal impact of technology that need to
be investigated from multiple angles [96].

AI is one technology that exemplifies ethical and societal
concerns. Although AI is not new, as it is in the making for
over 50 years now, its practical applications at mass have been
made possible only in the last decade due to the availabil-
ity of hardware, computing resources, and Big Data to train
upon. AI can be found today in consumer electronics, indus-
trial processes, autonomous and intelligent systems, chatbots,
decision-making software in police, banks, courts, etc. While
before such intelligent and autonomous systems could be
operated in controlled environments, e.g., a production line
within a factory, nowadays such systems are envisioned and
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realized within non-deterministic and highly dynamic envi-
ronments, e.g., smart cities.

The trend is to integrate AI into a wide range of products
and services to enhance their functionalities and provide a bet-
ter interaction with the users. The reliance on AI also implies
the relaxing of control from the user side and its delegation
to AI to take care of trivial aspects or assist the users with
their decisions. The efforts that are common in all industries
and can be seen in their products raise significant concerns as
most AI inclusion is considered by experts as mostly a black
box that lacks explainability on how it derives decisions.

The interplay of AI and ethics can be highlighted via
the example case of self-driving cars. Such intelligent AI-
empowered cars will make a multitude of decisions on behalf
of their users, and some of them, e.g., in the case of un-
avoidable accidents, will be literally life and death decisions.
Therefore, a key question is on which ethical frameworks and
assumptions such decisions should be made upon, as well as
how they can be implemented in the car. That ethics may
influence the acceptance of self-driving cars [96] points out
the need to consider it for the lifecycle of other AI-empowered
products also. It is therefore pertinent to properly investigate
how ethical frameworks can be engineered and how decisions
taken by autonomous systems can properly consider them.

While new technologies can be utilized for the good of hu-
manity, there have also been several pitfalls that raise alarms
and can not be ignored not only by society but also by the
engineers that develop such technologies and products. For
instance, technology has been misused, e.g., unlawfully moni-
toring citizens, to (even unknowingly) derive biased decisions
and discriminate against people, etc. Because this is an in-
terdisciplinary grand challenge, it must be approached from
different angles, i.e., go beyond the consideration of tech-
nical aspects only, towards a more holistic consideration of
sociotechnical considerations that accompanies all aspects of
the lifecycle of the technology and its derived products. This
is easier said than done, but evidence suggests that for new
industrial technologies to be accepted [97], they must strive
for a balance of characteristics that include technological,
business, standards, sustainability, criteria, etc. In addition,
while the pursuit of engineering machine ethics can enhance
the alignment between humans and machines, it also bears
some risks [96], [98].

Beyond ethics, the developed solutions should also be
lawful in the sense that the actions of the intelligent and
autonomous systems should be in compliance with the ap-
plicable laws and regulations when they operate [96]. This
implies that such constraints must be understood, embedded
in the decision-making of the systems, and sufficiently linked
with the context of the operating environment of the system.
In addition, any developed solution must be trustworthy. In
that sense, it should be fair and gain the trust of the users that
it adheres to the expectations posed upon it, e.g. to perform
well, lawfully, and for the benefit from the user and society
at large. However, because what is lawful is not always ethi-
cal, this means that additional aspects need to be considered,

modeled, and included in the decision-making processes of
such systems [96]. As it can be seen, the engineering of in-
telligent autonomous systems that can operate in society has
several challenges associated with them that go well beyond
technology.

Engineering systems that integrate into an explainable form
of intelligence are considered to be a grant challenge. For
instance, to engineer autonomous systems that take into con-
sideration ethical aspects, these must be included early enough
at the design phase of it and potentially be fine-tuned, e.g.,
via simulations of the operations the systems are destined
for. Therefore, the engineer of the future needs to possess
inter-disciplinary knowledge that excels in technical depth and
is broad enough to identify and comprehend the limitations
and impacts the technology has, as well as how to realistically
build such intelligent and autonomous systems that adhere to
societal norms and regulations [96].

Standards are indispensable for engineering to be success-
ful, considering the large spectrum of AI-enabled products
envisioned. These would lead to the development of technolo-
gies that can be assessed on the basis of their qualities, as
well as outcomes, and that are interoperable. Today there are
several standards available for system integration, but the ad-
dressing of ethical and other aspects that are strongly linked to
AI systems is limited, especially when they are in conjunction
with physical forms such as intelligent robots or self-driving
cars. Recent efforts in this area, e.g. by IEEE [99] as well as
standardization bodies such as ISO/IEC/JTC1 aim to address
such issues by developing new AI-relevant standards.

Education is seen as critical, especially considering the
broad aspects engineers of such intelligent autonomous sys-
tems have to deal with. Academic curricula have to be
expanded to combine deep technical knowledge with a more
broad approach towards ethical and societal implications, as
well as how to consider the different phases of product cre-
ation. Beyond academic curricula, though, what is needed are
lifelong learning and especially industry training programs
that enable engineers to expand their knowledge and expertise
and keep up with a rapidly developing area. Thankfully with
the advances of ICT, such learning and training can be done
online and at a mass scale, e.g., via a massive open online
course (MOOC), which has positive effects on the industry.
To conclude, the knowledge and expertise requested by future
engineers are increasingly demanding and multi-faceted. To
exemplify this, one needs to consider that s/he should be
capable of interacting with involved stakeholders, identifying
and comprehending their needs, and considering societal im-
pacts, and be capable of addressing the technical and societal
needs in intelligent systems that can be deployed in real-world
environments and be societally acceptable.

VII. STANDARDS VIEW
Several discussions on cross-disciplinary industrial electron-
ics technology clusters covering trends, perspectives, changes,
and challenges have been presented, focusing on the vertical
clusters of IES fields of interest for building a sustainable
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society [13], [14]. This section extends these perspectives
focusing on the inclusion of IES standards in the integration
of such cross-disciplinary cluster technologies.

A. PERSPECTIVES
To further explore the IES vertical fields of interest, the col-
laboration of cross-disciplinary technologies is considered.
Examining the sampling of the numerous industrial appli-
cations continues to indicate the importance and needs of
standards. A proposed methodology using cross-disciplinary
concepts to these industrial electronics verticals is inves-
tigated, inspiring advances into further cross technological
integration for society’s benefit.

Feature articles from the March 2020 – September 2021 se-
ries of the IEEE Industrial Electronics Magazine (IEM) high-
light the latest trends in industrial electronics technologies
ranging from transportation electrification and autonomous
vehicles, smart micro-grids and industrial power generation,
and industrial automation and advances in automated mining.
Of the 56 articles surveyed, approximately half of the articles
cite or discuss standards in their applications, while eleven
papers indicated the need for standards in application devel-
opment. Several other articles described reference architecture
frameworks in the application scenarios that could lead to
standardization opportunities. In the next three sections below,
a quick survey of the feature articles from the seven issues of
the Industrial Electronics Magazine show trends in standards
usage, industrial applications citing the need for standards,
and applications with standards possibilities. The reader is
invited to peruse these magazine issues for further details.
These are the four quarterly IEM issues for 2020 (Vol. 14,
nos. 1, 2, 3, 4) and next three issues of 2021 (Vol. 15, nos. 1,
2, 3). In addition, lack of standards adoption and inadequate
co-development of standards with the communities that use
it, have been identified as barriers that hinder the growth in
specific domains e.g. manufacturing [100].

B. TRENDS
Within Industry4.0, standards are needed in automation mod-
els in a wide range of applications. Complex automation
infrastructure modeling requires structural approaches and
development discipline, and standards already adopted by in-
dustry are widely used. Industrial Cyber-Physical Systems,
Industrial IoT, and industrial automation technology sectors
all prefer standardized approaches to integration and confor-
mity.

Trends, where industrial standards have an impact, include
electric vehicles (EVs) and e-mobility, energy management
frameworks (EMF), AI in edge computing, and topics in
wireless networks utilized in the industrial Internet of Things
framework and the automated mining industry. EV charg-
ing infrastructures are accelerating at a rapid pace with the
aggressive push of electric vehicles in transportation applica-
tions and e-mobility. All aspects of the EV ecosystem have
been improved, due to the collaborative development of EV

charging standards enabling interoperability and ease-of-use
in charging for a wide assortment of EVs, by the joint efforts
of the infrastructure stakeholders (governments, automotive
industry). In the charging infrastructure consisting of physical
charging and the communications layer component for EVs,
standards play a critical role in allowing the rapid deployment
and acceptance of EVs in society. These standards include
the International Electrochemical Commission (IEC) 61850,
the common CCS standard (Combined Charging System) IEC
61851-22/23, SAE J1772 (Society of Automotive Engineers),
and CHAdeMO from Japan. China and India EV manufac-
turers follow the China Electricity Council’s Guobiao (GB/T)
20234.2/.3 standards for fast chargers.

As the world moves increasingly towards transportation
electrification, the main design objectives for the efficiency
and reliability, and safety of systems components for electrical
machines (EM) become important, such as lifetime degrada-
tion on such components as insulation systems. Today, the
safety and reliability for such systems are guaranteed due to
established procedures on reliability and certification of EMs
via extremely robust designs and compliance to standards
such as military or avionics standards.

The emerging importance of energy management systems
(EMS) in today’s growth of renewable energy systems and
smart grids introduced the need for energy management
agents (EMA). These EMAs are integrated into energy man-
agement frameworks (EMF) utilized in homes, factories, and
the grid. The EMAs are used for energy data collection and
management by home electronic system gateways (HES), dis-
tributed energy resources (DER), EVs, and smart appliances.
These EMAs are governed by IEC Joint Technical Committee
1 (JTC1), specifying the ISO/IEC 15067.3 and 15067.3-3
standards. An article from the 2021 March issue of the IEM
(Vol. 15, no, 1) provides a comprehensive overview of EMA
standards and frameworks deployed in conjunction with 5G
vertical industries.

Trending in the energy smart grids and storage systems
area, standards have been cited in the applications and imple-
mentation of these systems. In the review on cyber-physical
microgrids, standards have been shown to play prominent
roles in the monitoring, control, and resilient sections of
microgrid designs, necessitated by the needs for better con-
trol, design ease, stability, reliability, and safety. Multiple
standards were cited in the critical monitoring and control
functions of the cyber-physical microgrids and in particular,
it concluded with the need for standards in the resilience for
microgrids.

On the topic of new trends in utility-scale energy stor-
age systems, heavy emphasis was given to the importance
of standards and regulations to the power electronic con-
verter applications (PEC), and the needs for new standards in
its digitalization and grid communications network areas for
the ESSs. It covered international standards related to PEC,
batteries, battery management systems, and addressed future
challenges and trends of PECs in the ESS industry. These
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standards are usually created by a national or international
level organization, such as IEC, UL, and the European Com-
mittee on Standardization. Future trends in the digitalization
of the Energy industry require communications and control
protocol standards for the ESS industry. This includes new
standards needed for cybersecurity features for the PEC and
ESS communications networks. In the concluding statements,
it is noted the wide deployment of ESSs is limited by the lack
of standards, especially so on safety regulatory and standard-
ization issues for battery-based ESSs (BESSs).

In the report by the IES Energy Cluster of TCs, standardiza-
tion approaches are highly recommended to enable the highest
possible degree of interoperability when transforming electri-
cal energy systems to smart grids. This is especially important
when using an ICT and automated smart grid architecture
integrating hardware and software components from multiple
suppliers. For renewable energy systems, standards are being
frequently reviewed and revised due to the variability of re-
newable energy sources affecting grid stability.

AI and Edge computing, and IIoT are currently hot topics
in emerging technologies and relevant to industrial electron-
ics. To address the three important challenges identified by
research studies of edge AI for IIoT, a federated active transfer
model (FATL) application is proposed. The three challenges
are personalization, responsiveness, and privacy preservation.
The FATL model can be deployed using industrial edge com-
puting standards, citing IEEE P2805 standard. Here it shows
an explicit example of the use of standards to address edge AI
performance in IIoT solutions.

In wireless IIoT networks, the issue of cross wireless tech-
nology interference over unlicensed bands was investigated.
Due to the popularity of unlicensed bands, the following
popular wireless standards are used worldwide-IEEE 802.11
(wireless local area networks: WLANs), IEEE 802.15.1, IEEE
802.15.4 networks. For the two leading wireless standards in
the automation field, ISA 100. 11a and WirelessHart, where
cross-interference is common, another paper from the March
2021 IEM described the work on this issue by analyzing the
interfering aspects of the different technologies and mitigating
cross-interference to allow for enhanced co-existence on the
network protocol stack layers, or for co-existence through
interference aware routing. This work illustrates the need for
possibly more standards to solve cross-interference issues to
provide interference-free wireless IIoT networks using hetero-
geneous devices.

A key article covering the industrial revolution since the
1950 s, industrial electronics and industrial informatics pro-
vided solid foundations in the design and development of
industrial ICT over the lifecycle of products, processes, and
systems and adhering to the IEC 62890 standards. Following
this, in new emerging technologies such as industrial CPSs
(ICPS), Industrial Agents (IA) are seen as key enablers for
the realization of ICPS, and multiple standards have been
established in the IA domain. Here, the article shows the evi-
dent need to address IA integration and communications with

low-level real-time control systems integration. It is evidently
clear standards are needed to effectively embed IA into the
ICPS domain.

The special issue on advances in mining automation pre-
sented in the September 2021 issue of the Industrial Elec-
tronics Magazine (Vol. 15, no. 3) was especially relevant
in standards, where almost all the five articles devoted to
mining automation cited standards are essential in the in-
dustry. The lead article in this special issue provides a good
overview of industrial electronics technologies used in prac-
tice in the present and future trends in mining automation. One
clear example of standards used in the industrial academia
collaboration is knowledge sharing of the Open Process Au-
tomation Standards testbeds. Safety is a paramount factor
in the mining industry, which is a high-risk industry. A pa-
per discussing ‘progress toward zero entry mining’ advocates
truly autonomous mining operations without humans entering
the mining areas. Numerous examples of safety issues were
covered under safety standards guidelines governed by the
Commonwealth Scientific and Industrial Research Organiza-
tion (CSIRO) and various industry consortia.

A comprehensive view on the use of emerging digitization
and industrial electronics to modernize and assist the mining
industry provided great insights into the use of interoper-
ability and digital twins. Standards were liberally cited as
essential in the mining operations as well as needs where
it is not available. A two-part series of articles introduced
companies engaged in the deployment of digital technologies,
and discusses the use of integration platforms and digital
twins interoperability technologies for the mining operations.
In particular, detailed integration platforms and digital twins
techniques advocate heavy innovation and adoption in the
mining industry. The article cited the Common Mine Model, a
digital twins concept first introduced to the mining industry by
CSIRO in 2009. In South Africa, where mining is the second-
largest employer, the industry has introduced mechanization
and automation (mechanized mining) as improvements to
the traditional labor-intensive drill-and-blast approach. More-
over, mechanized mining provides improved productivity and
safety. With this approach, the use of wireless positioning in
underground mines provides context awareness of machinery
in tunnels and other critical pathways. Wireless techniques
considered include Wi-Fi, Ultrawideband, Bluetooth, 5G, and
long-range approaches. However, since there is no single tech-
nology that is suitable for all use cases, the wireless approach
requires quite a lot of effort. Therefore, the lack of sustained
interoperability and standardization efforts presently hampers
the widespread use of wireless in underground mines. This
makes a very strong case for the need for standards in the
wireless applications approaches in the mining industry.

C. NEED FOR STANDARDS
As new technological trends evolve, generating new develop-
ments and applications, standards will not be introduced or
considered until trends come into focus and stabilization. This

384 VOLUME 3, 2022



section reviews the common theme that new technologies and
their applications look to standards for stability. Eleven brief
examples here cite the strong need for standards, as culled
from the survey articles mentioned earlier.

New solid-state transformers (SST) introduced into exist-
ing electrical systems brought challenges in the interfaces,
stabilization, and costs during the integration process. These
challenging situations caused the industry to call for SST
standards for better product integration processes and usage.
This was cited as a necessary requisite for the commercial
acceptance of SSTs.

Another emerging technology coming to maturity calls for
the need for standardized substitute fault diagnosis tests for
Lithium-Ion Battery Systems (LIBS). The challenging issues
here are there are no standardized evaluation methods for
LIBS fault diagnosis and calls for the immediate need for
standardized substitute tests for LIBS faults.

In multiterminal (MT) high-voltage dc (HVdc) (MTdc) grid
technology applications, the test procedures for the operation
and implementation of protection solutions strongly empha-
sized the need for standardized procedures and developing
standards. These procedures contribute to the dc protection
system design and testing standards [101]. IEEE and IEC
standards such as IEEE Guide for Power System Protection
Testing, (IEEE C37.233, 2009) and IEC 60255-1, 2009 series
of standards (Generic Requirements for Measuring Relays
and Protection Equipment) are the present methods used.

The most common weakness in the design and development
of wind turbines (WT) is the lack of common guidelines, best
practices, and standards [102]. This is especially focused on
the lack of standards in the LIDAR (light detection and rang-
ing) technologies used in performance enhancements of WT
controllers. It is quoted that “ ...the opinions of wind industry
experts reveal the main issues for LIDAR technologies relate
to providing common guidelines and standards as well as risk
evaluation and reliability concerns...”.

Future research into real-time-based testing of modern en-
ergy systems will entail more complex cyber-physical and
multi-domain processes that transform the energy grid to a
complex ecosystem of heterogeneous (cooperating) entities
that interact in order to provide the envisioned functionality.
In an article summarizing real-time simulation and hardware-
in-the-loop (HIL) based validation and testing, the conclusion
was that future work requires more harmonization and stan-
dardization, citing the need for such standards as IEEE P2004.
This standard is a recommended practice standard for real-
time system/HIL tools.

In investigating concepts, advantages, and applications of
hybrid energy storage systems (HESS), researchers high-
lighted the advantages of HESS specifically for attaining the
distributed smart energy paradigm and zero-emissions trans-
portation systems. In its discussion on trends and perspectives,
one of the main barriers and challenges that the HESS market
needs to overcome is in developing specific regulations for
HESSs, in other words, some form of standardization under
regulatory control.

One interesting application that looks promising in the need
for standards is in noise mapping procedures to combat the
issues of noise pollution in industrial environments [103].
Here an entire architecture reference model has been de-
scribed, where research is carried out to contain this pollution
issue, especially with the rapid deployment of IIoT. While
the reference architecture framework provides a collaborative
computing layer including computing networks in sensing,
fog, and cloud, wireless standards have already been used,
such as proprietary 2.4 GHz protocol stacks, Bluetooth, and
IEEE 802.15.4. This indicates the universal use of standards
where available, and for this application, in the communi-
cations layer. However, suffice to say that as the reference
architecture gets more developed and refined, there will be
more opportunities in the different architecture layers for stan-
dards development.

In the Trends section above, five areas actually strongly
cited the needs for standards in the various applications of
technologies, notably the use of industrial agents, Utility Scale
ESSs, and wireless positioning of underground mines. Addi-
tionally, strong safety standards are advocated for the mining
industry, and the need for standards in the interoperability,
integration, and digital twins applications in automated min-
ing. This section shows the importance of standards and their
necessity in new technologies that are exploding in today’s
high technology society. Highly reliable standards and stan-
dardization contributes to society’s safety, lowered costs both
in consumer and manufacturing prices, and ease of use of
products. The examples given above emphasize that new tech-
nology trends need and benefit from standardization once it
achieves stabilization.

D. STANDARDS POSSIBILITIES
While standards may not be necessary at this time, it is notable
that the following industrial electronics trends might one day
require standards for industrial and commercial widespread
usage and safety considerations, cost reduction, and ease of
use. These trends include intelligent industrial informatics, the
application of AI in wireless networks for IIoT, and methods
for harvesting vibration energy as an alternate power source.
Then there is a specialized application area trending in the
deployment of industrial electronics technologies in closed
ecosystems (CES) applications for outer space missions.

With the resurgence of AI, machine and deep learning, in-
dustrial informatics practitioners embrace this by developing
intelligent information informatics. Future directions and cur-
rent development of AI in industrial informatics are focused
on five primary domains in factories, CPSs, industrial pro-
cesses, transport, and energy. Here, a reference architecture
framework was presented with AI applications integrated with
industrial informatics. Noting the detailed description of the
architecture covering several layers of the reference frame-
work designed for intelligent industrial informatics, it leads to
speculation that once the reference framework matures and is
developed into various industrial applications usage, these ref-
erence framework components can become standards on their
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own in whole or in part, with the backing of its practitioners
and stakeholders from the aforementioned domains.

Continuing on this trend on AI, overcoming the challenges
of incorporating AI in wireless networks for IIoT was in-
vestigated by focusing on areas of AI in the IIoT generic
network architecture. The three levels in the architecture cov-
ered IoT networks, the backhaul networks, and the operator
network cloud, with corresponding challenges identified such
as communications overhead, latency, security caching and
routing, and increased complexity, to name a few. After listing
the challenges of AI in the wireless network infrastructure,
a roadmap for a generalized global AI architecture is pro-
posed. Again, as stated earlier, once the reference architecture
matures, these framework components and its protocols can
become standards standardizing AI into wireless networks
and improve on the legacy networks it represents, such as
WLANs or cellular networks (e.g., 5G/6G). Earlier, a few
other wireless network research trends can also be tied with
this example into an overall future IIoT wireless network and
its standards.

Another novel example of an application in need of stan-
dards is the vibration energy harvester product and its usage.
Alternate power sources in low power applications looked
to vibrational energy harvesters (VEHs), with such advan-
tages over batteries in that it does not require replacement
and reinstallation, and more importantly, when used in IoT
environments, battery-powered devices can number in the
hundreds. It is often inaccessible for power source replace-
ment or costly in battery replacement due to its large numbers.
However, at the moment, VEHs are a niche market, and
questionable in terms of long-term marketability and prof-
itability. Moreover, VEHs are often not standardized, and it
is concluded that for profitability and market acceptance, stan-
dardization of VEHs is necessary, to reduce costs and simplify
the installation process. The above two examples on AI in
wireless networks and VEHs were illustrated from the March
2021 issue of IEM (Vol. 15, no. 1) Lastly, one interesting
application with the use of standards is in a specialized area
of outer space systems, for the implementation and operation
of closed ecological systems (CESs) which are self-sustaining
life support systems (LSSs) for long-duration human space
missions. An article in the June 2021 issue of IEM (Vol. 15,
no. 2) describes the hierarchical control of space CES, where
it is simply put as likened to islanded microgrids (MGs). Sev-
eral standards govern the operation and control of MGs, such
as IEC 62898-1, IEC/TS 62898-2, IEC 62898-1-3, and IEEE
2030.7-2017. Additionally, ANSI/ISA-95, an automation sys-
tem design and implementation international standard for all
industries, is applied to the hierarchical control structure of
the MG for CES.

VIII. METHODOLOGY FOR CROSS-DISCIPLINARY
TECHNOLOGY INTEGRATION AND ITS IMPLEMENTATION
As explained earlier in this paper, cross-disciplinary consider-
ations of the industrial electronics technologies are important

for the industry, where standards and business play key roles
in the adoption of solutions in addition to technical re-
sults [97]. Requirements beyond pure technological factors
should be considered to enable the adoption of new inno-
vative technologies. With that, a suggested methodology of
how collaboration and integration of cross-disciplinary cluster
technologies can benefit IES vertical cluster technologies was
originally proposed in the conference paper [14]. Fig. 2 [14]
illustrates the interoperability and integration of the cluster
technologies in expanded details of the presented methodol-
ogy.

Starting by applying the cross-disciplinary intra-cluster
methodology to a robotic walker with standing/sitting as-
sistance capabilities [13], each cross-disciplinary technology
contributes its respective solution to the problem at hand. The
first cross-disciplinary technology of note is human factors,
where its principles are applied impacting the design and
application of the robotic walker, providing ease of use and
comfort for the disabled or assisted elderly user. To aid in
the comfort and mobility of the water, many supportive and
wearable components are designed in the product, requiring
electronic chips to be integrated into the design due to space
and weight constraints.

With the increasing deployment of technologies in user ap-
plications in today’s society, miniaturized electronic systems
on a chip are most likely incorporated into assistive de-
vices for the elderly and disabled, wearables, and light-weight
robotic walkers. Following closely on these technologies, de-
sign considerations for resilience and safety are embedded
into such assistive devices and systems, where such factors
as self-healing, device resiliency, and ‘fail-safe’ modes must
be built-in to both hardware and software ensuring the ease
of use and safety to the elderly or disabled user, as well as
‘peace of mind’ in device usage. Together with human factors,
electronic systems on chip, and resilience and security for
industrial applications, heavy emphasis and thought must be
placed on technology ethics and societal aspects (TES) of
the design of the product in terms of considerations for race,
ethnicity, gender, language, age bias, and any other discrimi-
natory effects.

Following the acceptance and stabilization of the designs,
the design requirements and implementation practices can be
standardized for mass production, ensuring fast implementa-
tion and deployment of products, with lowered costs, to the
consumer. The education on the concepts, requirements, and
the use of the product, both for the user and the training of
production personnel will be the focus of the Education cluster
(EDU). These last two cross-disciplinary technical compo-
nents are represented as ‘full rings’ around the intra-cluster
methodology as it ‘pervades’ all aspects of the other technol-
ogy clusters. This is also true for the TES, where ethics and
societal impact encompasses the lifecycle of the developed
products from concept to engineering to eventual disposition.

Technical committees in Cluster 4 are committed to a
‘Proof of Concept’ (PoC) trial implementation of the proposed
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FIGURE 2. A suggested cross-disciplinary intra-cluster methodology.

TABLE 2 Initial Considerations Within the Project Walker

methodology with a selected vertical within the IES commu-
nity. Preliminary development stages consist of a requirement
stage, an implementation stage, a testing-and-validation stage,
and concluding with a successful trial complete with instruc-
tion documentation and manuals developed by an education

group. Relevant standards will be utilized, and new interop-
erable technologies or solutions will be studied to assess its
needs for standardization, based on its generic applications or
focused applications needs.

A project to define and implement a robotic walker with
assistance capabilities was launched in March 2022 by Clus-
ter 4. The project has ten steps from the discussion of the
objectives to system validation (Table 2). The items in each
step will be modified during the project based on collabora-
tion results between technical committees. In the beginning,
each technical committee inputs requirements, considerations,
constraints, and others from the viewpoint of the committee.
Then, teams are formed to work on subsystems in paral-
lel. Such a team does not need to have expertise in all the
different disciplines inside the cluster and is involved in a
collaboration between two or more TCs. At the final valida-
tion step, All TCs review and modify the items again, and
check the achievement of both the main system objectives
and all the discipline-specific objectives. At the requirement
stage, technical requirements for each cluster member group
are clearly laid out and described guiding the development
and validation stages. Within each development stage, the
principles from each technology of the cluster will be eval-
uated, embedded, and validated. The success of the project
will be determined by showing clear identification of each
expert technology in the PoC. This project will contribute
to SDGs 3 (ensure healthy lives and promote well-being for
all at all ages) and 9 (build resilient infrastructure, promote
inclusive and sustainable industrialization, and foster innova-
tion). The achievements of this project are also considered to
build project-based learning materials for engineers. This will
contribute to SDG 4 (quality education).

IX. CONCLUSION
This paper explained efforts, new trends, and challenges to
create a sustainable society from the viewpoints of human
factors, education, electronics systems-on-chip approaches,
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resilience and security for industrial applications, technol-
ogy ethics and society, and standards. Since the seventeen
SDGs [1] are multiple cross-cutting issues, it is impossible
to attain these goals without interdisciplinary studies and co-
operation with and among different fields. Awaking to the
importance and urgency of these points, the technical com-
mittees in Cluster 4 of IES have been making a constant effort
and working together to meet these challenges and achieve
these goals. A near-term task is the development of a PoC trial
for the methodology demonstration of the cross-disciplinary
technology integration. A future task is to attract young gen-
erations of professionals from both industrial and academic
sectors to the activities of Cluster 4 to contribute to the sus-
tainable growth of society.
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