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ABSTRACT 

Lending Controls play an important role in ensuring that banking product control 

standards are understood and applied. The Data Quality and Structural 

Systems team continuously develop and deliver operational controls within the 

Core Banking Platform in order to improve the performance of the business and 

to minimise risk and costs. The identification of existing internal controls and 

reporting of Data Quality in a bank and their link with automation requirements 

and software process improvement are in the focus of this research. Therefore, 

the aim is to develop an automated process and software tool that helps to 

improve and control internal banking processes as well as manage the data 

quality assessment and monitor the retrieval of the pending position status of 

loan processes in banks. The methodology followed is based on Software Re-

engineering such as Agile Methodology and Extreme Programming. The 

automation of Data Quality Internal Controls has proven to be a suitable 

process to improve the quality of data, minimising the errors and reducing the 

time as well as the management of the customer impact. 
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1 INTRODUCTION  

The financial sector is a complex environment with a lot of uncertainties. There 

are complicated operations with a high level of risk and complex concepts to 

understand financial activities. Concretely, banking operations involve complex 

mathematical calculations. Usually there is a core Banking Platform that 

automatically calculates all of these operations. However, the task of checking 

any possible errors that a system can commit is typically not widely automated. 

Behind each financial operation there is an algorithm that needs to be 

understood. In order to analyse the concept and process of all operations, the 

specifications of the product and the conditions must be well understood. 

In this particular case the products to be analysed are lending products such as 

mortgages and loans. The definition of mortgage according to [23] is: “A 

secured loan against a property”. According to [20] the definition of loan is: “The 

act of giving money, property or other material goods to another party in 

exchange for future repayment of the principal amount along with interest or 

other finance charges”. Each lending product has different components such as 

the fees, capital or interest. Therefore every component has a different 

behaviour depending on the specification of the mortgage or loan. In banks 

there is a complex system that calculates the processes according to the 

conditions defined by the contract of the product: each loan repayment to pay, 

each date to settle or the amount of fees to pay. Therefore, the process to 

control the data is one of the main issues that this study is focusing on. The 

DQSS (Data Quality and Structural Systems) team in bank used in the case 

study if this research is responsible for the key Parameters of the Structural 

Systems in Santander’s Core Banking Platform and Data Quality and Control of 

the Accounts and Customers for the whole bank considered in the case study. 

The bank that participated in this research is an international retail and 

commercial bank with locations such as Europe, and America. It is the second 

largest bank in Europe and with more than 1500 branches and 25 million 

customers. The business tool orientation is retail, which is a type of protection to 
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the changes internationally considered from the construction of different 

structures between commercial and investment banking [5].  

The big managers of banks consider pockets of risks that may affect the 

development of a business and therefore what risks are involved. This means 

that the quality of risk management is a priority in the performance of a bank. 

One of the most crucial concerns is that of the credit risk and whether a 

company would be able to compete in the high end market or end with 

bankruptcy [6]. 

 

Figure 1 - Literature Review Map 

In a banking environment there are several variables that enable the success or 

failure of an activity. An example of this can be considered to be risk. Risk is 

defined by the Oxford’s English dictionary as: “a situation involving exposure to 

danger” [30]. However financial risk is: “The probability that an actual return on 

an investment will be lower than the expected return.” [11]. Hence managing 

risk becomes a highly important issue to be included into a company’s agenda 

because an effective control of risk must be reached. Bad management of risk 

can cause severe problems to the cash flow and solvency of a bank. In fact, 

bank insolvency has been an important problem all around the world in the last 

decades [10]. [2] defines risk management in business as a “core activity in 

asset allocation conducted by banks, insurance and investment companies, or 
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any financial institution that evaluates risks”. Specially, credit risk is currently 

one of the key factors to efficiently manage and accomplish the requisites of 

high competence in banking. It has been usually defined as default risk, i.e. “the 

risk of loss from a borrower failure to repay the amount owed (principal or 

interest) to the bank on a timely manner based on a previously agreed payment 

schedule” [33]. Therefore, the study of credit risk becomes important and its 

analysis is an important problem challenged by banks because it is one of the 

main types of risk that initiate bankruptcy [22]. According to [10], there are 

basically four factors involved in it: loan pricing, specific credit limits, security to 

reduce risk, and the diversification. There are different models for determining 

banking credit risk, but the majority of which are optimisation models about 

asset-liability proportion that are under the conditions of capital requirements of 

Basel II. Basel II consists of extensive set of supervisory standards to improve 

risk management practices, which are structured along three mutually 

reinforcing elements. The most relevant element is the one that addresses 

minimum requirements for credit and operational risks. The principal objective is 

the stability of the international banking system via better risk management. 

This is done by imposing regulatory capital requirements more in line with 

current bank good practices. [33].  

There are several bases to help manage the credit risk and one of them lies on 

the correct data extracted from the reports that describe certain processes 

within a company. In order to control this data, there is a tool commonly used in 

Financial Reporting: Internal Controls. Internal Controls (IC) are important to 

avoid management failures. [39] states that control is a practice established to 

guarantee that business processes are carried out reliably, securely, with the 

proper agreement and in a prearranged manner. Moreover, in financial 

reporting, IC are recognized as being fundamental to excellent information 

systems and high-quality financial information [3].  

An analogy can be used to get a more thorough understanding of IC. This 

involves the consideration of weaknesses to measure and analyse the control. 

A material weakness in internal control is defined as ‘‘a significant deficiency, or 
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combination of significant deficiencies, that results in more than a remote 

likelihood that a material misstatement of the annual or interim financial 

statements will not be prevented or detected’’ [29]. A hazard such as this 

highlights the importance of detecting mistakes in order to maintain good 

management of IC. Moreover due to the defects of financial reporting in recent 

years, Sabanes-Oxley (SOX) was legislated to improve reliability; therefore, 

most of the controls adopted pursuant to the act are concerned with the 

timeliness, accuracy and integrity of financial data [39].  

The effectiveness in the use of the IC over information is included in the quality 

of information systems and it has an effect on main decisions in businesses 

[18]. In addition to addressing the issues of inaccuracy of financial data, the IC 

can be extrapolated to control the quality of any kind of data. Therefore one of 

the current main issues nowadays is the relation between IC, data quality and 

Information Technology (IT). It has been reported that IT competence was an 

important differentiator in banking that were performing well in the 1980s [25]. 

A recent white paper by the SANS institute notes “while the topic of information 

security is not specifically discussed within the text of the act, the reality is that 

modern financial reporting systems are heavily dependent on technology and 

associated controls” [34], [35]. It is dependent because IT is the tool to enable a 

report to be written within the company in terms of time and accuracy. In 

general, today, enterprises are very dependent on IT for the management of 

business processes. [34] states that, due to the interconnected of IT systems 

and infrastructure, the growing complexity and constantly changing threat and 

regulatory environments, IT IC need to be implemented to mitigate those risks. 

Basically IT IC are used to capture, manage and record raw transactional data 

of economic events and encourage the elaboration of financial reports [34]. 

Furthermore, the majority of the reports that consider the issue of IT IC have 

reached the same conclusion: companies with IT control deficiencies report 

considerably more IC deficiencies than non-IT companies [13]. In addition [19] 

stated that firms unable to implement adequate controls over IT systems and 

not making those important investments, control weaknesses will cause much 
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bigger expense in identifying weaknesses and assessing related risks. Even 

though SOX requires the assessment of IT IC, compliance should be 

considered as a way to help the business manage its different risks, and quality 

IT IC should be recognised as being financially beneficial and not as mere 

additional expenses with any benefit. Firms should therefore carefully determine 

the level of IT IC needed to secure its IT systems and infrastructure, and thus 

viewing that effective IT controls are needed to fully understand the potential of 

IT investments whilst mitigating connected risks [34]. With regard to the bank 

environment, the IT and IC are related to the data quality. The similarities 

between financial reporting and data quality reporting are in terms of reliability 

and accuracy of the information ready to use. 

Data is very important in modern day systems. When used in the correct 

context, it translates to information which can be used to lead strategies in order 

to compete in the market. Therefore data quality is highly necessary for a 

company to be considered a strong competitor. Quality has been defined as 

“The conformance to standards” [4], [32]. Statistical quality control is a process 

that ensures that output meets standards. This means setting standards, 

deriving statistics, collecting data and taking corrective actions when statistics 

point out that the process is out of control [16], [21]. Data quality is one of the 

critical problems facing organizations today. As management becomes more 

reliant on information systems to complete visions, data quality becomes a 

bigger issue in organizations. Issues with data quality may cause real losses, 

both economically and socially [12]. This could damage the relationship with the 

customer.  

Information quality management is a complex process and research in which 

interest is growing exponentially. Data quality has economic wide benefits. As a 

matter of fact, studies have highlighted the importance of information quality to 

a wide range of business domains, including Enterprise Resource Planning 

(ERP), Data Warehousing, Supply Chain Management (SCM), advanced Data 

analytics/mining, and product data management [7]. However, there is not one 

single definition of data quality. Accuracy, consistency, timeliness, relevancy, 
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completeness, and fitness for use are among the variables most frequently 

used to define it. [24], [12]. Potential issues of data quality may include aspects 

such as migration problems and systems integration, age and redundancy or 

relevance and the temptation to collect data among others. [26], [17], [24]. 

However, future work is needed to extend the area of data sharing, as this 

capability continues challenging even the most advanced organizations due to 

the importance of data sharing. Data sharing is considered as a link between 

data quality and organisational learning, and that data quality deals the sharing 

to performance relationship [27]. 

Due to the importance of data quality and the knowledge of how to process it, 

the software used to storage, process and analyse it has become increasingly 

important. One of the major tools used to process and analyse data is the 

spreadsheet. 80% of people are currently exposed to the use of spreadsheet 

which is now an essential tool for modern businesses. Currently, thanks to the 

spreadsheet's ability to store and analyse essential business data, spreadsheet 

technology let the firms reduce hardware and software costs, so even in the 

smallest company, spreadsheet applications are now common place [28]. The 

propagation of spreadsheet packages is triggered by reporting limitations 

associated to existing transactional and Business Intelligence (BI) systems. 

However, manual data analysis and transformations of data are the primary 

reasons for bad information quality whilst using spreadsheets [7]. This means 

that using a tool with repetitive tasks and manual adjustments could cause 

human errors that are difficult to detect. Hence there is a necessity for a system 

that helps to automate the IC in a company that would assist in minimising the 

human errors and hence reducing the time for each task. Furthermore, in a 

business environment there is demand for constant improvement to adapt the 

software to the new requirements that are introduced. To improve the efficiency 

and effectiveness of a software development and to develop software products, 

there is a systematic approach named Software Process Improvement (SPI) 

[36]. There are different approaches to provide criteria, measurements and 

strategies to assess improvement initiatives. [14] conclude that the effect of 
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changes in the requirements process can be observed and measured at 

different levels: 

1. Endeavour and quality of requirements related activities in the requirements 

phase 

2. Project success in terms of budget, meeting time and scope constraints 

3. Product success in terms of achieving both the customers’ and the 

company’s expectations 

4. Company success in terms of market strategies and product portfolio 

5. The influence on society 

Another concept that could be used is in this context is Software Re-

engineering. According to [31], “Re-engineering is the examination, analysis 

and alteration of an existing software system to reconstitute it in a new form, 

and the subsequent implementation of the new form.” Therefore the main 

objective is to understand the existing developed software (function, 

architecture, design, and implementation), comprehend the structure and 

requirements of the desired software, and understand the relationship between 

the AS-IS software and the TO-BE. With all this information, the next step is to 

re-implement it improving the performance of the system fulfilling the new 

requirements set by the analysis.  

As time goes by software loses its efficiency and it needs to be adapted to the 

dynamic business environment, therefore re-engineering is considered. Agile 

methodology is recently used in software development as an alternative to the 

traditional methodologies. Agile software development follows the idea of 

continuous re-engineering by the Extreme Programme methodology [1]. It is a 

different method used to develop IT projects. As a lightweight development 

method, the main basis of this methodology is to develop and implement 

software in short incremental iterations. It can be developed as part of functions 

to implement specific performance of a system, be re-engineered to improve it, 

and subsequently develop the next part of the requirements later on. Agile 
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development speeds up the delivery of business value. Through a process of 

continuous planning and feedback, this method is able to ensure this value is 

continuing to be maximized during the development process.  As a result of this 

iterative planning and feedback loop, teams are able to continuously align 

desired business needs with the delivered software, easily adapting to changing 

requirements throughout the process [37]. Nevertheless, this method does not 

fit in a standard classical software development methodology (waterfall and v-

model) [15]. The main principles of the Agile methodology are: Customer 

oriented, short time scale deliver, bringing business people and developers 

together, and face-to-face conversation to build a good environment and 

support. In addition to these, attention to technical excellence and good design, 

sustainable development and simplicity should be considered [9]. Extreme 

programming is one of the most commonly implemented methods to apply the 

Agile methodology. The project can be developed with four simple steps: 

Planning, design, coding and testing. It is a dynamic method that allows for the 

constant reception of feedback because of the focus on customer demands [8].  

In brief, this study contributes to the research about the issues of IT IC of data 

quality and the necessity of automating them to reduce the human errors and 

hence improve the value of the output. Sometimes these IT IC are difficult to 

implement manually and highly time consuming, therefore there is scope for the 

application of an automated system for data quality IC. The improvements of 

the automated process can be based on the requirements of the users and 

measured against the criteria that have been previously ascertained.  

The literature review has the purpose of revising the same concept of IC in 

financial reporting already applied to the Data Quality department. Automated 

IC about quality of data with reports as the output of the analysis that inform 

about the data stored in the database. Having the same structure of taking care 

of the accuracy and correctness of the data, allows to be assured the highest 

quality of data. The relation with the IT and the IC means relevant reduction in 

human errors and speediness of the analysis of the process. Finally, the last 

step of automating the process can be completed based on Agile methodology 
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[9]. After the research in the literature, Agile is thought to be the most suitable 

software development methodology for this project based on the main Agile 

Principles mentioned above. The project is characterised by fast delivery due to 

the short frame, continuous changing requirements, co-operation with business 

experts and constant testing. Moreover, the project did not include defined 

phases, require formal documentation or approvals methods for delivery, 

therefore to use standard software delivery approach using Waterfall method 

was discarded. 

The identification of existing internal controls and reporting of Data Quality in a 

bank, and the link with automation requirements and software process 

improvement, were the focus of this research. Therefore, the gap found in the 

literature is about IC to ensure the quality of the data, reporting about this data 

quality status and its automation. There are already IC about financial reporting 

enacted by SOX as mentioned earlier, but there is no literature on using internal 

Data Quality Controls and Reporting to help ensure quality of data and be 

implemented through an automated process. Due to that, there is a necessity to 

control that the data stored and used is reliable because it could be an 

enormous cost for a company and even more if errors on data have customer 

impact. Also decision making is another reason why data quality becomes 

important.  

Consequently the aim of this research project is to develop an automated 

process and software tool that help improve and control internal banking 

processes as well as managing the data quality assessment and monitoring the 

retrieval of the pending position status of loan processes in banks. 

The objectives of this research are as follows: 

1. Identify the most common practice and perform a literature review to 

acquire a deeper understanding of the related banking products, control 

processes in business, existing IT control models, data quality, software 

improvement methods and procedures 
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2. Requirements analysis of the current banking products and processes 

through interviews and literature review to establish a clear view of the 

required improvements and applications to be developed. 

3. Develop code using existing client software to automate the bank’s daily 

IC in order to analyse data quality from the database. 

4. Ensure the quality of data by implementing the automated process and 

software developed reducing the time employed and minimising the 

errors on data.  

5. Develop a software tool to retrieve the pending position status of a loan. 

This application should reduce the errors that originate in the core 

platform with high relevance due to the large customer impact that it can 

have. 

The scope of the project is the development of a software tool that includes 

features to manage the existing IC, improving and automating the control 

process efficiently using software re-engineering standards and Agile 

methodology. This research also covers the improvement of data quality and 

the monitoring of the retrieval of the pending position status of a loan.  

The structure of the paper is as follows. Section 2 describes the methodology. 

Section 3 presents results and validation of the proposed solution. Section 4 

outlines the discussion, conclusion and future work. 

 

2 MATERIALS AND METHODS 

The methodology was set up thoroughly to match the aim and objectives 

established in the previous chapter and it was structured accordingly following 

extreme programming methodology: 



 

17 

 

Figure 2 - Research Methodology 

There are three main phases in the methodology: Identification, implementation 

and validation. In the identification stage, the main goal is to identify the 

possible requirements of the existing process and the main improvements to 

incorporate. This was accomplished through a literature review, internal 

research at the bank and informal meetings with business experts, end-users 

and the project manager. The author was able at the end of this stage to define 

the key performance indicators (KPI) that would be analysed on the validation 

phase. In the second stage, the implementation phase, the existing process 

was described with a flow chart tool and improvements were suggested through 

this visual tool. The business experts were consulted about these improvements 

by way of informal meetings and the testing phase was conducted by evaluating 

the continuous feedback, primarily from the end-user and modifying the 

program accordingly. The third phase was the analysis of results and validation 

of the program. The validation was carried out in the last phase of the testing 
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selected to run the tool with the user guide and analyse it and validate it against 

the KPI defined in 2.1.4. 

Usefulness of these methods has been proved by using the defined methods in 

the first section through a successful development of the applications which 

helped to achieve the goals of this project. A detailed summary of the followed 

steps is provided below to meet the objectives: 

1) Understanding of current processes using re-engineering methodologies 

and set up functional and data flow documents to identify existing tasks of 

the controls process tool.  

2) Continuous detection of requirements and improvements identified together 

with business experts and end-users collaboration.  

3) Analyse the current method of IC for lending products and develop an 

automatic tool based on software Re-engineering. The application was 

initially developed to reduce the time consumed running the process 

everyday. But the other important objective was to monitor the critical data 

and track the possible errors that can occur within the core platform. 

According to the meetings with business experts, there were changes that 

were not identified during the requirement phase and they were incorporated 

to the process to meet specific needs. Data quality was tested and verified 

via Agile methodology.  

4) Assurance of data quality by implementing the automation of control process 

and software code developed decreasing errors on data and reducing time 

consumption via elimination of manual process. 

5) Understanding the current method of calculation of the status in mortgages 

and loans and develop an automatic tool and mechanical algorithm 

calculation based on software reverse engineering according to the 

literature. The application was mainly developed to minimise the time 

employed on this calculation with every account that appears as an anomaly 

detected by the IC process run daily.  
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2.1 Set up the goals of the control process improvement 

2.1.1 Analyse the current situation of the control process of lending 
products through face-to-face informal interviews, database 
research and literature reviews 

After an extensive literature review to understand the context of the subject a 

wide learning process was developed from the internal documents of the bank 

to learn about the different banking products, processes and data storage. In 

the following, the products this research is referring to are mortgages and loans. 

There are many different types of mortgages and loans that banks are currently 

offering. Therefore, an extensive research in these specific products of this 

bank was carried out in order to get a better understanding of the whole field. 

Information was also extracted from internal documents available at the bank. 

This phase was also conducted along with several face-to-face discussions and 

meetings with the current end-users of the control process and the manager of 

the project. This helped to understand the existing flow process that was being 

run to control the data about the banking products as well as how the internal 

Core Banking Platform works to reproduce the path of the movements that the 

accounts follow within the core database. The information captured was revised 

and confirmed by the business experts. In addition to this, some of the gaps in 

the information were filled that previously could not be extracted.  

Once the existing process was analysed and understood, setting up the 

possible improvements of the control process and the most efficient way to get 

it automated was identified as a necessity. This automation was one of the 

largest requirements in terms of key performance indicators (explained in 

Section 2.1.4). Based on the Agile methodology, the analysis of the 

requirements also implicated comprehensive end-user involvement. During this 

stage, potential improvements and new functionalities were identified to 

incorporate. These were analysed and consulted with the business experts in 

terms of feasibility, functionality and relevance so the key performance 

indicators that the author identified could be defined. 
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2.1.2 Precise mapping of the control process for 

2.1.2.1 Automation of the bank daily IC and data quality assessment 

A flow chart tool was used to get a clear idea of the functions in each stage of 

the control flow. The IC process is used to supervise the core platform in 

processing the information correctly and to investigate the possible irregular 

movements that can appear within the database. 

According to the literature, a software reverse engineering methodology was 

used to get a thorough understanding of the entire analysis because the 

importance of learning by doing how the existing control process worked was 

identified. Also the questions that appeared during the learning process to 

ensure the correct use of the control process and its interpretation were 

checked and confirmed by the relevant staff. 

With regards to the process, the movements within the customer accounts are 

tracked in the core platform as a method of accounting. In concordance with the 

nature of the banking product, there are certain movements that cannot occur. 

Occasionally, due to inappropriate working standards of the core platform those 

movements may happen; this is the reason controls are run daily. According to 

the literature, IC can ensure the quality and correctness of data that represents 

the movements within the database as well as keeping track of any past issues 

to prevent them from reoccurring.  

Currently due to the large number of lending products sold by banks, the 

amount of data generated is extremely big, so in order to check that every 

account is functioning correctly, there are some reports generated automatically 

overnight. These reports are used as a source to produce the daily summary 

report and the individual tracking reports by the Data Quality and Structural 

Systems department (DQSS).  
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Figure 3 - Data monitoring and data quality assessment (AS-IS) 
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from the interviews with the business experts, specified as the time used to 

finish the task. Moreover in the bank environment, one of the main concerns is 

the customer and the impact that any mistake has on it. If any issue has 

customer impact, it has to be resolved with higher priority than if not. This is why 

they were chosen as some of the Key Performance Indicators (2.1.4). 

Pending positions of capital and interest of a loan or mortgage were analysed. 

This is an accounting field within the core banking system that is populated 

when a loan requires a payment. When the settlement date of a loan appears, 

the pending positions are automatically populated until the collection day 

arrives. The settlement date is the date when the customer has to make the 

monthly repayment; this is the same day each month since the loan was first 

opened. These pending positions can be occupied up to 30 days. When this 

position exceeds the tolerance of this time period, an investigation must be 

initiated by the appropriate department. 
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Figure 4 - Pending position status of a loan processes (AS-IS) 

2.1.3 Establish a plan of improvement for the process based on the 
mapped processes 

The main issue addressed by the current users of the control process was the 

time employed in running the controls. This concerned the accumulation of 

multiple issues with the customer accounts to deal with and the tight deadline to 

deliver the daily report was relevant to consider the time as the main 

performance indicator. The starting point of the plan was to speed up the 

process to control the possible errors on the customer accounts. It was also to 

reduce the intervention of the user and therefore minimise the number of 

manual errors. According to the literature it has been pointed out that manual 

data analysis and transformations of data are the key reasons for bad data 

quality whilst using spreadsheets [7]. So the solution was thought by using an 
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automated tool with repetitive tasks and manual adjustments to avoid human 

errors hard to detect. 

The project was designed to be a continuous testing process with as many 

feedback sessions as possible. That means a quick delivery between feedbacks 

and daily cooperation with the end-users. Based on the information found 

through the literature review, Agile methodology was used in this stage of the 

process. Due to the characteristics of the project development the collaboration 

with the business experts, delivering software and dynamic plans adapted to the 

testing phases and corresponding feedback could be emphasised. 

 

 Metric Current value Target value 

C
os

t 

   

Customer Impact Loss of confidence  

Time consuming (Process 1) 5 hours 1:30 h 

Time consuming (Process 2) 2 hours 2 min 

Q
ua

lit
y Data quality Approx 10 new accounts with issues per 

day No issues 

Data quality Hazard non detected accounts Complete 

Detection 

Pe
rf

or
m

an
ce

 

Implementation (June to July 2013 – based on weekly 
average)  

KPI Time  

KPI Accessibility  

KPI Flexibility  

KPI Reliability  

Table 1 - Plan of improvement 
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2.1.4 Identify the key performance indicators of the improvement by 

2.1.4.1 Measure the relevance of the improvement 

In order to measure the relevance of the improvement, several indicators have 

been extracted from the interviews and the literature and have been identified 

as the key ones. 

• Time employed 

• Accessibility for the end-user 

• Reliability of the tool 

• Flexibility of the software 

2.1.4.2 Defining measures for assessing the target performance 

Every indicator has its own measure unit to be able to track the results of every 

test in the testing phase. 

• Time measured in hours, comparing the time employed in the 

previous control process with the new one, to check the improvement 

in terms of time and percentage of improvement. 

• Accessibility measured in terms of how easy can understand and run 

the control process correctly the new user. The learning process 

speed measured in number of days that takes to run the controls 

without any question or doubt. 

• Reliability is calculated with the number of errors produced by the 

control process and compared it with the previous process to get 

relative results. 

• Flexibility is measured in terms of adaptability to improvements. Once 

designed, tested and implemented, future work will be necessary to 

improve the control process. With flexibility and adaptability, the 

control process is thought and built to be able to adapt the possible 

changes that could occur in this dynamic environment. 
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2.2 Develop and implement tools 

2.2.1 Develop a theoretical tool for the automation bank’s daily IC 
and data quality assessment based on interviews and 
literature reviews and its implementation 

Code Name Responsible Description 

00   Start Process 

01 
Select 
Report 

actual date 
DQSS 

The external reports are automatically 
generated every night and send by email. The 
information from these reports is used for the 
daily controls. 

02 
Open the 

previous day 
report 

DQSS Every day is produced a report that combines 
a summary of all the controls. 

03 
Run Macro 
to Format 

spreadsheet 
System 

Select information that is needed, formula, and 
other formatting. Filter by criteria by the 
conditions allowed for each control 

04 

Is there any 
new account 

with an 
issue? 

DQSS 
If yes, go to step 05. 

If no, go to step 09. 

05 

Run Macro 
calling a 

query to a 
DB2 

System It pulls the data from DB2 into the spreadsheet 
straightaway 

06 

Is there any 
issue/no 
pending 
balance? 

DQSS 
If yes, there is not an issue, go to step 08. 

If no, go to step 07. 

07 
There is no 
issue on the 

account 
DQSS No action needed. Fill the indicated field 

columns 

08 
There is an 
issue on the 

account 
DQSS Fill the indicated fields columns 

09 Fill Report DQSS Fill the report with the date and action to take 
with each issue 

10 Address 
Issues DQSS Send the issue to the department that can 

solve it 

11   End process. 

Table 2 - Data monitoring and data quality assessment procedure description 
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The next stage focused on the analysis and implementation of new functionality. 

The base tool is the spreadsheet. In every control there are certain rules to 

check if the information extracted from the report is correct. If any issue 

appears, it must be checked in the core platform to track the cause of the error. 

Once the root of the problem is found, the appropriate department must be 

addressed in order to resolve the issue. Checking accounts one by one is highly 

time consuming. The solution would be to make a query through database 

management software. However, this lacks efficiency when it has to be included 

in the daily report with a deadline. The solution was to call a query that could 

bring the data and paste it directly into the spreadsheet. It was also identified 

that formatting the report manually could cause errors on data and its results 

and was also highly time consuming. So the automation of formatting was 

considered as an opportunity of improvement as well. 

 

Figure 5 - Data monitoring and data quality assessment (TO-BE) 

During the implementation stage of the tool, the improvements were identified 

as requirements to optimise the validation process and suggested to the end-
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users. The implementation of the tool was carried out straightaway. According 

to the nature of the tool, once the first version was developed, it was 

automatically implemented and tested to check the possible errors and to 

receive some feedback from the end-user. However during the testing phase, 

the lending controls were run by both methods at the same time in order to get 

results to compare and to make sure that the new tool worked correctly. 

 

2.2.2 Develop a theoretical tool for an automatic retrieval of pending 
position status of a loan based on interviews and literature 
reviews and its implementation 

Code Name Responsible Description 

00   Start Process 

01 Select Report 
actual date DQSS 

The external reports are automatically 
generated every night and send by email. The 
information from these reports is used for the 
daily controls. 

02 
Open the 

previous day 
report 

DQSS Every day is produced a report that combines 
a summary of all the controls. 

03 
Run Macro to 

Format 
spreadsheet 

System 

Select information that is needed, formula, and 
other formatting. 

Filter by criteria by the conditions allowed for 
each control 

04 
Is there any 
new account 

with an issue? 
DQSS 

If yes, go to step 05. 

If no, go to step 09. 

05 
Run Macro 

calling a query 
to a DB2 

System It pulls the data from DB2 into the spreadsheet 
straightaway 

06 
Is there any 

pending 
balance? 

DQSS 
If yes, there is not an issue, go to step 09. 

If no, go to step 08. 

07 
There is no 
issue on the 

account 
DQSS No action needed. Fill the indicated field 

columns 

08 
There is an 
issue on the 

account 
DQSS Fill the indicated fields columns 
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Code Name Responsible Description 

09 Filter by 
criteria DQSS Filter by criteria by the conditions allowed for 

each control 

10 Find Last 
Aged Item DQSS It has to be found the Last Aged Item 

11 
Run Macro 

calling a query 
to a DB2 

System It pulls the data from DB2 into the spreadsheet 
straightaway 

12 
Run algorithm 
to find the last 

aged item 
System It makes calculations automatically to find the 

last aged item and its date. 

13 Fill Report DQSS Fill the report with the date and action to take 
with each issue 

14 Address 
Issues DQSS Send the issue to the department that can 

solve it 
   End process. 

Table 3 - Pending position status of a loan processes procedure description 

The next stage is the analysis and implementation of the new functionality. At 

DQSS an Excel based tool is used to validate positions status of a loan. 

Because this validation is highly important in terms of customer impact, it is 

necessary to ensure that the repayments are allocated correctly in each 

customer account. Therefore it was also vital to ensure that the process of 

bringing the correct data from the database worked as expected.  

Based on the flow chart of the as-is process, the best way to automate the 

current process and get the same result obtained with the manual calculation 

was consulted with the business experts. It was decided that to investigate and 

clarify the status of aged items in the pending positions of a loan account, the 

solution was to create a query through database management software to call 

the data from the core database platform and paste directly into the 

spreadsheet and then write an algorithm that reproduces the same function that 

was being run manually into the core platform for each account at a time. 
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Figure 6 - Pending position status of a loan processes (TO-BE) 

Before the implementation stage started, data from the core database was 

collected and a dummy database was built to compare the results. Once the 

tool was developed, it was directly implemented to run and store the data in the 

parallel database. The data generated by the tool, was compared against the 

data stored in the real database in order to check that the tool was correctly 

implemented. During the implementation stage, modifications required to 

optimise the verification process were identified and suggested to the business 

experts. 
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2.3 Test and validate the process through case studies and 
expert judgement 

The validation of the process was carried out according to Agile methodology 

over several sessions along with the project manager and the business experts 

presenting the beta phase of the tools. The presentation included a brief 

demonstration and a hard copy of the user guide to enable full understanding of 

the platform at the start of each session. After the first session, feedback was 

solicited and the improvements were incorporated into the tools again. Once 

ready to be presented, a second session was arranged with the final tools to get 

final feedback and prepare the tool to be running as the definitive one. 

 

3 RESULTS 

The results of the process were produced during the test phase. It is the last 

phase according to Extreme programming [8]. As mentioned earlier, the testing 

lasted a month. The results were recorded and analysed so as to extract the 

conclusions and check if the objectives were achieved. 

In order to verify that the tools were working as intended, a mirror database was 

created, with which the results were compared. Data quality was checked and 

verified using Agile methodology. By checking the errors against the duplicated 

database the cause of these could be analysed and tracked. 

3.1 Automation tool for bank daily IC and data quality 
assessment 

The test phase was planned to last one month having daily meetings with the 

end-user as the tester and weekly meetings with the project manager and 

business experts to get a brief summary of the situation, new requirements and 

possible improvements. On a daily basis, the tester asked any enquiry or any 

debug as soon as it appeared to be resolved. 

The automation process was measured in terms of the key performance 

indicators defined previously. About the time, it was observed that with the new 
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tool, it took around 1.5 hours to run the entire process and produce correct 

output whereas with the old process was 5 hours. This means a reduction of 

70% of the time employed.  

With regard to accessibility performance, the learning process of the end-user 

to use the tool without any problem, lasted 15 days. Due to the particular 

conditions in the department, this indicator was possible to be tested with a new 

user. With a brief guideline document and the feedback meetings, it was 

observed that the learning process got faster as the time went by. With the old 

model, the learning process was tested by the user and took 30 days to learn 

how to run and format it correctly. So the improvement in terms of accessibility 

was a reduction of 50% of the learning phase.  

In terms of reliability, it increased up to 100%. The old control process and the 

new one were run simultaneously to check for any differences that could 

appear. The results were compared, and the new model produced 0 errors 

whereas the old control process generated an average of 5 issues per day. The 

results of both methods were verified against the backup data used for testing 

from the database and also verified by the end-user. Also any discrepancies 

that appeared were investigated, recorded and the tool was modified in 

concordance.  

In regards to flexibility, it was checked if the tools are built to be easily adapted 

to new changes introduced. This was measured in terms of time employed 

upgrading the application, concretely in number of hours that were employed to 

modify the tool. After meetings with the end-user and business experts some of 

new features were required to be incorporated to the developed application. 

The average of the time employed to introduce the changes into the tool was 1 

hour. This could be adapted with easy due to the building structure of the 

application. There is no comparison with the previous control model because of 

the inexistence of automation on it. 
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KPI 
  Old Model New Model % Improvement 

Time (hours) 5 1.5 70% 
Accessibility (days) 31 15 52% 
Flexibility (hours) 0.00 1.00 - 
Reliability (errors) 5 0 100% 

Table 4 - KPI Data monitoring and data quality assessment 

3.2 Software tool for an automatic retrieval of pending position 
status of a loan 

The development of the process was divided in different phases as mentioned 

previously. According to Agile methodology, it was combined with continuous 

meetings to request feedback and implementing the requirements identified. 

However the test phase was also planned to be one month.  

The results were measured and tested against the key performance indicators 

as well. In terms of time, the results were tracked during the entire testing 

phase. In the manual process, the time could vary depending on the number of 

new issues found, and it could increase exponentially with the amount of 

customer accounts with issues. Nevertheless with the automation tool the 

number of issues does not affect the time employed. The process before the 

automation with a daily average of ten new accounts with anomalies took two 

hours whereas with the automated tool this was reduced to two minutes. This 

means 97% of reduction of time, which is a significant advancement in terms of 

time and economic cost.  

With regard to reliability of the software tool was measured in number of errors 

generated by running the process. It was observed that the number of errors 

was reduced to nil when the corrections of the algorithm were made. One of the 

main benefits of this tool is that there is an evidence of the control being 

checked whereas with the manual test, the checking was not recorded 

anywhere. Furthermore, the potential for error is removed by eliminating the 

manual process.  
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In terms of accessibility for the end-user is measured by teaching hours that a 

new user needed to understand and be able to run the process. The teaching 

phase for this software tool took two hours in total whereas with the old control 

process took five days to be able to interpret the results right.  

Flexibility of the system was measured in terms of hours employed to adapt the 

software to changes occurred in the production of reports. Due to the change of 

the layout of the data and the reports source from where the data used was 

extracted, some changes had to be incorporated to the first draft of the 

automation control process. The tool was tested against all the feedback 

sessions with the end-users and the improvements could be incorporated to the 

tool in two hours on average. This indicator could not be compared with the old 

process due to the lack of automation. 

 

KPI 
  Old Model New Model % Improvement 

Time (hours) 2 0.07 97% 
Accessibility (days) 5 0.08 98% 
Flexibility (hours) 0.00 2.00 - 
Reliability (errors) 10 0 100% 

Table 5 - KPI Pending position status of a loan processes 

3.3 Validation 

The validation phase was performed during the testing stage. The validation of 

the software tools was carried out by the end-user, who was assigned the 

responsibility of testing the control process and feedback all issues and 

potential improvements to the designer. However the control process also had 

to be validated by the business experts and the project manager. It was 

concluded from this process, that the software tools would enable the control 

process to be more efficient and would result in the current control model being 

more effective. These improvements will result in immediate and accurate 

identification of any issues, while ensuring that any potential for “human” error is 

removed. The validation of the data quality is achieved through the automation 
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of the process. By eliminating the manual process the potential for error is 

removed. 

 

4 DISCUSSION  

This thesis provides insight into the existing IC and reporting of Data Quality in 

a bank, and the link with automation requirements and software process 

improvement. One of the objectives of the thesis was to develop code using 

existing client software to automate the bank’s daily internal controls to analyse 

data quality from the database. This would allow for the use of an effective and 

efficient tool during the control process in order to detect the potential flaws on 

data with the shortest possible time.  

Firstly, to achieve this objective, the current control process had to be analysed 

and represented in a flowchart in order to identify the key points of improvement 

with the automation. Subsequently, an application was developed with a user-

friendly interface using VBA to automate the attachment and combination of 

several reports and the formatting of the final report. This application was run 

and tested successfully. The tool is currently used by the end-users to generate 

the daily reports. The automation of Data Quality Internal Controls process and 

Reporting has proven to be a suitable process to improve the quality of data, 

minimising the errors and also reducing the time employed according to the 

results and the conclusions from the validation. The application can also be 

modified and adapted to compare data from other sources such as financial 

data among other uses.  

The next objective was with regard to the Data Quality topic to ensure the 

quality of data by implementing the automated tools via software code 

developed. The attributes of data quality were extracted from the research done 

in Chapter 1. This objective has been met with the application and software tool 

developed during the testing phase. Therefore, the accuracy and quality of data 

is ensured through the implementation of automation of the process. Data 

quality is supported by the reduction of the number of errors which is consistent 
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with the conclusion found on the research stage regarding the conclusion about 

manual data analysis and transformations of data that are the key reasons for 

bad data quality using spreadsheets.  

The final goal was to develop a software tool to retrieve the pending position 

status of a loan. This allows for the data to be reliable and robust which also 

helps to accomplish the previous objective. In order to understand the process, 

a flowchart was mapped with the help of business experts and project manager 

knowledge, which enables any necessary changes to be made with ease in 

future. This objective was met with the development of user-friendly application 

and software code (VBA) that enables the user to integrate the two main 

software clients MS Access and MS Excel. An algorithm was also written with 

code to reproduce the correct calculations, based on the core platform 

algorithms, so the movements can be tracked easily. The tool increases the 

efficiency of the process exponentially and therefore the time taken for the 

number of issues to be resolved is no longer relevant. Moreover, the automation 

of the process via the implementation of the new software tool has led to a vast 

reduction in customer impact through early identification of the issue. 

There are several limitations in this study that must be accounted for. The main 

issue was the short time frame to carry out the whole process. With this in 

consideration, the scope could not be as broad as desired and all the stages of 

the plan (case analysis, software design, software testing, User Acceptance 

Testing) had to be planned out meticulously for all of these elements to be 

completed. The objectives were also conditioned to this constraint because 

scope creep could not to be tolerated.  

The project has to be completed with existing software and hardware. The 

resources available at the bank set the boundaries of proposed solutions. Due 

to this, the procedure and the final output had to be adapted to this constraint.   

The final issue to be considered is the coding used to develop the tools. This 

could not be overly complex, as it would need regular maintenance and 

modification, which would be difficult to resource externally. 
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The constructive findings obtained from the study, have potential implications 

on the scope beyond that of the project. There is a new depth to the problem 

that was not initially considered at the start of the project because the field of 

study has been expanded. The control process needs to be constantly 

improved so that the new potential issues to be detected. Therefore, due to the 

necessity of maintaining the tracking of possible errors on data generated by 

the core platform, the control process is a priority in any environment. 

Furthermore, there is opportunity to create new controls and automate them in 

order to improve the quality of the data stored thanks to the reduction of time 

consuming with the current control process. 

 

5 CONCLUSIONS 

There are several conclusions that have been gained from this project. As 

mentioned in Chapter 1, the focus of the study was the identification and 

analysis of existing internal controls and reporting of Data Quality in a bank 

environment, and the relationship with automation requirements and software 

process improvement. The gap found in the literature was with regard to IC over 

data quality and status reporting and its automation. There are already IC in 

financial reporting in place but there is no literature on using internal Data 

Quality IC and Reporting to help ensure quality of data and implemented as an 

automated process. For this reason, there is a necessity to control the data 

stored and to ensure that it is accurate and reliable because it could provoke 

significant cost for a firm and even more when errors on data may affect 

customer experience. The aim and the objectives of the project were set up 

accordingly in order to cover this requirement.  

The main objectives were to develop an automated process through software 

tools that help improve and control internal banking processes as well as 

managing the data quality assessment, and monitoring the retrieval of the 

pending position status of loan processes in banks. Due to the characteristics of 

the project and the environment, Agile methodologies were followed during the 

design, development and testing stages.  
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The findings have various conclusions. Firstly, the automation of the software 

tools, the time of the process has been reduced in 70% and 97%, which has 

created a significant improvement in terms of efficiency. Secondly, the number 

of errors has been reduced to nil in terms of reliability. Data accuracy is ensured 

through the automation of the process eliminating the potential “human” errors 

caused by manual check and manipulation. The inexistence of literature 

regarding this necessity is outstanding. Also the understanding of the current 

process was vital in order to meet the expectations of the new software tools 

developed. Nevertheless, the developed software tools still require manual 

operation in some calculations and tolerance testing, where errors may still 

occur. As a future work this can also be automated and integrated into the tools.  

The findings have implications for future studies that can further contribute to 

knowledge. Due to the requirement for the control that stores the data to have a 

high degree of reliability, automation was identified as the main contribution to 

data quality in terms of errors minimisation and time consuming. Decision-

making is an additional reason why data quality becomes important as well as 

customer impact. Therefore the project aimed to develop an automated process 

and software tool that help improve and control internal banking processes as 

well as managing the data quality assessment and monitoring the retrieval of 

the pending position status of loan processes in banks. The work focused on 

analysing and understanding existing processes in Santander and identifying 

improvements for them. One of the outcomes of the project was to create a data 

flowchart of both applications developed using reverse engineering methods 

that can be used as a base for future improvements to be incorporated into the 

applications. This research work provided a method to implement the 

automation of lending controls via software developed tool that can be used to 

control the correctness of the data stored in the core database. The work also 

contributed to the development of an automatic retrieval of the pending position 

status of loans, enabled by a software tool. This tool can be used to track critical 

data movements within the core system applied to multiple applications.  
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Both applications have been successfully implemented within DQSS 

department in the case study bank and can also be incorporated by other 

departments and areas. These are generic tools that can be adapted by other 

banks and companies.  

In the case that any additional studies are to be carried out, the author has 

identified several suggestions for further work. The positive results extracted 

from this thesis are valuable and can form a basis to undertake new challenges. 

New controls can be built in order to be more precise and improve the control 

model tool. The automation of the control process allows the business experts 

to be more proactive than reactive. With the awareness and knowledge 

acquired from this project, new ideas for control process and consequently an 

improvement in detection the potential errors on data can be innovated. Future 

research may also address the possible changes that could occur on the source 

reports used to get the information. If this were to happen, the code written for 

the tools would have to be modified. However this could be easily adapted due 

to the flexibility feature with which the tool was built. Thus, the model becomes 

more universally adaptable for any change within the source or output demand. 
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